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1 Introduction

1.1 Scope
This specification describes the amendment of the High-bandwidth Digital Content Protection
(HDCP) system for DisplayPort, Revision 1.10, referred to as DisplayPort-HDCP 1.1. It is based
on the High-bandwidth Digital Content Protection (HDCP) system, Revision 1.30, referred to as
HDCP 1.3.

DisplayPort-HDCP 1.1 is designed for protecting Audiovisual content over the DisplayPort
interface. For specific details of the DisplayPort interface, consult the References section of this
specification. This specification defines the required behavior for Multi-stream Transport (MST)
mode and Single-stream Transport (SST) mode DisplayPort implementations. In an HDCP
System, two or more HDCP Devices are interconnected through an HDCP-protected Interface.
The Audiovisual Content protected by HDCP, referred to as HDCP Content, flows from the
Upstream Content Control Function into the HDCP System at the most upstream HDCP
Transmitter. From there, the HDCP Content, encrypted by the HDCP System, flows through a
tree-shaped topology of HDCP Receivers over HDCP-protected Interfaces. This specification
describes a content protection mechanism for: (1) authentication of HDCP Receivers to their
immediate upstream connection (i.e., an HDCP Transmitter), (2) revocation of HDCP Receivers
that are determined by the Digital Content Protection, LLC, to be invalid, and (3) HDCP
Encryption of Audiovisual Content over the HDCP-protected Interfaces between HDCP
Transmitters and their downstream HDCP Receivers. HDCP Receivers may render the HDCP
Content in audio and visual form for human consumption. HDCP Receivers may be HDCP
Repeaters that serve as downstream HDCP Transmitters emitting the HDCP Content further
downstream to one or more additional HDCP Receivers.

Except when specified otherwise, DisplayPort-HDCP 1.1-compliant Devices must interoperate
with other DisplayPort-HDCP 1.1-compliant Devices attached to their HDCP-protected Interface
Ports using the same protocol. HDCP Transmitters must support HDCP Repeaters.

The state machines in this specification define the required behavior of HDCP Devices. The link-
visible behavior of HDCP Devices implementing the specified state machines must be identical,
even if implementations differ from the descriptions. The behavior of HDCP Devices
implementing the specified state machines must also be identical from the perspective of an entity
outside of the HDCP System.

Implementations must include all elements of the content protection system described herein,
unless the element is specifically identified as informative or optional. Adopters must also ensure
that implementations satisfy the robustness and compliance rules described in the technology
license. Additionally, HDCP Transmitters may be subject to additional robustness and compliance
rules associated with other content protection technologies.

1.2 Definitions
The following terminology, as used throughout this specification, is defined as herein:

Audiovisual Content. Audiovisual works (as defined in the United States Copyright Act as in
effect on January 1, 1978), text and graphic images, are referred to as AudioVisual Content.

Authorized Device. An HDCP Device that is permitted access to HDCP Content is referred to as
an Authorized Device. An HDCP Transmitter may test if an attached HDCP Receiver is an
Authorized Device by successfully completing the first and, when applicable, second part of the
authentication protocol. If the authentication protocol successfully results in establishing
authentication, then the other device is considered by the HDCP Transmitter to be an Authorized
Device.
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Device Key Set. Each HDCP Device has a Device Key Set, which consists of a set of Device
Private Keys along with the associated Key Selection Vector.

Device Private Keys. A set of Device Private Keys consists of 40 different 56-bit values. These
keys are to be protected from exposure outside of the HDCP Device. A set of Device Private Keys
is associated with a unique Key Selection Vector.

DisplayPort Encryption Signaling (DPES). DPES, further described in Section 5 and Section 6,
is a protocol for signaling whether encryption is enabled or disabled for the main link.

DisplayPort-HDCP 1.0. DisplayPort-HDCP 1.0 refers to, specifically, the variant of the
amendment of HDCP for DisplayPort described by Revision 1.00 of this specification along with
its associated errata, if applicable.

DisplayPort-HDCP 1.0-compliant Device. A DisplayPort-HDCP Device that is designed in
adherence to DisplayPort-HDCP 1.0 is referred to as a DisplayPort-HDCP 1.0-compliant Device.

DisplayPort-HDCP 1.1. DisplayPort-HDCP 1.1 refers to, specifically, the variant of the
amendment of HDCP for DisplayPort described by Revision 1.10 of this specification along with
its associated errata, if applicable.

DisplayPort-HDCP 1.1-compliant Device. A DisplayPort-HDCP Device that is designed in
adherence to DisplayPort-HDCP 1.1 is referred to as a DisplayPort-HDCP 1.1-compliant Device.

downstream. The term, downstream, is used as an adjective to refer to being towards the sink of
the HDCP Content stream. For example, when an HDCP Transmitter and an HDCP Receiver are
connected over an HDCP-protected Interface, the HDCP Receiver can be referred to as the
downstream HDCP Device in this connection. For another example, on an HDCP Repeater, the
HDCP-protected Interface Port(s) which can emit HDCP Content can be referred to as its
downstream HDCP-protected Interface Port(s). See also, upstream.

frame. For purposes of the application of HDCP onto DisplayPort in the SST mode, a frame
consists of the link symbol data between successive scrambler reset (SR/CPSR) link symbols,
which are inserted every 512 blank start (BS/CPBS) link symbols. There is no implicit relationship
between this definition of a frame and the concept of a video frame or, in the case of interlaced
video formats, a video field.

HDCP. HDCP is an acronym for High-bandwidth Digital Content Protection. This term refers to
this content protection system as described by any revision of this specification and its errata.

HDCP 1.2. HDCP 1.2 refers to, specifically, the variant of HDCP described by Revision 1.20
along with its associated errata, if applicable.

HDCP 1.2-compliant Device. An HDCP Device that is designed in adherence to HDCP 1.2 is
referred to as an HDCP 1.2-compliant Device.

HDCP 1.3. HDCP 1.3 refers to, specifically, the variant of HDCP described by Revision 1.30
along with its associated errata, if applicable.

HDCP 1.3-compliant Device. An HDCP Device that is designed in adherence to HDCP 1.3 is
referred to as an HDCP 1.3-compliant Device.

HDCP Content. HDCP Content consists of Audiovisual Content that is protected by the HDCP

System. HDCP Content includes the Audiovisual Content in encrypted form as it is transferred
from an HDCP Transmitter to an HDCP Receiver over an HDCP-protected Interface, as well as
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any translations of the same content, or portions thereof. For avoidance of doubt, Audiovisual
Content that is never encrypted by the HDCP System is not HDCP Content.

HDCP Device. Any device that contains one or more HDCP-protected Interface Port and is
designed in adherence to HDCP is referred to as an HDCP Device.

HDCP Encryption. HDCP Encryption is the encryption technology of HDCP when applied to
the protection of HDCP Content in an HDCP System.

HDCP-protected Interface. An interface for which HDCP applies is described as an HDCP-
protected Interface.

HDCP-protected Interface Port. A connection point on an HDCP Device that supports an
HDCP-protected Interface is referred to as an HDCP-protected Interface Port.

HDCP Receiver. An HDCP Device that can receive and decrypt HDCP Content through one or
more of its HDCP-protected Interface Ports is referred to as an HDCP Receiver.

HDCP Repeater. An HDCP Device that can receive and decrypt HDCP Content through one or
more of its HDCP-protected Interface Ports, and can also re-encrypt and emit said HDCP Content
through one or more of its HDCP-protected Interface Ports, is referred to as an HDCP Repeater.
An HDCP Repeater may also be referred to as either an HDCP Receiver or an HDCP Transmitter
when referring to either the upstream side or the downstream side, respectively.

HDCP System. An HDCP System consists of an HDCP Transmitter, zero or more HDCP
Repeaters and one or more HDCP Receivers connected through their HDCP-protected interfaces
in a tree topology; whereas the said HDCP Transmitter is the HDCP Device most upstream, and
receives the HDCP Content from one or more Upstream Content Control Functions. All HDCP
Devices connected to other HDCP Devices in an HDCP System over HDCP-protected Interfaces
are part of the HDCP System.

HDCP Transmitter. An HDCP Device that can encrypt and emit HDCP Content through one or
more of its HDCP-protected Interface Ports is referred to as an HDCP Transmitter.

Key Selection Vector (KSV). Each HDCP Device contains a set of Device Private Keys. A set
of Device Private Keys is associated with a Key Selection Vector (KSV). Each HDCP Transmitter
has assigned to it a unique KSV from all other HDCP Transmitters. Also, each HDCP Receiver
has assigned to it a unique KSV from all other HDCP Receivers.

link frame. In the MST mode, a frame consists of the link symbol data between successive SR
link symbols, which occur regularly every 1024 MTPs or 216 timeslots.

link line boundary. In the MST mode a link line boundary is not explicitly demarcated but
determined by counting as each link line consists of a fixed 213 timeslots, with 8 link lines per
link frame aligned to the link frame boundary.

upstream. The term, upstream, is used as an adjective to refer to being towards the source of the
HDCP Content stream. For example, when an HDCP Transmitter and an HDCP Receiver are
connected over an HDCP-protected Interface, the HDCP Transmitter can be referred to as the
upstream HDCP Device in this connection. For another example, on an HDCP Repeater, the
HDCP-protected Interface Port(s) which can receive HDCP Content can be referred to as its
upstream HDCP-protected Interface Port(s). See also, downstream. This term should not be
confused as referring to the Upstream Specification.

Upstream Content Control Function. The HDCP Transmitter most upstream in the HDCP
System receives HDCP Content from the Upstream Content Control Function. The Upstream
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Content Control Function is not part of the HDCP System, and the methods used, if any, by the
Upstream Content Control Function to determine for itself the HDCP System is correctly
authenticated or permitted to receive the Audiovisual Content, or to transfer the Audiovisual
Content to the HDCP System, are beyond the scope of this specification. On a personal computer
platform, an example of an Upstream Content Control Function may be software designed to emit
Audiovisual Content to a display or other presentation device that requires HDCP.

In addition, terms such as AUX CH, DPCD, Enhanced Framing, Symbol, K-codes, Link Symbol
Clock, HPD pulse, DisplayPort Converter, Secondary data and VB-ID are further explained in the
DisplayPort Specification (see references).

1.3 Overview
HDCP is designed to protect the transmission of Audiovisual Content between an HDCP
Transmitter and an HDCP Receiver. The system also allows for HDCP Repeaters that support
downstream HDCP-protected Interface Ports. Figure 1-1 illustrates an example connection
topology for HDCP Devices. The HDCP System allows up to seven levels of HDCP Repeaters
and as many as 128 total HDCP Devices, including HDCP Repeaters, to be attached to an HDCP-
protected Interface Port.

Upstream Content Control Function

.- HDCP System .............................................................................................................. :

HDCP Transmitter

HDCP Receiver HDCP Receiver HDCP Receiver

HDCP Repeater / (HDCP Receiver)

HDCP Receiver HDCP Receiver

Figure 1-1. Sample Connection Topology of an HDCP System

There are three elements of the content protection system. Each element plays a specific role in the
system. First, there is the authentication protocol, through which the HDCP Transmitter verifies
that a given HDCP Receiver is licensed to receive HDCP Content. With the legitimacy of the
HDCP Receiver determined, encrypted HDCP Content is transmitted between the two devices
based on shared secrets established during the authentication protocol.  This prevents
eavesdropping devices from utilizing the content. Finally, in the event that legitimate devices are
compromised to permit unauthorized use of HDCP Content, renewability allows a HDCP
Transmitter to identify such compromised devices and prevent the transmission of HDCP Content.

This document contains chapters describing in detail the requirements of each of these elements. In
addition, a chapter is devoted describing the cipher that is used in both the authentication protocol
and in the encryption of the HDCP Content. All aspects of HDCP map easily onto the existing
DisplayPort specification.

1.4 Terminology

Throughout this specification, names that appear in italic refer to values that are exchanged during
the HDCP cryptographic protocol. Names that appear in CAPS refer to status values from the
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receiver. C-style notation is used throughout the state diagrams and protocol diagrams, although
the logic functions AND, OR, and XOR are written out where a textual description would be more
clear.

The concatenation operator ‘||’ combines two values into one. For eight-bit values a and b, the
result of (a || b) is a 16-bit value, with the value a in the most significant eight bits and b in the least
significant eight bits.

1.5 References
Video Electronics Standards Association (VESA), DisplayPort Proposed Standard Version 1.2,
2009

National Institute of Standards and Technology (NIST), Digital Signature Standard (DSS), FIPS
Publication 186-1, December 15, 1998.

National Institute of Standards and Technology (NIST), Secure Hash Standard (SHS), FIPS
Publication 180-1, April 17, 1995.
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2 Authentication

The HDCP Authentication protocol is an exchange between an HDCP Transmitter and an HDCP
Receiver that affirms to the HDCP Transmitter that the HDCP Receiver is authorized to receive
HDCP Content. This affirmation is in the form of the HDCP Receiver demonstrating knowledge
of a valid set of secret device keys. Each HDCP Device is provided with a unique set of secret
device keys, referred to as the Device Private Keys, from the Digital Content Protection LLC. The
communication exchange, which allows for the receiver to demonstrate knowledge of such secret
device keys, also provides for both HDCP Devices to generate a shared secret value that cannot be
determined by eavesdroppers on this exchange. By having this shared secret formation melded into
the demonstration of authorization, the shared secret can then be used as a symmetric key to
encrypt HDCP Content intended only for the Authorized Device. Thus, a communication path is
established between the HDCP Transmitter and HDCP Receiver that only Authorized Devices can
access.

2.1 Overview
Each HDCP Device contains an array of 40, 56-bit secret device keys which make up its Device
Private Keys, and a corresponding identifier, received from the Digital Content Protection LLC.
This identifier is the Key Selection Vector (KSV) assigned to the device. The KSV is a 40-bit
binary value.

An HDCP Device with multiple inputs can share the same keys (Receiver keys) across all its
inputs. Similarly, an HDCP Device with multiple outputs can share the keys (Transmitter keys)
across all its outputs.

The HDCP Authentication Protocol consists of two parts. The first part establishes shared values
between the two HDCP Devices if both devices have a valid Device Key Set from the Digital
Content Protection LLC. The second part allows an HDCP Repeater to report the KSVs of
attached HDCP Receivers.

After successful completion of the first part of authentication, HDCP Encryption is enabled by the
HDCP Transmitter. Once encryption is enabled, a periodic Link Integrity Check is performed to
ensure cipher synchronization between the transmitter and the receiver. The Link Integrity Check
process is explained in Section 2.2.3 and Section 2.2.4.

2.2 Protocol

2.2.1 First Part of Authentication Protocol

Figure 2-1 illustrates the first part of the authentication exchange. The HDCP Transmitter (Device
A) can initiate authentication at any time, even before a previous authentication exchange has
completed. Authentication is initiated by the HDCP Transmitter by sending an initiation message
containing a 64-bit pseudo-random value (An) generated by the HDCP Cipher function
hdcpRngCipher (Section 4.5) and its KSV (Aksv) to the HDCP Receiver (Device B). The HDCP
Transmitter initiates an HDCP session by sending the An and Aksv to the HDCP Receiver. The
HDCP Transmitter then uses the native AUX-CH to read the HDCP Receiver’s KSV (Bksv) and
REPEATER bit (Bcaps[1]). The REPEATER bit in the Bcaps register indicates if the receiver is
an HDCP Repeater. The HDCP Transmitter verifies that the HDCP Receiver’s KSV has not been
revoked (Section 7), and that the received KSV contains 20 ones and 20 zeros.

The HDCP Transmitter can also initiate authentication by first reading the receiver’s Bksv and the
REPEATER bit before sending its An and Aksv value to the HDCP Receiver. However, throughout
this specification it is assumed that the transmitter initiates authentication by first sending it’s An
and Aksv value to the HDCP Receiver.
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After the HDCP Transmitter has written An and Aksv and read the receiver’s Bksv and the
REPEATER bit, it sets the REAUTHENTICATION ENABLE IRQ HPD bit in the Ainfo
register if the REPEATER bit is set and the transmitter determines that the downstream HDCP
Repeater supports DPCD Revision 1.2 or higher.

HDCP Transmitter [Device A] HDCP Receiver [Device B]
Initiate Authentication:
Generate An An, Aksv

Read: Bksv, REPEATER

| fozs oo merearen —

Km = ¥ Akeys over Bksv

(Ks, M, , Ry) = hdcpBIkCipher(Km, Km' =Y. Bkeys over Aksv
REPEATER[lAN) | ©ood: R, (Ks', My', Ry) = hdcpBIkCipher(Km',
REPEATER || An)
Verify R, = Ry’

Figure 2-1. First Part of Authentication Protocol

At this point, if both HDCP Devices have a valid array of secret device keys and corresponding
KSV from the Digital Content Protection LLC, then they can each calculate a 56-bit shared secret
value, Km (Km' in the HDCP Receiver). Each device calculates Km (Km' in the HDCP Receiver)
by adding a selection of its private device keys described by the other device’s KSV, using 56-bit
binary addition (i.e. unsigned addition modulo 2°°). The selection of secret device keys that are
added together consists of those corresponding to the bit indexes of all of the 1-bits of the binary
representation of the KSV.

For example, suppose Bksv equals 0x5A3. For the binary representation of 0x5A3, bit positions 0,
1, 5,7, 8, and 10 are ones and all other bit positions are zeros. Therefore, Device A will add it’s
own secret device keys at array indexes 0, 1, 5, 7, 8, and 10 together to calculate the shared secret
value, Km. Device B will perform an analogous calculation using its own private key array and
Aksv to get Km'.

If either device has an invalid set of secret device keys or corresponding KSV, then Km will not be
equal to Km'.

The HDCP Cipher function hdcpBlockCipher (Section 4.5) is then used to calculate three values,
Ks, Mo, and Rq. The cipher initialization values for this calculation are Km (or Km'"), and the 65-bit
concatenation of REPEATER with An. The HDCP Receiver’s status bit REPEATER indicates that
the HDCP Receiver supports retransmission of HDCP Content to additional HDCP Receivers. The
session key Ks is a 56-bit secret key for the HDCP Cipher. My is a 64-bit secret value used in the
second part of the authentication protocol, and as a supplemental HDCP Cipher initialization
value. Ry' is a 16-bit response value that the HDCP Receiver returns to the HDCP Transmitter to
provide an indication as to the success of the authentication exchange. Ry’ must be available for the
HDCP Transmitter to read within 100 milliseconds from the time that the HDCP Transmitter
finishes writing Aksv to the HDCP Receiver. The HDCP Transmitter must not read the Ry’ value
sooner than 100ms after writing Aksv.

As soon as Ry' is available, the HDCP Receiver must set the Ry’ AVAILABLE bit in the Bstatus
register and generate CP_IRQ interrupt. If the HDCP Transmitter chooses to field the CP_IRQ
interrupt, it must read the Ry’ AVAILABLE bit in the Bstatus register. If this bit is set, it must read
Ro'. The CP_IRQ interrupt must be generated by the HDCP Receiver within 100ms after writing
Aksv. The HDCP Transmitter can optionally choose to ignore the CP_IRQ interrupt and read Ry’
after 100ms. It must not read Ry’ sooner than 100ms in this case.
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If authentication was successful, then Ry will be equal to Rq. If there is a mismatch between Ryand
Ry, the HDCP Transmitter must re-read Ry' for comparison against Ry two additional times (for a
total of three consecutive comparisons) in order to account for the possibility of link errors. The
authentication protocol is deemed to have failed on three consecutive mismatches between Ry and
Ro'. Authentication can be reattempted with the transmission of new An and Aksv on failure of the
first part of authentication.

The HDCP Transmitter enables HDCP Encryption when the first part of the authentication
protocol successfully completes. Section 5 and Section 6 explain in detail the encryption signaling
protocol that is used to enable / disable HDCP Encryption.

2.2.2 Second Part of Authentication Protocol

Figure 2-2 illustrates second part of the authentication protocol. The HDCP Transmitter executes
the second part of the protocol only when the REPEATER bit is set, indicating that the attached
HDCP Receiver is an HDCP Repeater. The second part of the authentication protocol may be
implemented in parallel with the Link Integrity Check process. The Link Integrity Check process is
explained in Section 2.2.3 and Section 2.2.4. This part of the protocol assembles a list of all
downstream KSVs attached to the HDCP Repeater through a permitted connection tree, enabling
revocation support upstream.

HDCP Transmitter [Device A] HDCP Repeater [Device B]

Poll KSV list ready or V’ = SHA-1(KSV list || Binfo || M)
Set up 5 second watchdog timer wait for CP_IRQ Assert KSV list ready and generate
Poll for KSV list ready (OR) / CP IRQ
Field CP_IRQ interrupt -
Fail if timer expires prior to ready
Read K8V list, V’
V = SHA-1(KSV list || Binfo || M) /
Fail authentication if V' 1=V

Check for Bksv and KSV list in
revocation list

Figure 2-2. Second Part of Authentication Protocol

HDCP Repeaters assemble the list of all attached downstream HDCP Receivers as the downstream
HDCP-protected Interface Ports of the HDCP Repeater complete the authentication protocol with
attached HDCP Receivers. The list is represented by a contiguous set of bytes, with each KSV
occupying five bytes stored in little-endian order. The total length of the KSV list is five bytes
times the total number of attached and active downstream HDCP Devices, including downstream
HDCP Repeaters. An HDCP-protected Interface Port with no active device attached adds nothing
to the list. Also, the KSV of the HDCP Repeater itself at any level is not included in its own KSV
list. An HDCP-protected Interface Port connected to an HDCP Receiver that is not an HDCP
Repeater adds the Bksv of the attached HDCP Receiver to the list. HDCP-protected Interface Ports
that have an HDCP Repeater attached add the KSV list read from the attached downstream HDCP
Repeater, plus the Bksv of the attached downstream HDCP Repeater itself. In order to add the KSV
list of the attached HDCP Repeater, it is necessary for the HDCP Repeater to verify the integrity of
the list by computing V and checking this value against V' received from the attached HDCP
Repeater. If V does not equal V', the downstream KSV list integrity check fails, and the HDCP
Repeater must not assert its READY status and must not assert CP_IRQ. Upstream HDCP
Transmitters will detect this failure by the expiration of a watchdog timer set in the HDCP
Transmitter.

When the HDCP Repeater has assembled the complete list of attached HDCP Devices’ KSVs, it

computes the verification value V. This value is the SHA—1 hash of the concatenation of the KSV
list, Binfo, and the secret value My’. When constructing the byte stream for the SHA-1 input, the
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KSV list is in the same little-endian byte order in which it is transmitted over the link, Binfo is
appended in little-endian order, and My is also appended in little-endian order. When both the KSV
list and V’ are available, the HDCP Repeater asserts its READY status indicator and asserts the
CP_IRQ interrupt.

The HDCP Transmitter, having determined that the REPEATER bit read earlier in the protocol is
set, sets a five-second watchdog timer. It may either poll the HDCP Repeater’s READY status bit
or alternatively check the READY bit when a CP_IRQ interrupt is received. When READY is set,
the HDCP Transmitter reads the KSV list and V' from the HDCP Repeater. The HDCP
Transmitter verifies the integrity of the KSV list by computing the SHA-1 hash value V and
comparing this value to V'. If V is not equal to V', the HDCP Transmitter must re-read the KSV list,
Binfo and V' two additional times (for a total of three consecutive V’ checks) to account for the
possibility of link errors. The authentication protocol is aborted on three consecutive mismatches
between V and V’ and authentication can be reattempted with the transmission of new An and the
Aksv.

If the asserted READY status is not received by the HDCP Transmitter within a maximum-
permitted time of five seconds, authentication of the HDCP Repeater fails. With this failure, the
HDCP Transmitter aborts the authentication protocol with the HDCP Repeater. Authentication can
be reattempted with the transmission of a new An and the Aksv.

In addition to assembling the KSV list, an HDCP Repeater propagates topology information
upward through the connection tree to the HDCP Transmitter. An HDCP Repeater reports the
topology status variables DEVICE_COUNT and DEPTH. The DEVICE COUNT for an HDCP
Repeater is equal to the total number of attached downstream HDCP Receivers and HDCP
Repeaters. The value is calculated as the sum of the number of attached downstream HDCP
Receivers and HDCP Repeaters plus the sum of the DEVICE _COUNT read from all attached
HDCP Repeaters. The DEPTH status for an HDCP Repeater is equal to the maximum number of
connection levels below any of the downstream HDCP-protected Interface Ports. The value is
calculated as the maximum DEPTH reported from downstream HDCP Repeaters plus one
(accounting for the attached downstream HDCP Repeater).

Tx1

R1

Figure 2-3. DEPTH and DEVICE_COUNT for HDCP Repeater

In Figure 2-3 above, R1 has zero downstream HDCP Devices and reports a value of zero for both
the DEPTH and the DEVICE _COUNT.

Tx1

Rx1 Rx2 Rx3
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Figure 2-4. DEPTH and DEVICE_COUNT for HDCP Repeater

In Figure 2-4 above, R1 has three downstream HDCP Receivers connected to it. It reports a
DEPTH of one and a DEVICE_COUNT of three.

Tx1

Rx1 Rx2 Rx3

Figure 2-5. DEPTH and DEVICE_COUNT for HDCP Repeater
In Figure 2-5 above, R1 reports a DEPTH of two and a DEVICE _COUNT of four.

HDCP Repeaters must be capable of supporting DEVICE COUNT values less than or equal to
127 and DEPTH values less than or equal to 7. If the computed DEVICE_COUNT for an HDCP
Repeater exceeds 127, the HDCP Repeater must assert the MAX DEVS EXCEEDED status bit.
If the computed DEPTH for an HDCP Repeater exceeds seven, the HDCP Repeater must assert
the MAX CASCADE EXCEEDED status bit. When an HDCP Repeater receives a
MAX DEVS EXCEEDED or a MAX CASCADE EXCEEDED status from a downstream
HDCP Repeater, it must assert the corresponding status bits to the upstream HDCP Transmitter,
assert the READY bit and assert the CP_IRQ interrupt.

In a dual link HDCP Repeater (e.g. Dual Link DisplayPort Converters), the repeater combines the
topology information for both links in to a single KSV list. DisplayPort converters must remove
duplicate KSV information in the list. Duplicate KSV values may result from downstream dual
link HDCP devices sharing the same KSV on both links. In this case, the DisplayPort converter
increments DEVICE_COUNT by one to account for the downstream dual link device. If a
downstream dual link HDCP device contains different sets of KSVs on both links, the DisplayPort
converter increments DEVICE _COUNT by two to account for the downstream dual link device
and sets the MAX DEVS EXCEEDED bit when the total number of KSVs received by the
DisplayPort converter exceeds 127.

For example, consider a dual link DisplayPort converter that has 65 downstream dual link HDCP
devices connected to it and each device shares the same set of KSV across both its links. The
converter removes duplicate KSVs from its KSV list resulting in 65 unique KSVs and sets
DEVICE _COUNT to 65. Consider the case where a dual link DisplayPort converter has 65
downstream dual link HDCP devices connected to it and each device contains different KSVs on
both its links. The DisplayPort converter receives 130 unique KSVs and sets the
MAX_DEVS_EXCEEDED bit.

Authentication fails if the topology maximums are exceeded. The top-level HDCP Transmitter
checks to see if the KSV of any attached device is found in the current revocation list, and, if
present, the authentication fails. The HDCP Transmitter verifies the integrity of the current
revocation list by checking the signature of the system renewability message (SRM) using the
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Digital Content Protection LLC public key. Failure of this integrity check constitutes an
authentication failure.

The top-level HDCP Transmitter must complete the second phase of authentication within 1
minute after the assertion of READY by the downstream HDCP Repeater. When a new SRM
version is received, the top-level HDCP Transmitter must complete SRM updates (see Section 7.2)
and must complete verification of KSVs of attached devices against the revocation list within 1

minute after the new SRM is received.

Transmitter

AKSV1

RDY2

Repeater

AKSV2 AKSV3

Repeater
RDY1

Receiver

Figure 2-6. Multi-level Repeater Protocol Signals

From To Max Delay | Conditions and Comments
AKSV1 AKSV2 100 ms Downstream propagation time. To latest Aksv
Upstream HDCP | HDCP transmission when more than one HDCP
Transmitter ~ Aksv | Repeater’s Aksv Receiver is attached.
received transmitted
downstream
AKSV3 RDY1 500 ms Upstream propagation time when no downstream
Aksv transmitted to | Upstream HDCP Repeaters are attached. (no downstream
all  downstream | READY KSV lists to process)
HDCP-protected asserted
Interface Ports
RDY1 RDY2 500 ms Upstream propagation time when one or more
Downstream Upstream HDCP Repeaters are attached. From latest
READY asserted | READY downstream READY. (downstream KSV lists
asserted must be processed)
AKSV1 RDY2 4.2 seconds | For the Maximum of seven repeater levels, 7 *
Upstream HDCP | Upstream HDCP (100 ms + 500 ms)
Transmitter Transmitter polls
transmits AKsv asserted
READY

Table 2-1. HDCP Repeater Protocol Timing Requirements

Table 2-1 specifies HDCP Repeater timing requirements that bound the worst-case propagation
time for the KSV list. Note that because each HDCP Repeater does not know the number of
downstream HDCP Repeaters, it must use the same five-second timeout used by the upstream
HDCP Transmitter when polling for downstream READY.

2.2.3 Link Integrity Check in MST Mode

After successful completion of the first part of authentication, HDCP Encryption is enabled by the
HDCP Transmitter. Once encryption is enabled, a periodic Link Integrity Check is performed to
maintain cipher synchronization between the HDCP Transmitter and the HDCP Receiver. This
section describes the link integrity check implemented in the MST mode.
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To perform link integrity check, two MTPH timeslots immediately following SR are used to
transmit a known 16-bit pattern, 0x531F, from the transmitter to the receiver. This pattern is
referred to as LINK VERIFICATION PATTERN and is transmitted least significant byte first. .
The LINK VERIFICATION PATTERN is duplicated per lane on 2-lane and 4-lane Main Links.
The transmitter sets the two MTPH timeslots following a given SR symbol to the corresponding
byte of the pattern, encrypts the MTPHs and sends the MTPHs to the receiver. The receiver
decrypts the MTPHs and compares the decrypted byte values to the corresponding byte in the
LINK VERIFICATION_ PATTERN. If the received pattern, which is transmitted least significant
byte first, matches the LINK VERIFICATION PATTERN at the receiver, it indicates that the
ciphers are in sync. An error is determined to have occurred if the decrypted byte does not match
the corresponding byte in the LINK VERIFICATION PATTERN. No error correction
techniques (e.g., majority voting) should be applied to the MTPH timeslots used to transmit the
LINK VERIFICATION PATTERN. HDCP Encryption is only applied to the MTPH timeslots
used to transmit LINK VERIFICATION PATTERN, other MTPH timeslots must not be
encrypted.

A link integrity failure is determined to have occurred if pattern mismatches at the receiver are
detected for three successive link frame periods. Three successive link frame periods are checked
to enable recovery from simple transient synchronization errors (e.g., random bit error bursts). If a
failure is detected within three successive link frames then the receiver has experienced a non-
recoverable loss of cipher synchronization.

On detecting an unrecoverable loss of cipher synchronization , the HDCP Receiver must assert the
LINK INTEGRITY FAILURE bit in the Bstatus register and generate a CP_IRQ interrupt. On
receiving a CP_IRQ interrupt, the HDCP Transmitter is required to read the Bstatus register to
determine the cause of the interrupt. The HDCP Transmitter must disable HDCP Encryption at the
SR boundary as soon as feasible after receiving the CP_IRQ interrupt from the HDCP Receiver if
the LINK INTEGRITY FAILURE bit is set and must initiate re-authentication with the
transmission of a new An and Aksv.

2.2.4 Link Integrity Check in SST Mode
This section describes the link integrity check implemented in the SST mode.

To perform link integrity check, Bit 5 of VB-ID is used to transmit a known 16-bit pattern,
0x531F, from the transmitter to the receiver one bit at a time. This pattern is referred to as
LINK VERIFICATION PATTERN. The VB-ID is transmitted on all lanes after every
BS/SR/CPBS/CPSR symbol, as described in the DisplayPort Specification. It is transmitted once
per lane for 4-lane Main Link, twice per lane for 2-lane Main Link, and four times for 1-lane Main
Link, resulting in a total of four VB-ID’s following each CPSR. The
LINK VERIFICATION PATTERN is continuously and repeatedly transmitted least significant
bit first. All four VB-ID’s following each CPSR shall carry the same Bit 5 value. After every
CPSR symbol the pattern transmission is restarted, inserting the LSB of the pattern in all VB-IDs
associated with the CPSR symbol. The transmitter sets Bit 5 of the VB-ID symbol associated with
a given CPBS/CPSR symbol to the corresponding pattern bit value, encrypts the VB-ID and sends
the VB-ID to the receiver. The receiver decrypts the VB-ID and compares Bit 5 of VB-ID to the
corresponding bit value in the LINK VERIFICATION PATTERN. If the received pattern, which
is transmitted one bit at a time, matches the LINK VERIFICATION PATTERN at the receiver, it
indicates that the ciphers are in sync. An error is determined to have occurred if the bit pattern in
any of the VB-ID symbols is found to not match the expected bit of the
LINK VERIFICATION PATTERN. No error correction techniques (e.g., majority voting)
should be applied to Bit 5 of the VB-ID symbols associated with a given CPBS/CPSR symbol.

A link integrity failure is determined to have occurred if three consecutive pattern mismatches at
the receiver (in 16 * 3 = 48 VB-ID transmissions) are detected within two successive frame
periods. Two successive frame periods are checked to enable recovery from simple transient
synchronization errors (e.g., random bit error bursts). If a failure is detected within two successive

Page 15 of 212



HDCP Amendment for DisplayPort 15 January, 2010
Revision 1.1 Digital Content Protection LLC

frames then the receiver has experienced a non-recoverable loss of cipher synchronization. The
state machine shown in Figure 2-7 illustrates the expected HDCP Receiver link integrity check
behavior.

On detecting an unrecoverable loss of cipher synchronization (e.g., transition from "Check 2nd
Frame" to "Disable Pending" in Figure 2-7), the HDCP Receiver must assert the
LINK INTEGRITY_FAILURE bit in the Bstatus register and generate a CP_IRQ interrupt. On
receiving a CP_IRQ interrupt, the HDCP Transmitter is required to read the Bstatus register to
determine the cause of the interrupt. The HDCP Transmitter must disable HDCP Encryption at the
CPSR/SR transmission boundary as soon as feasible after receiving the CP_IRQ interrupt from the
HDCP Receiver if the LINK INTEGRITY FAILURE bit is set and must initiate re-authentication
with the transmission of a new An and Aksv.

AUTHENTICATED

Enabled

Link Integrity
Check failure

Error Detected

CPSR

Check2"™ Frame

Link Integrity . Sink asserts CP_IRQ to notify source of
Check failure integrity check failure

Disable Pending

Figure 2-7. HDCP Receiver Link Integrity Check State Machine

2.3 HDCP Transmitter State Diagram
The HDCP Transmitter Link State Diagram and HDCP Transmitter Authentication Protocol State
Diagram (Figure 2-8 and Figure 2-9) illustrate the operation states of the authentication protocol
for an HDCP Transmitter that is not an HDCP Repeater. For HDCP Repeaters, the downstream
(HDCP Transmitter) side is covered in Section 2.5.3.

Transmitter’s decision to begin authentication is dependent on events such as hot plug detection of
an HDCP Receiver, availability of premium content or other implementation dependent details in
the transmitter. HDCP Receivers are not required to authenticate unless the main link is initialized.
An HDCP Receiver must be ready to authenticate when it responds with its Bcaps register value
upstream. In the event of authentication failure, it must be prepared to process subsequent
authentication attempts. The HDCP Transmitter should not attempt to authenticate until it has
successfully obtained the contents of the receiver’s Bcaps register. In the case of an authentication
failure, authentication can be reattempted with the transmission of new An and Aksv. The HDCP
Transmitter may cease to attempt authentication for transmitter-specific reasons, which include
fielding hot plug detach.

The HDCP Transmitter reads HDCP registers of the HDCP Receiver using AUX transactions. It

handles HDCP register read failures (in terms of re-try attempts) in a manner consistent with other
DPCD register read failures.
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HO: H1: H2:
No Rx Read EDID and Transmit
Attached DPCD DisplayPort
Reset Hot-Plug-Event HPD pulse/ CP Desired
> IRQ_HPD/ DP Rx | Not HDCP
CONNECTION_STATUS_ Capable
Hot NOTIFY Fail _
Unplug Auther_ltlcgtlon
Fail Link

Integrity Check

ﬂot-PIug-Event HPD pulse/IRQ_HPD/

CONNECTION_STATUS_

NOTIFY
Note: Transition arrows with no
connected state (e.g. Reset)
indicate transitions that can occur
from multiple states
Figure 2-8. HDCP Transmitter Link State Diagram
H2: AO0:
Transmit Determine Rx A1: A2: A3: A4:
DisplayPort HDCP Capable Exchange KSVs Computations Validate Rx Authenticated
CP Desired o IHDCP Capable | Done o1 Done -
Not HDCP
N Capable )
- Not Valid Bksv
- Not Valid
A5:
Test for Repeater
< Valid
Not an HDCP Repeater >
A6: AT:
Wait for READY Read KSV List
HDCP o |Ready | Done -
Repeater o o
- Timeout
- Fall  cp iR Link
< Integrity Failure
Interrupt

Figure 2-9. HDCP Transmitter Authentication Protocol State Diagram

Transition Any State:HO. Reset conditions at the HDCP Transmitter or hot unplug of all HDCP
capable receivers cause the HDCP Transmitter to enter the No Receiver Attached state.

Transition HO:H1. The detection of a sink device (through Hot-Plug-Event HPD pulse or
IRQ _HPD or CONNECTION STATUS NOTIFY message) indicates to the transmitter that a
sink device is attached and that the EDID ROM and DPCD are available for reading. This is
sufficient indication to the transmitter that the receiver is available and active (ready to display
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received content). When the receiver is no longer active, the transmitter is notified through hot
unplug.

State H1: Read EDID and DPCD. The HDCP Transmitter reads the EDID to determine the type
of sink device attached. EDID and DPCD contain information about the sink device capabilities.
Additionally, the HDCP Transmitter also initializes the main link by performing link training.

Transition H1:H2. The transmitter enters the Transmit DisplayPort state only after determining
that the attached sink device is a Display Port sink device.

State H2: Transmit DisplayPort. In this state the transmitter should begin sending an
unencrypted signal with HDCP Encryption disabled after the receiver is made active. In some
types of transmitters, the transmitted signal can be a low value content or informative on-screen
display, and it could be available immediately, while in other types of transmitters, there may be an
additional step of making the connected receiver active before any content is displayed. If video
signal is being transmitted by the HDCP Transmiitter, this will ensure that a valid video signal is
displayed to the user before and during authentication.

The transmitter transitions to this state from any state whenever it determines using mechanisms
provided in the DisplayPort specification that the received IRQ HPD, Hot-Plug-Event HPD pulse
or CONNECTION_STATUS NOTIFY message was due to the connection of an HDCP Receiver
that was previously not authenticated and that HDCP Content is to be transmitted to that HDCP
Receiver. The transmitter may transition to this state when it determines that the received
IRQ HPD, CONNECTION STATUS NOTIFY message or Hot-Plug-Event HPD pulse was due
to re-connect of a previously authenticated HDCP Receiver to which HDCP Content is to be
transmitted. This transition also occurs when an IRQ HPD is received in response to a re-
authentication event.

Transition H2:AO0. If content protection is desired by the Upstream Content Control Function,
then the HDCP Transmitter should immediately attempt to determine whether the receiver is
HDCP capable.

State A0: Determine Rx HDCP Capable. In this state, the transmitter reads the
HDCP_CAPABLE bit in the receiver’s Bcaps register. If this bit is set to 1, it indicates that the
receiver is HDCP capable. Since state AO is reached when content protection is desired by the
Upstream Content Control Function, authentication must be started immediately by the transmitter.
If video signal is being transmitted by the HDCP Transmitter, a valid video screen is displayed to
the user with encryption disabled during this time.

Transition A0:H2. If Bcaps HDCP_CAPABLE bit is zero or unavailable, it indicates that the
receiver is not HDCP capable. The transmitter continues to transmit low value content or
informative on-screen display.

Transition AO:Al. If Bcaps HDCP_CAPABLE bit is set to 1, the transmitter initiates the
authentication protocol.

State Al:Exchange KSVs. In this state, the HDCP Transmitter generates a 64-bit pseudo-random
value (An) and writes that value to the HDCP Receiver. The transmitter also writes its KSV (Aksv).
It reads the HDCP Receiver’s KSV (Bksv) and the REPEATER status bit necessary for cipher
initialization. Generation of An using the HDCP Cipher is described in Section 4.5. After the
HDCP Transmitter has written An and Aksv and read the receiver’s Bksv and the REPEATER bit,
it sets the REAUTHENTICATION ENABLE IRQ HPD bit in the Ainfo register if the
REPEATER bit is set and the transmitter determines that the downstream HDCP Repeater
supports DPCD Revision 1.2 or higher.
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Transition A1:H2. Failure to read Bksv containing 20 zeros and 20 ones is considered a protocol
failure and causes this state transition to State H2.

Transition A1:A2. The random value An and HDCP Transmitter KSV have been written, and a
valid HDCP Receiver Bksv and REPEATER bit have been read. HDCP Transmitter has confirmed
that Bksv contains 20 ones and 20 zeros.

State A2: Computations. In this state, the HDCP Transmitter computes the values Km, Ks, Mg,
and Ry, using the HDCP Transmitter’s Device Private Keys, Bksv read during State Al, and the
random number An written to the HDCP Receiver during state Al.

Transition A2:A3. When the computed results from State A2 are available, the HDCP
Transmitter proceeds to State A3.

State A3: Validate Receiver. The HDCP Transmitter reads RO' from the HDCP Receiver and
compares it with the corresponding RO produced by the HDCP Transmitter during the
computations of State A2. If RO is equal to R0', then HDCP Encryption is immediately enabled.
The HDCP Transmitter must allow the HDCP Receiver at least 100 ms to make R0' available from
the time that Aksv is written although the HDCP Receiver can generate notify availability of R0O'
using the CP_IRQ interrupt sooner than this 100 ms time period. The HDCP Transmitter also
checks the current revocation list for the HDCP Receiver’s KSV Bksv. If Bksv is in the revocation
list, then the HDCP Receiver is considered to have failed the authentication. Note: checking the
revocation list for Bksv may begin as soon as the Bksv has been read in State A1, asynchronously
to the other portions of the protocol. The HDCP Transmitter must complete verification of the
Bksv against the revocation list within 1 minute after the Bksv has been read by the HDCP
Transmitter. However, if an HDCP Repeater is attached to the transmitter, the transmitter may
defer revocation checking until the second phase of the authentication protocol.

The integrity of the current revocation list must be verified by checking the signature of the SRM
using the Digital Content Protection LLC public key, as specified in Section 7.

Transition A3:H2. The link integrity message Ry’ received from the HDCP Receiver does not
match the value calculated by the HDCP Transmitter, or BKsv is in the current revocation list.

Transition A3:A5. The link integrity message Ry’ received from the HDCP Receiver matches the
expected value calculated by the HDCP Transmitter and BKsv is not in the current revocation list.

State A4: Authenticated. The HDCP Transmitter has completed the authentication protocol. At
this time, and at no time prior, the HDCP System makes available to the Upstream Content Control
Function upon request, information that indicates that the HDCP System is fully engaged and able
to deliver HDCP Content, which means (a) HDCP Encryption is operational on each downstream
HDCP-protected Interface Port attached to an HDCP Receiver, (b) processing of valid received
SRMs, if any, has occurred, as defined in this Specification, and (c) there are no HDCP Receivers
on HDCP-protected Interface Ports, or downstream, with KSVs in the current revocation list.

State A5: Test for Repeater. The HDCP Transmitter evaluates the state of the HDCP Repeater
capability bit (REPEATER) that was read in State Al.

Transition A5:A4. The REPEATER bit is not set (the HDCP Receiver is not an HDCP Repeater).
Transition A5:A6. The REPEATER bit is set (the HDCP Receiver is an HDCP Repeater).
State A6: Wait for Ready. The HDCP Transmitter sets up a five-second watchdog timer and

either polls the HDCP Receiver’s READY bit or resumes further processing based on the CP_IRQ
interrupt.
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Transition A6:H2. The watchdog timer expires before the READY indication is received.

Transition A6:A7. READY is asserted and is detected by the HDCP Transmitter when polling, or
when Bstatus register is read while processing a CP_IRQ interrupt.

State A7: Read KSV List. The watchdog timer is cleared. The HDCP Transmitter reads the list of
attached KSVs from the KSV FIFO, reads V’, computes V, and verifies V == V', and the KSVs
from the list are compared against the current revocation list.

The integrity of the current revocation list must be verified by checking the signature of the SRM
using the Digital Content Protection LLC public key, as specified in Section 7.

The above operations must be completed by the HDCP Transmitter within 1 minute after the
assertion of READY by the downstream HDCP Repeater.

Transition A7:H2. This transition is made if V != V', verification of the SRM fails, or if any of the
KSVs in the list are found in the current revocation list. If V is not equal to V', the HDCP
Transmitter must re-read the KSV list, Binfo and V' two additional times (for a total of three
consecutive V’ checks) to account for the possibility of link errors. Two additional status bits cause
this  transition when asserted. These are MAX CASCADE EXCEEDED and
MAX DEVS EXCEEDED.

Transition A7:A4. If V = V', the SRM is valid, none of the reported KSVs are in the current
revocation list, and the downstream topology does not exceed specified maximums.

Transition A4:H2. On receiving a CP_IRQ interrupt, the HDCP Transmitter reads the Bstatus
register to determine the cause of the interrupt. The HDCP Transmitter must disable HDCP
Encryption at the link frame boundary in MST mode and at the CPSR/SR transmission boundary
in the SST mode as soon as feasible after receiving the CP_IRQ interrupt from the HDCP Receiver
if the LINK INTEGRITY FAILURE bit is set and must initiate re-authentication with the
transmission of a new An and Aksv.

2.4 HDCP Receiver State Diagram
The operation states of the authentication protocol for an HDCP Receiver that is not an HDCP
Repeater are illustrated in Figure 2-10. For HDCP Repeaters, the upstream (HDCP Receiver) side
is covered in Section 2.5.4.

The HDCP Receiver must be ready to re-authenticate with the HDCP Transmitter at any point in
time. In particular, the only indication to the HDCP Receiver of a re-authentication attempt by the
HDCP Transmitter is the reception of An and Aksv from the HDCP Transmitter.

BO: B1: B2: B3:
Unauthenticated = Computations Authenticated Link Integrity Check

Aksv received | Done - Received first MTPH timeslot _ |
Reset o " | immediately following SR or VB-ID |
' received
- Done
Aksv_ | . Aksvreceived| ™

received

Figure 2-10. HDCP Receiver Authentication State Diagram

Transition Any State:B0. Reset conditions at the HDCP Receiver cause the HDCP Receiver to
enter the unauthenticated state.
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State BO: Unauthenticated. The HDCP Receiver is awaiting the reception of An and Aksv from
the HDCP Transmitter to trigger the authentication protocol.

Transition BO:B1. The final byte of Aksv is received from the HDCP Transmitter.

State B1: Computations. In this state, the HDCP Receiver calculates the values Km', Ks', My, and
Ro' using the HDCP Receiver’s Device Private Keys and the received values of An and Aksv. The
HDCP Receiver must complete the computations within 100 milliseconds and make R’ available
to the HDCP Transmitter.

Transition B1: B1. Should the HDCP Transmitter write a new An and its Aksv while the HDCP
Receiver is in State B1, the HDCP Receiver abandons intermediate results and restarts the
computations.

Transition B1:B2. The computations are complete and the results are available for reading by the
HDCP Transmitter. The HDCP Receiver must set the Ry> AVAILABLE bit in the Bstatus register
and generate the CP_IRQ interrupt.

State B2: Authenticated. The HDCP Receiver has completed the authentication protocol and is
ready to generate the first frame key when signaled by the HDCP Transmitter.

Transition B2:B1. A new authentication is forced any time a new An and the Aksv are written by
the attached HDCP Transmitter.

Transition B2:B3. This transition is made when the first MTPH timeslot immediately following
SR is received in the MST mode or a VB-ID is received in the SST mode. The receiver proceeds
to check for loss of cipher synchronization.

State B3: Link Integrity Check. The receiver performs link integrity check as explained in
Section 2.2.3 and Section 2.2.4 after it has received the two MTPH timeslots immediately
following SR in the MST mode or when a VB-ID is received in the SST mode. If a loss of cipher
synchronization is detected, the receiver sets the Bstatus LINK INTEGRITY FAILURE bit and
generates a CP_IRQ interrupt.

Transition B3:B2. After the link integrity check, the receiver returns to the authenticated state.

2.5 HDCP Repeater State Diagrams

The HDCP Repeater has one HDCP-protected Interface connection to an upstream HDCP
Transmitter and one or more HDCP-protected Interface connections to downstream HDCP
Receivers as permitted in the Digital Content Protection LLC license. The state diagram for each
downstream connection (Figure 2-13 and Figure 2-14) is substantially the same as that for the host
HDCP Transmitter (Section 2.3), with two exceptions. First, the HDCP Repeater is not required to
check for downstream KSVs in a revocation list. Second, the HDCP Repeater initiates
authentication downstream when it receives an authentication request from upstream, rather than at
detection of an HDCP Receiver on the downstream HDCP-protected Interface Port.

The HDCP Repeater signals the detection of an active downstream HDCP Receiver to the
upstream HDCP Transmitter by either propagating the CONNECTION STATUS NOTIFY
message to indicate plug of an active HDCP Receiver when the most upstream HDCP Transmitter
is capable of operating in the MST mode (MST-capable) or by pulsing IRQ_HPD when the most
upstream HDCP Transmitter is capable of operating only in the SST mode (SST-capable only).

HDCP Repeaters that have no active downstream HDCP devices must be considered. The HDCP
Repeater may authenticate as an HDCP Receiver with Bcaps REPEATER bit set to O if it wishes
to receive HDCP Content, but may not pass HDCP Content to downstream devices. If an HDCP
Transmitter encounters a downstream HDCP Repeater reporting zero DEVICE COUNT and
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sends it HDCP Content, it must complete the second phase of authentication successfully,
computing V over an empty KSV list.

2.5.1 Propagation of Topology Errors

MAX_DEVS_EXCEEDED and MAX_CASCADE_EXCEEDED: If the computed
DEVICE _COUNT for an HDCP Repeater exceeds 127, the HDCP Repeater must assert the
MAX DEVS EXCEEDED status bit. If the computed DEPTH for an HDCP Repeater exceeds
seven, the HDCP Repeater must assert the MAX CASCADE EXCEEDED status bit. When an
HDCP Repeater receives a MAX DEVS EXCEEDED or a MAX CASCADE EXCEEDED
status from a downstream HDCP Repeater, it is required to assert the corresponding status bits to
the upstream HDCP Transmitter, set the READY bit and raise the CP_IRQ interrupt.

2.5.2 Propagation of Re-authentication Events and Topology Changes

2.5.2.1 Topology Change Due to Receiver Connection

When an active HDCP Receiver that was previously not authenticated is connected to the
downstream side, the most upstream HDCP Transmitter must be immediately notified of the
resulting topology change.

The downstream side must initiate authentication with the HDCP Receiver only after it receives an
Upstream Authentication Request.

If the upstream HDCP Device is not MST-capable and has not enabled IRQ _HPD for upstream
notification as described in the DisplayPort specification, the HDCP Repeater propagates a Hot-
Plug-Event HPD pulse in response to a new receiver connection.

If the most upstream HDCP Transmitter is MST-capable, a CONNECTION_STATUS NOTIFY
message to indicate the receiver plug event must immediately be propagated to the most upstream
HDCP Transmitter.

If the most upstream HDCP Transmitter is SST-capable only and has enabled IRQ HPD for
upstream notification by the HDCP Repeater, an IRQ HPD signal must immediately be
propagated to the most upstream HDCP Transmitter. When an HDCP Repeater receives an
IRQ HPD from the downstream HDCP Repeater, it must immediately pulse the IRQ HPD
upstream.

If the most upstream HDCP Transmitter determines using mechanisms provided in the
DisplayPort specification that the received CONNECTION_STATUS NOTIFY, IRQ HPD or
Hot-Plug-Event HPD pulse was due to the connection of an HDCP Receiver that was previously
not authenticated and that HDCP Content is to be transmitted to that HDCP Receiver, it must
initiate re-authentication.
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Tx1 Tx1
R1 R1
R2 R2
Rx1 Rx2 Rx1 Rx2 Rx3

Rx3 is connected

Figure 2-11. HPD Propagation on Connection of Active HDCP Receiver

In Figure 2-11, all the devices are authenticated and HDCP Content is flowing. Connection of an
active HDCP Receiver Rx3 must result in an IRQ HPD pulse to Tx1 if Tx1 is SST-capable only
or a CONNECTION STATUS NOTIFY message to Txl if Tx1 is MST-capable. Tx1 must
immediately initiate re-authentication if it determines that the IRQ HPD or
CONNECTION_STATUS NOTIFY message was due to a new HDCP Receiver plug event and
that HDCP Content is to be transmitted to that HDCP Receiver.

2.5.2.2 Topology Change Due to Disconnect or Reconnect of a Receiver

The authenticated upstream connection of the HDCP Repeater must not enter an unauthenticated
state if an authenticated HDCP Receiver is disconnected from the downstream HDCP-protected
Interface Port of the repeater. Also, if an authenticated HDCP Receiver attached to the downstream
side of the repeater is disconnected and reconnected (i.e. the downstream HDCP Repeater side sees
the same KSV stored in its KSV list at the HDCP protected interface port), the upstream side of the
repeater must not become unauthenticated. The downstream side is required to only re-authenticate
the attached HDCP Receiver.

Topology change notification to indicate disconnect or re-connect of the receiver must
immediately be propagated to the most upstream HDCP Transmitter. When the most upstream
HDCP Transmitter receives a topology change notification, it must determine using mechanisms
provided in the DisplayPort specification that the topology change notification was due to an
unplug event, it must not initiate re-authentication. If it determines that the topology change was
due to re-connect of an active, authenticated HDCP Receiver attached to the downstream HDCP
Repeater side and that HDCP Content is to be transmitted to that HDCP Receiver, it may initiate
re-authentication. The topology change notification must be a
CONNECTION_STATUS NOTIFY message if the most upstream HDCP Transmitter is MST-
capable and an IRQ HPD generated in response to a topology change if the most upstream HDCP
Transmitter is SST-capable only and has enabled IRQ HPD for upstream notification by the
HDCP Repeater.

If the upstream HDCP Device is not MST-capable and has not enabled IRQ HPD for upstream

notification as described in the DisplayPort specification, the HDCP Repeater propagates a Hot-
Plug-Event HPD pulse in response to the unplug or re-connect event.
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Tx1 Tx1
R1 R1
R2 R2
Rx1 Rx2 Rx1

Rx2 is unplugged

Figure 2-12. HPD Propagation on Unplug or Re-connect

In Figure 2-12, all the devices are authenticated and HDCP Content is flowing. Tx1 must not
initiate re-authentication when it receives a CONNECTION _STATUS NOTIFY message or an
IRQ _HPD as a result of unplug of Rx2 and may initiate re-authentication on re-connect of Rx2 if
HDCP Content is to be transmitted to Rx2.

2.5.2.3 Re-Authentication Events

The upstream side of the HDCP Repeater becomes unauthenticated when any downstream side
enters the unauthenticated state due to authentication failures. Authentication failures on the
downstream side of the HDCP Repeater are indicated by state transitions F1:P2, F3:P2, F6:P2 and
F7:P2. When the upstream side becomes unauthenticated it signals the upstream HDCP
Transmitter to initiate re-authentication.

When the upstream (HDCP Receiver) side of the HDCP Repeater becomes unauthenticated and
the REAUTHENTICATION ENABLE IRQ HPD is set to one by the upstream HDCP
Transmitter, the upstream  side of the HDCP  Repeater  asserts  the
REAUTHENTICATION REQUEST bit in the Bstatus register, sets CP_IRQ status bit and
generates IRQ HPD upstream. On receiving a CP_IRQ interrupt, the upstream HDCP Transmitter
is required to read the Bstatus register to determine the cause of the interrupt. The downstream
HDCP Repeater side transitions into an unauthenticated state when a re-authentication request is
received from the downstream repeater. The most upstream HDCP Transmitter must initiate re-
authentication on reception of a CP_IRQ interrupt with the REAUTHENTICATION REQUEST
bit asserted in the Bstatus register.

When the upstream (HDCP Receiver) side of the HDCP Repeater becomes unauthenticated and
the REAUTHENTICATION ENABLE IRQ HPD is not set to one by the upstream HDCP
Transmitter, the Hot-Plug-Event HPD pulse is used for upstream notification of re-authentication
events.

On a new authentication request from the upstream HDCP Transmitter, the downstream side of the
HDCP Repeater need not initiate re-authentication of all its authenticated downstream ports
provided there have been no changes to the topology during the current HDCP session (i.e.
downstream side of the HDCP Repeater has not received an IRQ_HPD pulse, Hot-Plug-Event
HPD Pulse or CONNECTION _STATUS NOTIFY) and all the downstream ports are either in an
authenticated or unconnected state. The upstream HDCP Repeater connection may reuse the KSV
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list and topology information collected during the previous authentication session to complete the
second part of authentication with the upstream HDCP Transmitter.

2.5.3 HDCP Repeater Downstream State Diagram

In this state diagram and its following description, the downstream (HDCP Transmitter) side refers
to the HDCP Transmitter functionality within the HDCP Repeater for its corresponding
downstream HDCP-protected Interface Port.

PO: P1: P2:
No Rx Read EDID and Transmit
Attached DPCD DisplayPort
R ; Upstream
ese
— %1 Hot-Plug-Event _ | DP Rx _| Auth Request
HPD pulse Not HDCP
Capable
Hot Fail
Unplug Authentication
Fail Link
Integrity Check
llF,letream Auth Request and
opology change notification
Figure 2-13. HDCP Repeater Downstream Link State Diagram
P2: FO:
Transmit Determine Rx F1: F2: F3: F4:
DisplayPort HDCP Capable  Exchange KSVs Computations Validate Rx Authenticated
Upstream Auth _ JHDCP Capable Done 5] Done
Request o o o o
< Not HDC
< Capable Not Valid BksV]
< Not Valid
F5:
Test for Repeater
< Valid
Not an HDCP Repeater »
F6: F7:
Wait for READY Read KSV List
HDCP - [Ready o1 Done »
Repeater o o
- Timeout
< Fall  cp IRQ Link
- Integrity Failure
Interrupt

Figure 2-14. HDCP Repeater Downstream Authentication Protocol State Diagram

Transition Any State:P0. Reset conditions at the HDCP Repeater or hot unplug of all HDCP
capable receivers cause the HDCP Repeater to enter the No Receiver Attached state.
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Transition PO:P1. The detection of Hot Plug Detect indicates that a sink device is attached and
that the EDID ROM and DPCD are available for reading. Reception of an HPD is sufficient
indication that the receiver is available and active (ready to display received content). When the
receiver is no longer active, the downstream (HDCP Transmitter) side is notified through hot
unplug.

State P1: Read EDID and DPCD. The downstream side reads the EDID to determine the type of
sink device attached. EDID and DPCD contain information about the sink device capabilities.
Additionally, the downstream side also performs link training in this state.

Transition P1:P2. The downstream side enters the Transmit DisplayPort state only after
determining that the attached sink device is a Display Port sink device.

State P2: Transmit DisplayPort. In this state the downstream side should begin sending the
unencrypted video signal received from the upstream HDCP Transmitter with HDCP Encryption
disabled.

The downstream side transitions to this state from any state when it receives an Upstream
Authentication Request and downstream topology changes have occurred during the current
HDCP session. In this case, the downstream side must transition to State FO from State P2.

Transition P2:F0. Upon an Upstream Authentication Request, the downstream side should
immediately attempt to determine whether the receiver is HDCP capable.

State FO: Determine Rx HDCP Capable. In this state, the downstream side reads the
HDCP_CAPABLE bit in the receiver’s Bcaps register. If this bit is set to 1, it indicates that the
receiver is HDCP capable. Since state FO is reached upon an Upstream Stream Authentication
Request, authentication should be started immediately by the downstream side. If video signal is
being transmitted by the HDCP Transmitter, a valid video screen is displayed to the user with
encryption disabled during this time.

Transition FO:P2. If Bcaps HDCP_CAPABLE bit is zero, it indicates that the receiver is not
HDCP capable. The downstream continues to transmit low value content or informative on-screen
display received from the upstream HDCP Transmitter.

Transition FO:F1. If Bcaps HDCP_CAPABLE bit is set to 1, the downstream side initiates the
authentication protocol.

State F1:Exchange KSVs. In this state, the downstream side generates a 64-bit pseudo-random
value (An) and writes that value to the HDCP Receiver. The downstream side also writes its KSV
(Aksv). It reads the HDCP Receiver’s KSV (Bksv) and the REPEATER status bit necessary for
cipher initialization. Generation of An using the HDCP Cipher is described in Section 4.5. After
the downstream side has written An and Aksv and read the receiver’s Bksv and the REPEATER bit,
it sets the REAUTHENTICATION ENABLE IRQ HPD bit in the Ainfo register if the
REPEATER bit is set and the downstream side determines that the downstream HDCP Repeater
supports DPCD Revision 1.2 or higher.

Transition F1:P2. Failure to read Bksv containing 20 zeros and 20 ones is considered a protocol
failure and causes this state transition to State P2.

Transition F1:F2. The random value An and downstream side (HDCP Transmitter) KSV have

been written, and a valid HDCP Receiver Bksv and REPEATER bit have been read. The
downstream side has confirmed that Bksv contains 20 ones and 20 zeros.
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State F2: Computations. In this state, the downstream side computes the values Km, Ks, Mg and
Ro, using the its Device Private Keys, Bksv read during State F1, and the random number An
written to the HDCP Receiver during State F1.

Transition F2:F3. When the computed results from State F2 are available, the downstream side
proceeds to State F3.

State F3: Validate Receiver. The downstream side reads Ry from the HDCP Receiver and
compares it with the corresponding Ry produced by the HDCP Transmitter during the
computations of State F2. If Ry is equal to Ry, then HDCP Encryption is immediately enabled. The
downstream side must allow the HDCP Receiver at least 100 ms to make Ry’ available from the
time that Aksv is written although the HDCP Receiver can generate notify availability of Ry' using
the CP_IRQ interrupt sooner than this 100msec time period. The HDCP Receiver’s Bksv is added
to the KSV list for this HDCP Repeater.

Transition F3:P2. The link integrity message Ry’ received from the HDCP Receiver does not
match the value calculated by the downstream side.

Transition F3:F5. The link integrity message Ry’ received from the HDCP Receiver matches the
expected value calculated by the downstream side.

State F4: Authenticated. At this time, and at no prior time, the downstream side has completed
the authentication protocol and is fully operational, able to deliver HDCP Content.

State F5: Test for Repeater. The downstream side evaluates the state of the HDCP Repeater
capability bit (REPEATER) that was read in State F1.

Transition F5:F4. The REPEATER bit is not set (the HDCP Receiver is not an HDCP Repeater).
Transition F5:F6. The REPEATER bit is set (the HDCP Receiver is an HDCP Repeater).

State F6: Wait for Ready. The downstream side sets up a five-second watchdog timer and either
polls the HDCP Receiver’s READY bit or resumes further processing based on the CP_IRQ
interrupt.

Transition F6:P2. The watchdog timer expires before the READY indication is received.

Transition F6:F7. READY is asserted and is detected by the HDCP Transmitter when polling, or
when Bstatus register is read while processing a CP_IRQ interrupt.

State F7: Read KSV List. The watchdog timer is cleared. The downstream side reads the list of
attached KSVs through the KSV FIFO, reads V’, computes V, and verifies V ==V, and the KSVs
from this port are added to the KSV list for this HDCP Repeater. Additional status bits
(MAX _CASCADE EXCEEDED and MAX DEVS EXCEEDED) from the downstream HDCP
Repeater are read and if asserted, cause the HDCP Repeater to also assert them upstream.

Transition F7:P2. This transition is made if V != V. It is also made if either
MAX CASCADE_EXCEEDED or MAX DEVS EXCEEDED are asserted.

Transition F7:F4. This transition is made if V == V', the downstream topology does not exceed
specified maximums and all downstream devices are HDCP Capable.

Transition F4:P2. On receiving a CP_IRQ interrupt, the downstream side reads the Bstatus
register to determine the cause of the interrupt. The downstream side must disable HDCP
Encryption at the link frame boundary in MST mode and at the CPSR/SR transmission boundary
in SST mode as soon as feasible after receiving the CP_IRQ interrupt from the HDCP Receiver if
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the LINK INTEGRITY FAILURE bit is set and must initiate re-authentication with the
transmission of a new An and Aksv.

2.5.4 HDCP Repeater Upstream State Diagram

The HDCP Repeater upstream state diagram, illustrated in Figure 2-15, makes reference to states
of the HDCP Repeater downstream state diagram. A link integrity check failure on a downstream
HDCP-protected Interface Port should not cause the upstream HDCP-protected Interface Port to
move into an unauthenticated state.

In this state diagram and its following description, the upstream (HDCP Receiver) side refers to the
HDCP Receiver functionality within the HDCP Repeater for its corresponding upstream HDCP-
protected Interface Port

co: C1: C2: C3:
Unauthenticated = Computations Authenticated Link Integrity Check
o ce: Received first MTPH timeslot
Aksv received Wait for Assemble eceived firs timeslot
Reset o Downstream KSV List immediately following SR or VB-I
received
Done
Aksv > Al active - Done
> downstream ports | Pass >
authenticated
P Timeout
o Fail
» Any active downstream port unauthenticated due to
B downstream authentication failures

Figure 2-15. HDCP Repeater Upstream Authentication Protocol State Diagram

Transitions Any State:CO0. Reset conditions at the HDCP Repeater cause the HDCP Repeater to
enter the unauthenticated state. Re-authentication is forced any time the Aksv is written by the
attached HDCP Transmitter, with a transition through the unauthenticated state.

State CO: Unauthenticated. The device is idle, awaiting the reception of An and Aksv from the
HDCP Transmitter to trigger the authentication protocol. The READY status bit, in the HDCP-
protected Interface Port, is de-asserted.

Transition CO:C1. The final byte of Aksv is received from the HDCP Transmitter.

State C1: Computations. In this state, the upstream (HDCP Receiver) side of the HDCP Repeater
calculates the values Km', Ks', My', and Ry' using its Device Private Keys and the received values of
An and Aksv. The upstream side is allowed a maximum time of 100 milliseconds to complete the
computations and make Ry’ available to the HDCP Transmitter. Should the HDCP Transmitter
write the Aksv while the HDCP Repeater is in this state (State C1), the HDCP Repeater abandons
intermediate results and restarts the computations.

Transition C1:C5. The computations are complete and the results are available for reading by the

HDCP Transmitter. The upstream side must set the Ry’ AVAILABLE bit in the Bstatus register
and generate the CP_IRQ interrupt.
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State C2: Authenticated. The upstream side has completed the authentication protocol and is
ready to generate the first frame key when signaled by the HDCP Transmitter. The READY status
bit is asserted.

Transition C2:CO. The upstream side becomes unauthenticated when any downstream side enters
the unauthenticated state due to downstream authentication failures. Authentication failures on the
downstream side of the HDCP Repeater are indicated by state transitions F1:P2, F3:P2, F6:P2 and
F7:P2. When the upstream side becomes unauthenticated it signals the upstream HDCP
Transmitter to initiate re-authentication by generating a CP_IRQ interrupt for re-authentication
events as explained in Section 2.5.2.3.

Transition C2:C3. This transition is made when the first timeslot immediately following SR is
received in the MST mode or a VB-ID is received in the SST mode. The upstream side proceeds to
check for loss of cipher synchronization.

State C3: Verify VB-ID. The upstream side performs link integrity check as explained in Section
2.2.3 and Section 2.2 4 after it has received the two MTPH timeslots immediately following SR in
the MST mode or a VB-ID in the SST mode. If a loss of cipher synchronization is detected, the
receiver sets the Bstatus LINK_INTEGRITY_ FAILURE bit and generates a CP_IRQ interrupt.

Transition C3:C2. After the link integrity check, the upstream side returns to the authenticated
state.

State C4: Wait for Downstream. The upstream state machine waits for all downstream HDCP-
protected Interface Ports of the HDCP Repeater to enter either the unconnected (State P0), inactive
(State P2), or the authenticated state (State F4).

Transition C4:C0. The watchdog timer expires before all downstream HDCP-protected Interface
Ports enter the authenticated or unconnected state.

Transition C4:C5. All downstream HDCP-protected Interface Ports with attached HDCP
Receivers have reached the state of authenticated or unconnected.

State C5: Assemble KSV List. The upstream side assembles the list of all attached downstream
topology HDCP Devices as the downstream HDCP-protected Interface Ports reach terminal states
of the authentication protocol. An HDCP-protected Interface Port that advances to State PO, the
unconnected state, or P2, the inactive state, does not add to the list. A downstream HDCP-
protected Interface Port that arrives in State F4 that has an HDCP Receiver that is not an HDCP
Repeater attached, adds the Bksv of the attached HDCP Receiver to the list. Downstream HDCP-
protected Interface Ports that arrive in State F4 that have an HDCP Repeater attached will cause
the KSV list read from the attached HDCP Repeater, plus the Bksv of the attached HDCP Repeater
itself, to be added to the list.

When the KSV list for all downstream HDCP Receivers has been assembled, the upstream side
computes the upstream V’. When an HDCP Repeater receives a MAX DEVS EXCEEDED or
MAX CASCADE _EXCEEDED status from a downstream HDCP Repeater, it is required to
assert its corresponding upstream status bit.

Transition C5:CO0. If any downstream HDCP-protected Interface Port should transition to the
unauthenticated state due to authentication failures, the upstream connection transitions to the
unauthenticated state. This transition is also made when the KSV list integrity check for a
downstream HDCP Repeater fails.

Transition C5:C2. The KSV list and V’, as well as DEVICE COUNT and DEPTH, are ready for
reading by the upstream HDCP Transmitter.
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2.6 HDCP Port

HDCP Transmitter and the HDCP Receiver communicate HDCP register values over the AUX
channel. The HDCP Receiver and HDCP Repeaters must support these HDCP registers. Within
the DPCD address space, addresses from 0x68000 to 0x68ftf are reserved for HDCP. Table 2-2
specifies the usage of these HDCP registers. Multi-byte values are stored in little-endian format.

Offset Name | Size Rd/ | Function

(hex) in Wr
Bytes

0x68000 Bksv 5 Rd | HDCP Receiver KSV. Valid KSVs contain 20 ones and 20 zeros, a
characteristic that must be verified by HDCP Transmitters before main link
encryption is enabled. This value must be available any time the HDCP
Receiver’s HDCP hardware is ready to operate.

0x68005 | Re' 2 Rd | Rq'is generated by the HDCP Receiver during the first part of the authentication
protocol. Ry' must be available less than 100 ms after Aksv is received.

0x68007 | Aksv | 5 Wr | HDCP Transmitter KSV. Writes to this multi-byte value are written least
significant byte first.

0x6800C | An 8 Wr | Session random number. This multi-byte value must be written by the HDCP
Transmitter before the KSV is written.

0x68014 | V'.HO | 4 Rd | HO part of SHA-1 hash value used in the second part of the authentication

protocol for HDCP Repeaters. (NOTE: DPCD address 0x68114 is the least
significant byte of the HO value, as all addresses are little-endian byte order).

0x68018 | V'.H1 | 4 Rd | H1 part of SHA-1 hash value V’.
0x6801C | V'.H2 | 4 Rd | H2 part of SHA-1 hash value V’.
0x68020 | V'.H3 | 4 Rd | H3 part of SHA-1 hash value V’.
0x68024 | V'.H4 | 4 Rd | H4 part of SHA-1 hash value V’.
0x68028 | Bcaps | 1 Rd | Bits 7-2: Reserved (must be zero)
Bit 1: REPEATER, HDCP Repeater capability. When set to one, this HDCP
Receiver supports downstream connections as permitted by the Digital Content
Protection LLC license. This bit does not change while the HDCP Receiver is
active.
Bit 0: HDCP_CAPABLE. When set to 1, indicates that the receiver is HDCP
capable. This bit does not change while the HDCP Receiver is active.
0x68029 | Bstatu | 1 Rd | Refer to Table 2-3 for definitions.
S
0x6802A | Binfo | 2 Rd | Refer to Table 2-4 for definitions.
0x6802C | KSV | 15 Rd | Key selection vector FIFO. Used to pull downstream KSVs from HDCP
FIFO Repeaters using auto-incrementing access. All bytes read as 0x00 for HDCP

Receivers that are not HDCP Repeaters (REPEATER = 0). Refer to Section
2.6.1 for details.

0x6803B | Ainfo | 1 Wr | Bits 7-1: Reserved (must be zero)

Bit 0: REAUTHENTICATION_ENABLE IRQ HPD. When set to one, this bit
enables upstream notification using IRQ HPD for re-authentication events as
explained in Section 2.5.2.3. This bit resets to a default zero when the HDCP
Receiver becomes attached or active, or is reset, or the last byte of Aksv is
written. When this bit is zero, the Hot-Plug-Event HPD pulse is used for
upstream notification of re-authentication events. The HDCP Transmitter sets
this bit to one if the REPEATER bit is set and the transmitter determines that the
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repeater supports DPCD Revision 1.2 or higher.

0x6803C | Rsvd | 132 Rd | All bytes read as 0x00
0x680C0 | dbg 64 Rd/ | Implementation-specific debug registers. Confidential values must not be
Wr | exposed through these registers.

Table 2-2. HDCP Addresses in DPCD
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Name Bit | Rd/ | Description

Fiel | Wr

d
Rsvd 7:4 | Rd | Reserved. Read as zero

REAUTHENTICATION REQUEST | 3 Rd | When set to one, indicates that the upstream side of the
HDCP Repeater has become unauthenticated and a re-
authentication must be initiated by the most upstream
HDCP Transmitter. This value must be reset to zero
by the upstream (HDCP Receiver) side on every new
authentication request by the HDCP Transmitter as
indicated by a write of the Aksv. This bit must never to
set to one by HDCP Receivers that are not HDCP
Repeaters.

LINK INTEGRITY FAILURE 2 Rd | When set to one, indicates that loss of cipher
synchronization was detected at the HDCP Receiver
during a link integrity check. This value must be reset
by the HDCP Receiver on every new authentication
request by the HDCP Transmitter as indicated by a
write of the Aksv.

RO’ AVAILABLE 1 Rd | When set to one, indicates that Ry’ is available for
reading at the HDCP Receiver. This value must be
reset by the HDCP Receiver as soon as Ry’ is read by
the HDCP Transmitter.

READY 0 Rd | When set to one, this HDCP Repeater has built the list
of attached KSVs and computed the verification value
V’. This value must be reset by the HDCP Repeater as
soon as Binfo has been read by the HDCP Transmitter.
This value is always zero during the computation of

V.
Table 2-3. Bstatus Register Bit Field Definitions

Name Bit Rd/ | Description

Field Wr

Rsvd 15:12 Rd | Reserved. Read as zero

MAX CASCADE EXCEEDED. | 11 Rd [ Topology error indicator. When set to one, more than
seven levels of repeater have been cascaded together.

DEPTH 10:8 Rd | Three-bit repeater cascade depth. This value gives the
number of attached levels through the connection
topology.

MAX DEVS EXCEEDED 7 Rd | Topology error indicator. When set to one, more than
127 downstream devices are attached.

DEVICE _COUNT 6:0 Rd | Total number of attached downstream devices.
Always zero for HDCP Receivers. This count does not
include the HDCP Repeater itself, but only devices
downstream from the HDCP Repeater.

Table 2-4. Binfo Register Bit Field Definitions

2.6.1 KSV FIFO Reading

All (DEVICE_COUNT * 5) bytes within the KSV FIFO are read using an auto-incrementing 15B
window represented by the DPCD address range 0x6802C-0x6803A. Figure 2-16 depicts the
mapping of KSV bytes to DPCD addresses within the KSV FIFO window. When all 15B have
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been read successfully (i.e., read request was ACKed by the HDCP Repeater), the KSV FIFO
offset values increment by 15 and the next three KSVs are mapped within the window (e.g.,
KSVii3, KSViy, and KSVi5). Note that out-of-order or repeated reads of the bytes within a
window are allowed so long as all 15B have not already been successfully read.

KSV FIFO (15B Window)

0Xx6803A KSV;.2[39:32] 5-(i+2)+4
0x68039 KSVi.o[31:24] 5-(i+2)+3
0x68038 KSV;.2[23:16] 5-(i+2)+2
0x68037 KSVi:2[15:8] 5-(i+2)+1
0x68035 KSViva[7:0] 5-(i+2)
o 0X68035 KSV1[39:32] 5-(i+1)+4  x
£ 0x68034 KSVin[31:24] 5-(i+1)+3 S
E 0x68033 KSVi1[23:16] 5-(i+1)+2 &
O 0x68032 KSVi[15:8] 5-(i+1)+1 %
O 0x68031 KSViua[7:0] 5. (i+1) ol
0x68030 KSV/[39:32] 5-i+4
0x6802F KSV|[31:24] 5-1+3
0X6802E KSV/[23:16] 5-i+2
0Xx6802D KSV/[15:8] 5-i+1
0x6802C KSVi[7:0] 5-i

Figure 2-16. KSV FIFO address/offset mapping

Attempts to read beyond the last KSV (i.e., reading KSV FIFO offsets > DEVICE _COUNT*5)
return zero values.

When a KSV FIFO read results in a NACK/DEFER, or returns less than the expected number of
bytes, the KSV FIFO offset must not be auto-incremented by the HDCP Repeater to allow the
HDCP Transmitter to attempt a re-read of the current KSV FIFO window.

The window's KSV FIFO offset is reset to 0 whenever the HDCP Transmitter successfully reads
the DPCD address 0x68014 (i.e., V'.HO[7:0]). This allows the HDCP Transmitter to reset the KSV
FIFO explicitly in the event of attempting to re-read the KSV when V != V', or if an unforeseen
AUX-CH error causes the HDCP Transmitter to lose track of where it is within the KSV list read
back.

2.7 CP_IRQ Interrupt Processing
HDCP Transmitters have the option of not using the CP_IRQ. They may directly read Ry’ after
100 ms during first part of authentication and poll for READY during the second part of
authentication. However, generation of CP_IRQ is not optional for the HDCP Repeaters and
HDCP Receivers. The HDCP Transmitters that choose not to use the CP_IRQ interrupt must
continue to field the HPD interrupt and ignore the CP_IRQ bit during interrupt processing.

The HDCP Transmitter uses the following steps when processing HPD interrupts:
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1. IfCP_IRQisnot set, process the interrupt as specified in DisplayPort Specification and exit
2. Read Bstatus register

3. IfLINK INTEGRITY_ FAILURE, abort HDCP session

4. IfREAUTHENTICATION REQUEST, abort HDCP session

5. Ifthe transmitter is not relying on CP_IRQ for READY and Ry’ check, it can exit the interrupt
service routine at this time

6. If(READY bitis set)
a. Read Binfo register
b. IfMAX DEVS EXCEEDED, abort authentication
c. IfMAX CASCADE EXCEEDED, abort authentication

d.  Continue with the second part of authentication: process the KSV_FIFO, compute V
and verify whether V=V’

7. If(Ry_ AVAILABLE bit is set)

a. Read Ry

b. Verify whether Ro =Ry’
8.  Else ignore interrupt and continue HDCP session without aborting
Note that since the HDCP Transmitter sends premium content in parallel with second part of
authentication, multiple link integrity checks would occur at the downstream HDCP Repeater and
HDCP Receiver while the second part of authentication is in progress. So it is important that

HDCP Transmitters that rely on polled method for READY still enable CP_IRQ processing before
polling for READY starts.
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3 Data Encryption

HDCP Encryption is applied in the DisplayPort transmitter at the input of the PHY layer before
inter-lane skewing is applied, and in the DisplayPort receiver at the output of the data scrambler
after inter-lane de-skewing has been applied (Figure 3-1 and Figure 3-2). HDCP Encryption
consists of a bit-wise exclusive-OR (XOR) of the 32-bit HDCP Content with a 32-bit block of
pseudo-random bits produced by the HDCP Cipher. The HDCP Cipher produces a new 32-bit
block of pseudo-random bits for every input HDCP Cipher clock pulse.
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Figure 3-1. HDCP Encryption in the DisplayPort Transmitter
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Figure 3-2. HDCP Decryption in the DisplayPort Receiver

When HDCP Encryption is applied to a timeslot in the MST mode or when HDCP Encryption is
enabled in the SST mode, all data symbols (including video data, secondary data and dummy
symbols) must be encrypted and K-codes must not be encrypted. Section 5 and Section 6 explains
in detail the encryption signaling protocol that is used to enable/disable HDCP Encryption.

The HDCP Cipher is clocked at the following rates.

e  For 4-lane Main link configurations, the HDCP Cipher is clocked for every link symbol
clock (LS CLK)

e  For 2-lane Main link configurations, the HDCP Cipher is clocked at LS CLK/2
e  For 1-lane Main link configurations, the HDCP Cipher is clocked LS CLK/4

Unless otherwise specified, all references to clock in this specification denote the HDCP Cipher
clock. The clock is applied regardless of K-codes or data symbols.

For 2-lane Main Link configuration, there are two phase relationships between LS CLK and
HDCP Cipher clock. For 1-lane Main Link configuration, there are four. This phase relationship
must be re-synchronized at the first LS CLK following the SR symbol at the link frame boundary
in the MST mode' or following the CPSR symbol in the SST mode when HDCP Encryption is
enabled. Refer to Error! Reference source not found. and Appendix E for detailed timing
diagrams.

" In the MST mode, once phase is aligned, the constant SR interval should not result in subsequent phase
mis-alignment during normal link operation
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The mappings of the 32-bit HDCP Cipher output to the DisplayPort Lanes are shown in Table 3-1,
Table 3-2 and Table 3-3.

Cipher DisplayPort Lane Symbol
Output
31:24 3 3
23:16 2 2
15:8 1 1
7:0 0 0

Table 3-1. Encryption Stream Mapping for 4-lane Main Link Configuration

Cipher DisplayPort Lane Symbol
Output
31:24 1 3
23:16 0 2
15:8 1 1
7:0 0 0

Table 3-2. Encryption Stream Mapping for 2-lane Main Link Configuration

Cipher DisplayPort Lane Symbol
Output
31:24 0 3
23:16 0 2
15:8 0 1
7:0 0 0

Table 3-3. Encryption Stream Mapping for 1-lane Main Link Configuration
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4 HDCP Cipher

4.1 Overview

Cipher Module Cipher Module
CMo CM1
LFSR Module
LMO
Bx, By, Bz
Eeksly Kx, Ky, Kz
REPI:ETEeR Y Y
—®1 Block Module Block Module
An > BMO BM1
\ 4 A
Output Output
Function OF0 Function OF1
Mi \
DO ——» —® E(DO0)
D1 —» XOR ——» E(D1)
D2 ———» —® E(D2)
D3 ———» ———» E(D3)

Figure 4-1. HDCP Cipher Structure

The HDCP Cipher structure is illustrated in Figure 4-1. There are two cipher modules — CM0 and
CM1. CMO consists of three layers. The first layer (LMO) consists of a set of four Linear Feedback
Shift Registers that are combined to one bit. This one bit feeds into the middle Block Module
(BMO) layer when enabled via the rekey enable signal. The middle layer consists of two halves
that are very similar in design. One half, Round Function B, performs one round of a block cipher
using three 28-bit registers, BX, By, and Bz. The other half, Round Function K, is similar in
structure to Round Function B, but provides the output of latch Ky as a stream of 28-bit round keys
to Round Function B at the rate of one 28-bit round key for every clock pulse. The final layer takes
four 28-bit register outputs from the round functions, By, Bz, Ky, and Kz, through a compression
function (OF0) to produce a 32-bit block of pseudo-random bits for every clock pulse.

CM1 consists of two layers — Block Module (BM1) and the Output Function (OF1) - which are
similar in design to BMO and OF0 of CMO respectively. OF1 produces a 32-bit block of pseudo-
random bits for every clock pulse. The 32-bit block of pseudo-random bits produced by OF1 is
XORed with the 32-bit HDCP Content as explained in Section 3.

The hdcpBlockCipher, hdcpStreamCipher and hdcpRekeyCipher operations are implemented in
CMO. The 32-bit block of pseudo-random bits from OFO0 is not used for HDCP Encryption. The 8
MSB:s (i.e. [31:24]) of OF0’s output are never used. The 24 LSBs (i.e. [23:0]) of OF0’s output are
used to produce R;j and M; values during the hdcpBlockCipherOperation. A one-way data path
connects BMO to BM1. The B and K register contents are transferred from BMO to BM1 at the end
of the hdcpBlockCipher and hdcpRekeyCipher operations. The hdcpStreamCipher operation is
implemented in CMI. Section 4.5 explains hdcpBlockCipher, hdcpStreamCipher and
hdcpRekeyCipher operations.

The following sections explain the structure of LFSR, Block Module and Output Function in
detail.
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4.2 Linear Feedback Shift Register Module
The linear feedback shift register module in CMO consists of four LFSRs of different lengths and a
combining function that produces a single bit stream from them. The combining function takes
three taps from each LFSR. The generator polynomials and combining function taps for the LFSRs
are specified in Table 4-1.

Combining Function Taps
LFSR Polynomial 0 1 2
3 KT xPext e +1 5 1 16
2 WOexB a8+ +1 |5 9 15
1 K x0Tt 41 4 8 13
0 KB x> +1 3 7 12

Table 4-1. LFSR Generation and Tapping

Figure 4-2 illustrates the tap locations of LFSRO as well as the XOR term feedback into the least

significant bit of LFSRO.
» LFSRO Tap2
» LFSRO Tapl
—» LFSRO Tap0
1211110} 9 | 8 | 7| 6 | 5|4 |3 |2 110

Figure 4-2. LFSRO

The combining function contains four cascaded shuffle networks, each of which includes two state
bits. One tap from each of the four LFSRs is XORed together to form the data input to the first
shuffle network. One tap from each of the four LFSRs is used as the select input to one of the four
shuffle networks. The output of the fourth shuffle network is XORed together with one tap from
each of the LFSRs. The Combiner Function illustrated in Figure 4-3.
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LFSRO Tap0 SH-0 SH-1

SH-2

SH-3

LFSR1 Tap0 Shuffle Shuffle

LFSR2 Tap0 Select Select

Shuffle

Din Dout —» Din Dout —» Din Dout

Select

>

Shuffle
Din Dout
Select

LFSR3 Tap0

LFSRO Tapl
LFSR1 Tapl
LFSR2 Tapl

LFSR3 Tapl

LFSRO Tap2
LFSR1 Tap2

LFSR2 Tap2

LFSR3 Tap2

Combiner
Output

Figure 4-3. LFSR Module Combiner Function

The shuffle network is represented schematically in Figure 4-4. If the shuffle network contains the
ordered pair of boolean values (A, B) and has boolean data input D and selection input S, the S
value controls the next state. If S is zero, it outputs A and assumes state (B, D). If S is one, it

outputs B and assumes state (D, A).

1-bit Register A

1 D Q 2:1 Data
0 s Selector
S
1
D Q
Din 0 s

1-bit Register B

Dout

Figure 4-4. Shuffle Network

In all modes of operation the LFSRs and combining function are initialized by a 56-bit value. The
60 bits of LFSR state use these 56 bits directly plus the complements of four of the bits. The
shuffle networks are each initialized with the same constant value. The initialization of the LFSR
module is specified in Table 4-2 for a 56-bit initialization value.
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Bit Field Initial Value

LFSR3 [16] Complement of input bit 47
[15:0] Input bits [55:40]

LESR2 [15] Complement of input bit 32
[14:0] Input bits [39:25]

LFSR1 [13] Complement of input bit 18
[12:0] Input bits [24:12]

LESRO [12] Complement of input bit 6
[11:0] Input bits [11:0]

Shuffle Register A 0

Networks Register B 1

Table 4-2. LFSR Module Initialization

This one-bit stream output of the combining function is the only output from the LFSR module.
This bit stream provides key material to the block module BM0O when the rekey enable signal is

active.

4.3 Block Module

The structure of the block modules BMO and BM1 are similar with one exception. Bit 13 of Ky
register in BMO takes its input from LMO when rekey enable signal is asserted. BM1 does not
receive inputs from the LFSR module. The B and K register states in BM1 are initialized using the
corresponding register states in BMO at the end of the hdcpBlockCipher and hdcpRekeyCipher
operation. Section 4.5 explains hdcpBlockCipher and hdcpRekeyCipher operations.

The block module consists of two separate “round function” components. One of these
components, Round Function K, provides a key stream for the other component, Round Function
B. Each of these two components operates on a corresponding set of three 28-bit registers. The
structure of the block module is diagrammed in Figure 4-5.

For Round Function K, bit 13 of the Ky register in BMO takes its input from the LM0 module
output stream when the external rekey enable signal is asserted.

Page 41 of 212



HDCP Amendment for DisplayPort 15 January, 2010

Revision 1.1 Digital Content Protection LLC
Round Function B Round Function K
[ 1 |/ - - |
Il Bx By Bz I Kx Ky kz ||
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Figure 4-5. Block Module

The S-Boxes for both round functions consist of seven 4 input by 4 output S-boxes. Round
function K S-Boxes are labeled SKO through SK6 and round function B S-Boxes are labeled SBO
through SB6. The I™ input to box J is bit I*7-+J from the round x register (Bx or Kx), and output I of
box J goes to bit [*7+] of register z of the round function (Bz or Kz). Bit 0 is the least significant
bit. The S-box permutations of round functions K and B are specified in Table 4-3.

1
SKO | 8 14

2 6 7 8 9 10 (11 |12 |13 |14 |15
5
SK1 |1 6 4 15
8
1

12 |6 1 11 15 |2 4 7 10 13
11 5 10 |0 9 12 |7 13 14 |2
2 15 1 12 14 (0 10 |3 9 5
2 13 15 | 4 8 1 9 10 |5 6
1 2
4 9
3 8

SK2 | 13 11

W A~ LW OO

SK3 |0 14
SK4 |12 |7 15

6

7

8 4 6 10 |3 5 0 9 13
SK5 |1 12 |7 2 8 3

1

0

1

14 11 5 0 15 13 6 10

SK6é |10 |7 6 0 14 13 12 {9 11 2 15 |5 4

SBO |12 |9 3 11 5 13 |6 2 4 14 |7 8 15 1 10
SB1 |3 8 14 5 2 11 13 10 | 4 9 7 15 12 |0
SB2 4 1 10 11 13 14 |3 12 15 |6 0 2 8 9 5
SB3 3 1 4 10 12 15 |2 5 14 11 8 9 7 0 13
SB4 |3 6 15 12 1 9 2 5 8 10 |7 11 13 10 14
SB5 | 11 14 |6 8 5 2 12 |7 1 4 15 |3 10 13 19 0
SB6 |1 11 7 4 2 5 12 (9 13 6 8 15 14 |0 3 10

Table 4-3. Block Module S-Box Values

Both linear transformation K and linear transformation B produce 56 output values. These values
are the combined outputs from eight diffusion networks that each produces seven outputs. The
diffusion network function is specified in Table 4-4. Each diffusion network has seven data inputs
labeled Iy - I, seven outputs Oy — Og, plus an additional seven optional key inputs Ky— K.

The diffusion networks of round function K are specified in Table 4-5. Note that none of the round
function K diffusion networks have the optional key inputs. The diffusion units of round function
B are specified in Table 4-6. Half of these diffusion networks have key inputs that are driven from
the Ky register of round function K. A dash in the table indicates that the key input is not present.
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Diffusion Network Logic Function

O | Ko ® LD 1L, 13D 1,® 159 Ig
O |Ki® 1@ LSO I 1,® Is® g
O [ K®1,® 1,8 10 1,® 1@ g
O | Ki® 1@ 1L ® 1L, @ 1, @ 15 ® Ig
O K@ 1@ 1L 1LO 1I;@ ;@ Ig
O [Ks@ 10 11® 1, 130 1,0 Ig
Os | K@ 10@ LD LD 15D 1,@ I5® g
Table 4-4. Diffusion Network Logic Function

KI [K2 K3 K4 K5 K6 K7 K8
l, |Kz0 |KzZ7 |Kzl0 |KzI3 |[Kzl6 |Kyl6 | Ky20 | Ky24

Iy Kzl Kz8 Kz11 | Kzl4 | Kz17 | Kyl7 | Ky21 | Ky25
I, Kz2 Kz9 Kz12 | Kz15 | KzI8 | Kyl8 | Ky22 | Ky26
I3 Kz3 Ky0 Ky3 Ky6 Ky9 Kyl9 | Ky23 | Ky27
Iy Kz4 Kyl Ky4 Ky7 Kyl0 | Kz19 | Kz22 | Kz25
Is Kz5 Ky2 Kys5 Ky8 Kyll | Kz20 | Kz23 | K226
g Kz6 Kyl2 | Kyl3 | Kyl4 | Kyl5 | Kz21 | Kz24 | Kz27
Oo Kx0 Ky0 Kyl Ky2 Ky3 Kx1 Kx2 Kx3
0O Kx4 Ky4 Kys5 Ky6 Ky7 Kx5 Kx6 Kx7
0, Kx8 Ky8 Ky9 Kyl0 | Kyll | Kx9 Kx10 | Kxl11
(o Kx12 | Kyl2 | Kyl3 | Kyl4 | Kyl5 | Kx13 | Kx14 | Kx15
O, Kx16 | Kylé | Kyl7 | Kyl8 | Kyl9 | Kx17 | Kx18 | Kx19
Os Kx20 | Ky20 | Ky21 |Ky22 | Ky23 | Kx21 | Kx22 | Kx23
Os Kx24 | Ky24 | Ky25 | Ky26 | Ky27 | Kx25 | Kx26 | Kx27
Table 4-5. K Round Input and Output Mapping
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Bl B2 B3 B4 B5 B6 B7 B8

ly Bz0 Bz7 Bz10 | Bz13 | Bzl6 | Byl6 | By20 | By24
Iy Bzl Bz8 Bzll | Bzl4 | Bz17 | Byl7 | By2l | By25
I, Bz2 Bz9 Bz12 | Bzl5 | Bz18 | Byl8 | By22 | By26
I3 Bz3 By0 By3 By6 By9 Byl9 | By23 | By27
g Bz4 Byl By4 By7 Byl0 | Bz19 | Bz22 | Bz25
Is Bz5 By2 By5 By8 Byll | Bz20 | Bz23 | Bz26
I Bz6 Byl2 | Byl3 | Byl4 | Byl5 | Bz21 | Bz24 | Bz27
Ko Ky0 - - - - Ky7 Kyl4 | Ky21
Ki | Kyl |- - — = Ky8 | Kyl5 | Ky22
K, Ky2 - - - - Ky9 Kyl6 | Ky23
Ks Ky3 = = = = Kyl0 | Kyl7 | Ky24
Ky Ky4 — — — - Kyll | Kyl8 | Ky25
Ks Ky5 = = = = Kyl2 | Kyl9 | Ky26
Ks Ky6 - - - - Kyl3 | Ky20 | Ky27
O Bx0 By0 Byl By2 By3 Bx1 Bx2 Bx3

(o]} Bx4 By4 By5 By6 By7 Bx5 Bx6 Bx7

0, Bx8 By8 By9 Byl0 | Byll | Bx9 Bx10 | BxI1
O Bx12 | Byl2 | Byl3 | Byl4 | Byl5 | Bxl13 | Bxl4 | Bxl5
O, Bx16 | Byl6 | Byl7 | Byl8 | Byl9 | Bx17 | Bx18 | Bx19
Os Bx20 | By20 | By21 | By22 | By23 | Bx21 | Bx22 | Bx23
Os Bx24 | By24 | By25 | By26 | By27 | Bx25 | Bx26 | Bx27

Table 4-6. B Round Input and Output Mapping
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The Ky, Kz, By, and Bz registers drive the final output function. Each of the 32 outputs consists of

the XOR of nine terms given by the following formula:

(B0eK0) ® (BleK1) ® (B2eK2) ® (B3eK3) ® (B4eK4) ® (B5eK5) ® (B6eK6) ® B7 ® K7

Where “@” represents a logical XOR function and “e” represents a logical AND function. Table
4-7 specifies the input values B and K to the 32 logic functions.

For example, output bit 0 is computed as

(Bz17eKz3) ® (Bz26eKz6) ® (Bz220Kz0) ® (Bz27eKz9) ® (Bz21eKz4) ® (Bz18eKz22) ®

(Bz2eKz5) @ By5 @ Ky10.
Input BO Bl B2 B3 B4 B5 B6 B7 KO K1 K2 K3 K4 K5 K6 K7
Origin Bz Bz Bz Bz Bz Bz Bz By Kz Kz Kz Kz Kz Kz Kz Ky
Output
bit
0 17 26 22 27 21 18 2 5 3 6 0 9 4 22 5 10
1 5 20 15 24 2 25 0 16 20 18 7 23 15 5 3 25
2 22 5 14 16 25 17 20 11 7 19 2 10 22 4 13 21
3 19 3 15 11 21 16 27 1 6 14 9 8 17 18 12 24
4 19 6 17 18 22 7 9 12 25 6 5 2 10 15 21 8
5 3 7 4 8 16 6 5 17 27 14 2 4 24 19 1 12
6 8 21 27 2 11 24 12 3 17 26 4 16 27 7 22 11
7 9 5 7 4 8 13 3 15 9 10 19 11 7 6 8 23
8 26 13 23 10 11 7 15 19 13 12 18 24 15 23 7 16
9 1 0 19 11 13 16 24 18 0 5 20 25 1 24 9 27
10 26 13 9 14 10 4 1 2 14 23 27 25 17 19 1 22
11 21 15 5 3 13 25 16 27 6 21 17 15 26 11 16 7
12 20 7 18 12 17 1 16 0 11 22 20 0 26 23 17 2
13 14 23 1 12 24 6 18 9 8 4 3 14 20 26 23 15
14 19 6 21 25 23 1 10 8 19 0 18 2 13 8 24 14
15 3 0 27 23 19 8 4 7 16 21 24 25 12 27 15 18
16 6 5 14 22 24 18 2 21 3 5 8 25 7 27 2 26
17 3 4 2 6 22 14 12 26 11 14 23 17 22 13 19 4
18 25 21 19 9 10 15 13 22 1 16 14 11 12 6 10 19
19 23 11 10 20 1 12 14 4 21 1 10 20 18 26 9 13
20 11 26 20 17 8 23 0 24 20 21 9 25 12 3 15 0
21 9 17 26 4 27 0 15 6 18 12 21 27 1 16 24 20
22 22 12 2 10 7 20 25 13 13 0 3 16 22 11 26 9
23 27 24 26 8 0 9 18 23 2 0 13 5 4 8 10 3
24 5 18 27 23 17 7 8 14 23 24 0 19 1 13 25 17
25 26 11 9 24 21 15 6 25 16 21 15 27 3 26 11 1
26 19 4 20 16 22 3 14 20 4 10 14 5 9 20 22 6
27 2 12 25 13 10 1 0 10 6 17 7 8 18 2 12 5
28 12 21 2 1 18 3 13 5 23 0 22 20 12 25 24 20
29 16 5 7 4 15 10 27 2 7 8 6 3 19 9 11 19
30 26 6 23 14 11 22 17 4 4 15 26 10 14 2 13 15
31 19 25 20 8 9 24 0 8 16 18 21 1 27 5 17 27

Table 4-7. Output Function Input and Output Mapping
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45 Operation

The HDCP Cipher is used in four different ways during operation: hdcpBlockCipher,
hdcpStreamCipher, hdcpRekeyCipher, and hdcpRngCipher.

hdcpBlockCipher

This operation is performed in CMO. The sequence is used during the first part of authentication to
establish the session key, Ks, and after detection of SR at the link frame boundary when HDCP
Encryption is enabled in the MST mode or after detection of CPSR during the interval preceding
encrypted frames in the SST mode to establish the frame key, Ki (Refer to Section 5 and Section
6). Table 4-8 and Table 4-9 describe this sequence. Note that the 8 MSBs (i.e., [31:24]) of OF0's
output are never used.

The initial value for the B round register in CMO is specified with the concatenation operator “|”.
For eight-bit values a and b, the result of (a || b) is a 16-bit value, with the value a in the most
significant eight bits and b in the least significant eight bits.

Step Activity
1 Load B and K registers of BMO
2 Apply 48 clocks to BMO registers
3 Save the least significant 56 bits of the B register for
future use as Ks/K;
4 Transfer 84-bit B register values to the K registers
5 Reload B registers
6 Initialize LMO
7 Assert rekey enable
8 Apply 56 clocks to LMO and BMO, saving the 64-bit M;
value during the last four clocks as specified in Table
4-11.
9 De-assert rekey enable
Table 4-8. hdcpBlockCipher Sequence
Steps | clocks | LFSR K init B init B output | Output
(LMO) init (65 bits) (84 bits) | Function
(56 bits) (OF0)
hdcpBlockCipher | 1-3 48 - Km (56 bits) | REPEATER || An Ks -
at Authentication | 69 | 56 Ks Ks(84bits) | REPEATER|An | — Ro, Mo
hdcpBlockCipher | 1-3 48 - Ks (56 bits) REPEATER || M;, Ki -
on detection of SR | 69 1 56 K; Ki (84 bits) | REPEATER |[M;, | — R, M;
when HDCP
Encryption is
enabled in the
MST mode or on
detection of CPSR
in the SST mode

Table 4-9. hdcpBlockCipher Initial Values and Outputs

For both the B and K round functions, the x, y, and z registers may be viewed as comprising a
single register 84 bits in length, identified by B[83:0] and K[83:0]. The mapping of the x, y, and z
registers into the full round register is specified by Table 4-10.
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Round B[83:56] | B[55:28] B[27:0] K[83:56] K[55:28] K[27:0]
Register
Sub Bz[27:0] | By[27:0] Bx[27:0] Kz[27:0] Ky[27:0] Kx[27:0]
Register

Table 4-10. Round Register Bit Precedence

When fewer than 84 bits of output of a round register are required, the least significant bits are
used. When fewer than 84 bits are available for initialization, the least significant bits are filled and
the most significant bits are set to zero. For example, the 65-bit concatenation of REPEATER with
An will be loaded into the Bx and By registers, plus the least significant nine bits of the Bz register,
and the most significant 19 bits of the Bz register are set to zero. Similarly, the 56 bits from the Bx
and By registers are saved as Ks or K; during hdcpBlockCipher.

The origin of the M; bits from the output function is specified by Table 4-11.

Warm-up Clock Output Function Bits Output Function Bits
(Step 8) 23...... 16 15 . e 0
53 - M; [63:48]
54 - M; [47:32]
55 Ri [15:8] M; [31:16]
56 Ri [7:0] M; [15:0]

Table 4-11. hdcpBlockCipher Output Function Bit Map

While the hdcpBlockCipher operation is being implemented in CMO, CMI1 performs
hdcpStreamCipher operation in parallel. At the end of the hdcpBlockCipher operation, contents are
transferred from BMO to BM1. Refer to Section 5.1 and Section 6.1 for an overview of the
operations of CM0 and CM1 during hdcpBlockCipher, hdcpStreamCipher and hdepRekeyCipher
computations.

hdcpStreamCipher

hdcpStreamCipher operation is implemented in CMO and CM1. For every input clock pulse,
hdcpStreamCipher produces 32-bits of output data from the output functions OF0 and OF1. The
32-bit data output from OFO is not used for HDCP Encryption.

In the MST mode, the 32-bit data output from OF1 is used for HDCP Encryption of the
LINK VERIFICATION PATTERN (as explained in Section 2.2.3) and HDCP Encryption of
data symbols when the XOR Enable/Disable Indicator bits indicate HDCP Encryption must be
applied to the corresponding timeslots as explained in Section 5. Control symbols are not
encrypted. When control symbols are detected or when the XOR Enable/Disable Indicator bits
indicate HDCP Encryption must not be applied to the corresponding timeslots, the 32-bit output
data from OF1 is not used for HDCP Encryption, but the CM1 cipher module continues to be
clocked. The block module BM1 is clocked. In parallel, LM0O and BMO are also clocked with the
rekey enable signal de-asserted.

In the SST mode, the 32-bit data output from OF1 is used for HDCP Encryption of data symbols.
Control symbols are not encrypted. The block module BM1 is clocked. In parallel, LM0 and BMO
are also clocked with the rekey enable signal de-asserted.

Thus, in both the MST and SST modes, the B and K register states in CM0 and CM1 are in sync
until the next hdcpBlockCipher or hdcpRekeyCipher operations are initiated in CMO0. Refer to
Section 5.1 and Section 6.1 for an overview of the operations of CM0 and CM1 during
hdcpBlockCipher, hdcpStreamCipher and hdcpRekeyCipher computations.
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hdcpRekeyCipher

hdcpRekeyCipher operation is implemented in CM0. At the link line boundary when HDCP
Encryption is enabled in the MST mode or on detection of CPBS in the SST mode,
hdcpRekeyCipher moves new key material from LMO into BMO. No other initialization of the
cipher state is made, and no outputs are taken from the cipher during re-keying. Both LMO and
BMO are clocked 56 times. The rekey enable signal is asserted.

While the hdcpRekeyCipher operation is being implemented in CMO, CMI1 performs
hdcpStreamCipher operation in parallel. At the end of the hdcpRekeyCipher operation, contents
are transferred from BMO to BM1. Refer to Section 5.1 and Section 6.1 for an overview of the
operations of CM0 and CM1 during hdcpBlockCipher, hdcpStreamCipher and hdcpRekeyCipher
computations.

Page 48 of 212



HDCP Amendment for DisplayPort 15 January, 2010
Revision 1.1 Digital Content Protection LLC

hdcpRngCipher

The HDCP Cipher must be used as defined in Figure 4-6 to produce the value An required for the
authentication protocol. This state diagram references HDCP Transmitter states from Figure 2-9.

EO: El: E2: E3:
Free Run Store An Readx Derive Next
D . ]
Power | Auth Request Done Auth Request
|
Unauthenticated Done
<
E4:
Active
Unauth or No Device Authenticated
Auth Request
»

Figure 4-6. hdcpRngCipher State Diagram

Transition Any State:EQ. On power up the HDCP Cipher is allowed to free run from its initial
state, clocked by the pixel clock.

State EO: Free Run. The HDCP Cipher is clocked from its current state.

Transition EO:E1. An authentication request to the HDCP Transmitter causes this transition.
Authentication requests are identified by an HDCP Transmitter state transition to State:Al.

State E1: Store An. An is taken from the HDCP Cipher output function bits that are ordinarily
used to produce Mi. This requires four clocks.

Transition E1:E2. This transition is made immediately upon storage of An.
State E2: Ready. The An value is available for the authentication protocol.

Transition E2:EQ. This transition is made if the current authentication fails, as indicated by an
HDCP Transmitter state transition to State:A0.

Transition E2:E3. A new authentication request causes a new An value to be derived.

Transition E2:E4. The authentication protocol using the derived An is successful, as indicated by
an HDCP Transmitter state transition to State:A4.

State E3: Derive Next. A new An is derived using the hdcpBlockCipher sequence, using the
current values stored in the Mi and Ki registers.

Transition E3:E2. This transition is made immediately upon storage of An.
State E4: Active. The HDCP Transmitter is authenticated with a HDCP Receiver.

Transition E4:EQ. This transition is made whenever the HDCP Transmitter becomes
unauthenticated or if the HDCP Receiver is detached or goes inactive.
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Transition E4:E3. An authentication request to the HDCP Transmitter causes this transition.

This pseudorandom number generator must implement a method to receive bits of outside
influence. This method must mix the input influence bits into the values of the block register
without replacement. That is, there must no way to determine the value--only change it from
whatever it is to another value. For example, one can exclusive-or the influence values into the
state. However, any 1-to-1 operation that does not reduce the number possible values or skew the
otherwise uniform probability distribution of possible values is acceptable.

The bits of influence shall come from a source of reasonable variability or entropy. A reasonable
level of variability or entropy is established if, given 1,000,000 different power up cycles on the
HDCP Transmitter logic such that the amount of time from power up to the initial authentication
were controlled precisely enough to eliminate any variability from the free running of the cipher
before initial authentication (i.e. the number of clocks applied to the cipher in State EO remains
unchanged between different tests), and the An values from the first authentication attempt after
the additional influence has been applied (using different content streams if this influence comes
from the content stream), the probability of there being any duplicates in this list of 1,000,000 An
values collected is less than 50%. This corresponds to about 40 (considering one million is about
2/20) random bits out of the 64 (or equivalent if the bits are biased).

An (incomplete) list of sources of entropy might include:

a) atrue Random Number Generator or analog noise source, even if a poor (biased) one

b) a pseudo-random number generator (PRNG) where the state is stored in non-volatile
memory after each use. (That is, every power on continues the sequence--it does
produce not the same sequence each time). Flash memory or even disk is usable for this
purpose as long as it is reasonably secure from tampering. The hdcpRngCipher
combined with tamper-resistant non-volatile memory is one such solution.

c) timers, network statistics, error correction information, radio/cable television signals,
disk seek times, etc.

d) Since the random number An is not used for secret material, a reliable (not
manipulatable by the user) calendar and time-of-day clock can be used as seed. For
example, some broadcast content sources may give reliable date and time information.

Different product environments have different resources available to them. There is generally no one
source that is available in all environments.

The initial state of the hdcpRngClipher is not defined and is left to the implementer. Ideally, one would
prefer that the initial value be different for each device power-on, though this is not possible in many
environments. In addition, the Rekey enable signal may but need not be enabled during hdcpRngCipher
operation.

The An values do not have to be secret, but must be fresh. That is, the method of producing new values
must have integrity.

While each An value is already required to be fresh, HDCP Devices that have multiple inputs or
outputs must ensure that each downstream link receives a distinct An value. This ensures that each link
between HDCP devices that have multiple inputs or outputs sharing the same device keys will produce
distinct session keys (Ks), encryption keystreams, and authentication values.
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5 Encryption Status Signaling in MST Mode

An HDCP Transmitter signals a downstream device that encryption is enabled or disabled and
indicates whether or not encryption must be applied to a given timeslot using the DisplayPort
Encryption Signaling (DPES) protocol. HDCP Encryption must be enabled by the HDCP
Transmitter only when it is in an authenticated state, at all other times HDCP Encryption must be
disabled. Authenticated state for an HDCP Transmitter is State A4. Authenticated states for HDCP
Receivers are State B2 and State B3. Authenticated states for HDCP Repeaters are State C2 and
C3. For interoperability with a DisplayPort-HDCP 1.0-compliant HDCP Receiver, a DisplayPort-
HDCP 1.1-compliant HDCP Transmitter must support and implement DisplayPort-HDCP 1.0-
compliant behavior.

This section describes the DPES protocol implemented in the MST mode.

The DPES protocol in MST mode uses an HDCP Encryption Indicator bit to indicate whether
HDCP Encryption is enabled or disabled. XOR Enable/Disable Indicator bits are used to indicate
whether HDCP Encryption must be applied to a specific MTP timeslot during hdcpStreamCipher
operation. Section 4.5 explains hdcpStreamCipher operation.

HDCP Encryption is enabled or disabled at link frame boundaries using an HDCP Encryption
Indicator bit in the MTP Header.

A multi-stream link may be comprised of different content streams where some content streams
may require HDCP Encryption to be applied and some for which HDCP Encryption is not
required. An XOR Enable/Disable indication, corresponding to each of the 63 MTP timeslots,
contained in MTP Header bits indicates whether or not HDCP Encryption must be applied to each
timeslot during hdcpStreamCipher operation. Section 4.5 explains hdepStreamCipher operation.
XOR Enable/Disable indication is valid only when HDCP Encryption is enabled as indicated by
the HDCP Encryption Indicator bit. When HDCP Encryption is disabled as indicated by the HDCP
Encryption Indicator bit, any further XOR Enable/Disable indication must be ignored.

The HDCP Encryption Indicator bit and the bits used for XOR Enable/Disable indication are
represented by a 64-bit data structure referred to as HDCP_Encryption_Control, where

HDCP_Encryption_Control[0] = HDCP Encryption Indicator bit. When HDCP Encryption is
disabled, the HDCP Encryption Indicator bit is set to 0. When HDCP Encryption is enabled,
the HDCP Encryption Indicator bit is set to 1.

HDCP_Encryption_Control[1..63] =  XOR  Enable/Disable Indicator  bits.
HDCP_Encryption_Control[1] corresponds to XOR Enable/Disable indication for timeslot 1
and so on. XOR Enable/Disable Indicator bits are set to 0 (XOR Disabled) when HDCP
Encryption must not be applied to the corresponding timeslots during hdcpStreamCipher
operation. They are set to 1 (XOR Enabled) when HDCP Encryption must be applied to the
corresponding timeslots during hdcpStreamCipher operation.

The 64-bit HDCP_Encryption Control is contained in the Encryption Control Field which is
described in the DisplayPort Specification (see References). The HDCP_Encryption Control
occupies eight MTP Headers.

The HDCP_Encryption_Control is transmitted in the Encryption_Control Field as explained in the
DisplayPort specification (see References). The HDCP_Encryption Control consists of an 8
(scrambled) data code sequence spanning consecutive MTPH’s.  The data code sequence is
identical per-lane, regardless of lane count. The HDCP_ Encryption Control is repeated four
consecutive times, resulting in a total sequence length of 32 MTPs. HDCP Receivers apply
majority voting to the repeated sequence for error correction, as described in DisplayPort
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specification. Unless otherwise noted, references in the HDCP specification to receiver use of the
HDCP_Encryption_Control refer to the post-error corrected result.

The HDCP_Encryption Control must be transmitted starting exactly 36 MTPs prior to each link
frame boundary SR signal, and immediately prior to any standalone ACT” sequence. A single
HDCP_Encryption_Control must be transmitted immediately preceding any (optional) back to
back ACT/SR sequence.

The HDCP_Encryption_Control starting 36 MTPs before the SR is used to enable or disable
HDCP Encryption in addition to indicating XOR Enable/Disable status for timeslots. The HDCP
Encryption Indicator bit is valid only at link frame boundaries and HDCP Encryption is
enabled/disabled only at link frame boundaries.

The HDCP_Encryption Control preceding a standalone ACT must not be used to enable or
disable HDCP Encryption. It is only used to indicate XOR Enable/Disable status for every
timeslot. The HDCP Encryption Indicator bit in the HDCP_Encryption_Control preceding a
standalone ACT must be ignored.

In cases of the (optional) back-to-back ACT/SR sequence an HDCP Transmitter must transmit a
single HDCP_Encryption Control sequence preceding the ACT/SR  pair. The
HDCP_Encryption_Control preceding an ACT/SR pair is used to enable/disable HDCP
Encryption in addition to indicating XOR Enable/Disable status for timeslots.

A link line is a fixed 2”13 timeslots, resulting in eight link lines per link frame. hdcpRekeyCipher
operation is initiated immediately following the 2°13™ timeslot.

Devices compliant with DisplayPort-HDCP 1.0 and higher must support and use Enhanced
Framing Mode. Refer to the DisplayPort Specification for more details regarding enhanced
framing mode (see References).

Encryption Status Signhaling and HDCP Cipher Operations

? For this section, a standalone ACT is defined as an ACT not part of a back-to-back ACT/SR sequence
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Figure 5-1 references the HDCP Cipher structure from Figure 4-1. As illustrated in the figure,
hdcpRekeyCipher (line re-key), hdcpStreamCipher and hdcpBlockCipher (frame key calculation)
operations are performed in CMO and hdcpStreamCipher operations are performed in CM1. When
HDCP Encryption is enabled, hdcpRekeyCipher operation must be completed within 64 clocks
immediately following the link line boundary and hdepBlockCipher operation must be completed
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within 128 clocks immediately following the transmission/reception of SR at the link frame
boundary. A series of dummy cycles are inserted during the 64 clock period and the 128 clock
period since both hdcpRekeyCipher and hdcpBlockCipher operations take less than 64 clocks and
128 clocks respectively to implement. CMO is not clocked during the dummy cycle period.

Completion of the Ryand My computations during the first phase of authentication triggers frame
key calculation using the hdcpBlockCipher operation in CMO. This is done to initialize the BM1
module prior to enabling HDCP Encryption. This is referred to as the Initial Bootstrapping
operation. After HDCP Encryption is enabled, as indicated by the transmission of the
HDCP_Encryption_Control starting 36 MTPs before an SR or immediately preceding a back-to-
back ACT/SR sequence with HDCP Encryption Indictor bit set to 1, subsequent SR transmissions
and link line boundaries are followed by hdcpBlockCipher and hdcpRekeyCipher operations
respectively in CMO. hdcpBlockCipher operation must be completed within 128 clocks and
hdcpRekeyCipher operation must be completed within 64 clocks. hdcpStreamCipher operations
are implemented in parallel in CM1 during both the 64 clock period and the 128 clock period. The
hdcpStreamCipher operations are implemented as explained in Section 4.5. The B and K register
contents are transferred from BMO to BM1 immediately at the end of the 64 clock period and the
128 clock period.

After the transfer of B and K register contents, hdcpStreamCipher operation is performed in CMO.
LMO and BMO are clocked with the re-key enable signal de-asserted. The 32-bit output data from
OFO0 is not used for HDCP Encryption. BM1 is also clocked and performs hdcpStreamCipher
computations as explained in Section 4.5. Thus, the cipher states in CM0 and CM1 are in sync
until the next hdcpBlockCipher or hdcpRekeyCipher operations are initiated in CMO, as illustrated
in Figure 5-1.
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Figure 5-5. BM0/BM1 State Transfer Schematic

HDCP Encryption is disabled at the link frame boundary by the transmission of the
HDCP_Encryption_Control starting 36 MTPs before an SR or immediately preceding a back-to-
back ACT/SR sequence with HDCP Encryption Indictor bit set to 0. As illustrated in Figure 5-1,
when encryption is enabled, transmission of the HDCP_ Encryption Control starting 36 MTPs
before an SR or immediately preceding a back-to-back ACT/SR sequence with HDCP Encryption
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Indictor bit set to 0 causes the hdcpBlockCipher operation to be implemented within 128-clocks
following an SR. The B and K register contents are transferred from BMO to BM1 immediately at
the end of the 128 clock period. This serves to prepare the register states in BM1 so that encryption
may be applied seamlessly when it is re-enabled provided there were no intervening hot plugs or
hot unplugs between the time encryption was disabled and re-enabled. This operation is referred to
as Encryption Disable Bootstrapping. Following the transfer, the CMO and CM1 modules
transition into an idle state until encryption is re-enabled.

Encryption disable bootstrapping must be implemented by HDCP Receivers when HDCP
Encryption is disabled. In the case of HDCP Transmitters, encryption disable bootstrapping must
not be implemented if encryption was disabled due to the detection of a hot plug, hot unplug, link
errors (e.g. link integrity check failure) or any other event that causes the link to be
unauthenticated. In all other cases where encryption is disabled while the link is still active and
authenticated, encryption disable bootstrapping can be implemented by the HDCP Transmitter. If
the HDCP Transmitter chooses to not implement encryption disable bootstrapping, it must initiate
re-authentication with the HDCP Receiver before transmitting HDCP Content when encryption is
re-enabled.

Detection of any intervening hot plugs or hot unplugs during the time encryption is disabled
will require re-authentication.

5.2 Encryption/Decryption State Diagrams
Figure 5-6 and Figure 5-7 illustrate the state transitions of CMO and
CM1 while using DPES encryption signaling. This diagram is applicable to both HDCP
Transmitters and HDCP Receivers. As illustrated in Figure 5-6, detection of an SR symbol during
a line key calculation will result in the line key calculation to be abandoned and the frame key
calculation to begin (Transition G5:G2). Section 3 explains the HDCP Cipher clock rate relative to

the link symbol clock rate.
G1: G2:
GO: hdcpBlockCipherat  Frame Key G3: G4:
Idle Auth Calc Transfer to CM1 Update State
(Data Symbols or
Valid Bksv or  _ |Done . | Done - Control Symbols) n
Aksv received and Encryption Enabled
Reset CPSR | SR detected when
> elncryptlon enabled’ SR detected when encryption
Auth enabled or SR detected when
> < o Encryption Disabled encryption disabled
G5:
Line Key Calc
SR when |2one -
encryption
enabled

Link line boundary
and encryption enabled

A

Figure 5-6. CMO0 Encryption/Decryption State Diagram (DPES)
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Transition Any State:G0. Reset conditions or transitions into the unauthenticated state at the
HDCP Device cause the CMO encryption state machine to transition to the idle state.

State GO:1dle. The HDCP Cipher is free running and available for use as hdcpRngCipher. Refer to
Section 4.5 for an explanation of hdcpRngCipher.

Transition GO:G1. When a valid Bksv or Aksv is received by the HDCP Transmitter or HDCP
Receiver it begins the hdcpBlockCipher at authentication operation. Refer to Section 4.5 for an
explanation of hdepBlockCipher operation.

State G1:hdcpBlockCipher At Authentication. The Ry and M, values are computed as explained
in Section 4.5 using the hdcpBlockCipher.

Transition G1:G2. Successful completion of first phase of authentication transitions the CMO0
state machine into the frame key calculation state to perform the Initial Bootstrapping operation.

State G2:Frame Key Calculation. M; is computed in this state and a frame key is calculated
using hdcpBlockCipher as explained in Section 4.5. This operation is initiated at the end of
hdcpBlockCipher at Authentication or on detecting an SR at the link frame boundary when HDCP
Encryption is enabled as indicated by the transmission of the HDCP_Encryption_Control starting
36 MTPs before an SR or immediately preceding a back-to-back ACT/SR sequence with HDCP
Encryption Indictor bit set to 1. It must be completed within 128-clocks starting immediately after
hdcpBlockCipher at Authentication or after transmission/reception of SR symbol.

Transition G2:G3. The frame key is calculated within 128 clocks. At the end of the 128 clock
period, contents are transferred from BMO to BM1.

State G3:Transfer to CML. In this state register contents are transferred from BMO to BM1.

Transition G3:G2. Detection of an SR when encryption is enabled causes frame key calculation
using hdcpBlockCipher as explained in Section 4.5.

Transition G3:G0. After transfer to CM1, if encryption is currently disabled, the state machine
transitions to the idle state.

Transition G3:G4. Detection of valid data symbols or control symbols when encryption is
enabled causes this transition.

State G4:Update State. In this state, hdcpStreamCipher operation is implemented in CM0. LMO
and BMO are clocked with the re-key enable signal de-asserted thus causing their register states to
change for every clock. The 32-bit output from the output function OFO is not used.

Transition G4:G2. Detection of an SR when HDCP Encryption is enabled or disabled causes
frame key calculation using hdcpBlockCipher as explained in Section 4.5. Frame key calculation is
performed on detection of an SR when encryption is disabled to prepare the register states in BM1
so that encryption may be applied seamlessly when it is re-enabled. This is referred to as the
Encryption Disable Bootstrapping operation (see Figure 5-1). This operation is
implemented by HDCP Receivers after detection of SR when encryption is disabled. This
operation may be implemented by HDCP Transmitters as soon as encryption is disabled and the
link is still active and authenticated. If the link is unauthenticated, the CMO state machine in HDCP
Transmitters transition into the Idle state.

Transition G4:G5. When encryption is enabled, line key calculation is implemented using
hdcpRekeyCipher at the link line boundary as explained in Section 4.5.

Page 57 of 212



HDCP Amendment for DisplayPort 15 January, 2010
Revision 1.1 Digital Content Protection LLC

State G5:Line Key Calculation. A line key is calculated using hdcpRekeyCipher as explained in
Section 4.5. This operation is initiated at the link line boundary. It must be completed within 64-
clocks starting at the link line boundary.

Transition G5:G3. The line key is calculated within 64 clocks. At the end of the 64 clock period,
contents are transferred from BMO to BM1.

Transition G5:G2. Detection of an SR when encryption is enabled causes frame key calculation
using hdcpBlockCipher as explained in Section 4.5.

Transition G0:G2. Detection of an SR when encryption is enabled causes frame key calculation
using hdcpBlockCipher as explained in Section 4.5. This transition occurs when encryption is re-
enabled after it has been disabled and the Encryption Disable Bootstrapping operation has been

implemented.
D1: D2:
DO: Transfer Encryption/ D3:
Idle From CMO Decryption Update State
End of 128-clock_ IEncryption Enabled AND Data,
Reset key calc period ™ | symbols AND XOR Enabled
) (Encryption Enablgd AND Control Symbols) OR

1Auth - Encryption (Encryption Enabled ANDJData Symbols AND XOR Disabled)

Disabled
(Encryption Enabled AND Control Symbolg)
OR (Encryption Enabled AND Data Symbold
AND XOR Disabled)
e—Encryption Enabled AND Data
Symbols AND XOR Enabled
End of 64-clock or 128-clock
key calc period

«—End of 64-clock or 128-clock
key calc period

- Encryption Disabled
Encryption Enabled AND Data
Symbols AND XOR Enabled

(Encryption Enabled AND Control Symbols) OR
(Encryption Enabled AND Data Symbols AND XOR Disabled)

Encryption Disabled

Figure 5-7. CM1 Encryption/Decryption State Diagram (DPES)

Transition Any State:DO0. Reset conditions or transitions into the unauthenticated state at the
HDCP Device cause the CM1 encryption state machine to transition to the idle state.

Transition DO:D1. End of the 128-clock frame key calculation period in CMO causes the transfer
of block module register contents from CMO to CM1.

State D1:Transfer From CMO. Contents are transferred from BMO to BM1.
Transition D1:D0. When encryption is disabled as indicated by the transmission of the
HDCP_Encryption_Control starting 36 MTPs before an SR or immediately preceding a back-to-

back ACT/SR sequence with HDCP Encryption Indictor bit set to 0, the CM1 encryption state
machine transitions to the idle state.
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Transition D1:D2. When encryption is enabled, detection of valid data symbols in timeslots for
which XOR is enabled initiates encryption / decryption.

State D2:Encryption/Decryption. In this state, the data symbols are encrypted/decrypted using
hdcpStreamCipher operation which is explained in Section 4.5.

Transition D2:D3. Detection of control symbols when encryption is enabled causes this transition.
The transition also occurs when encryption is enabled and data symbols are detected in timeslots
for which XOR is disabled.

State D3:Update State. In this state CM1 performs hdcpStreamCipher computations which is
explained in Section 4.5; BMI is clocked thus causing its register states to change. HDCP
Encryption is not applied in this state.

Transition D3:D2. When encryption is enabled, detection of valid data symbols in timeslots for
which XOR is enabled causes this transition. hdepStreamCipher operation is implemented in CM1
as explained in Section 4.5 and the output data from OF1 is used for HDCP Encryption of data
symbols only.

Transition D1:D3. Detection of control symbols when encryption is enabled causes this transition.
The transition also occurs when encryption is enabled and data symbols are detected in timeslots
for which XOR is disabled.

Transition D3:D1. End of the 128-clock frame key calculation period or 64-clock line key
calculation period in CMO causes the transfer of block module register contents from CMO to
CML.

Transition D2:D1. End of the 128-clock frame key calculation period or 64-clock line key
calculation period in CMO causes the transfer of block module register contents from CMO to
CM1.

Transition DO:D2. When encryption is enabled, detection of valid data symbols in timeslots for
which XOR is enabled causes this transition. This transition occurs when encryption is re-enabled
after it has been disabled and the Encryption Disable Bootstrapping operation has been
implemented. The BM1 register states have been prepared as a result of the Encryption Disable
Bootstrapping operation and encryption may be applied seamlessly when it is re-enabled.

Transition D0:D3. Detection of control symbols when encryption is enabled causes this transition.
The transition also occurs when encryption is enabled and data symbols are detected in timeslots
for which XOR is disabled. This transition occurs when encryption is re-enabled after it has been
disabled and the Encryption Disable Bootstrapping operation has been implemented.

Transition D2:D0. When encryption is disabled, the CM1 encryption state machine transitions to
the idle state.

Transition D3:D0. When encryption is disabled, the CM1 encryption state machine transitions to
the idle state.
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6 Encryption Status Signaling in SST Mode

HDCP Encryption must be enabled by the HDCP Transmitter only when it is in an authenticated
state, at all other times HDCP Encryption must be disabled. Authenticated state for an HDCP
Transmitter is State A4. Authenticated states for HDCP Receivers are State B2 and State B3.
Authenticated states for HDCP Repeaters are State C2 and C3.

This section describes the DPES protocol implemented in the SST mode.

The DisplayPort transmitter inserts a blanking start (BS) symbol after each line of video is
transmitted including the last line of a frame. For audio only transmissions, a BS symbol is
transmitted every 8192 symbols per lane. Every 512" BS symbol is replaced by a scrambler reset
(SR) symbol. When encryption is currently disabled, BS and SR control symbols are transmitted.
When encryption is currently enabled, BS and SR control symbols are replaced by CPBS and
CPSR control symbols respectively.

Thus in DPES in the SST mode, detection of SR indicate that encryption is disabled and detection
of CPSR indicates that encryption is enabled. The decision to enable or disable encryption is made
by the downstream device on detection of a valid CPSR or SR respectively.

Devices compliant with DisplayPort-HDCP 1.0 and higher must support and use Enhanced
Framing Mode. Refer to the DisplayPort Specification for more details regarding enhanced
framing mode (see References).

6.1 Encryption Status Signaling and HDCP Cipher Operations
Frame re-key is done after
first phase of authentication 1% BS w/ encryption 2" BS replaced 513" BS replaced 514" BS replaced
to initialize BM1 enabled replaced w/ CPBS w/ CPSR w/ CPBS
w/ CPSR
Link

CMO

CM1

<25 R B S A
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Frame Stall ( Frame \/ \/ Line Update) ... I Update Frame
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Figure 6-1. Encryption Status Signaling and HDCP Cipher Operations

Figure 6-1 references the HDCP Cipher structure from Figure 4-1. As illustrated in the figure,
hdcpRekeyCipher (line re-key), hdepStreamCipher and hdcpBlockCipher (frame key calculation)
operations are performed in CMO and hdcpStreamCipher operations are performed in CMI1.
hdcpRekeyCipher operation must be completed within 64 clocks immediately following the
transmission/reception of CPBS and hdcpBlockCipher operation must be completed within 128
clocks immediately following the transmission/reception of CPSR. A series of dummy cycles are
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inserted during the 64 clock period and the 128 clock period since both hdcpRekeyCipher and
hdcpBlockCipher operations take less than 64 clocks and 128 clocks respectively to implement.
CMO is not clocked during the dummy cycle period.

Completion of the Ryand My computations during the first phase of authentication triggers frame
key calculation using the hdcpBlockCipher operation in CMO. This is done prior to enabling
HDCP Encryption to initialize the BM1 module. This is referred to as the Initial Bootstrapping
operation. Subsequent CPSR and CPBS transmissions are followed by hdcpBlockCipher and
hdcpRekeyCipher operations respectively in CMO0. hdcpBlockCipher operation must be completed
within 128 clocks and hdcpRekeyCipher operation must be completed within 64 clocks.
hdcpStreamCipher operations are implemented in parallel in CM1 during both the 64 clock period
and the 128 clock period and the 32-bit output data from OF1 is used for HDCP Encryption. The B
and K register contents are transferred from BMO to BM1 immediately at the end of the 64 clock
period and the 128 clock period. Figure 6-2 and Figure 6-3 illustrate the 4-lane frame key
calculation and 4-lane line re-key operations respectively using the BM0/BM1 functions and
interconnections depicted in Figure 6-4. Appendix A illustrates 2-Lane Frame Key Calculation and
Line Re-key timing diagrams for Phase 0 and 1 and 1-Lane Frame Key Calculation and Line Re-
key timing diagrams for Phase 0, 1, 2 and 3.
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Figure 6-2. 4-Lane Frame Key Calculation Timing Diagram
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Figure 6-4. BMO/BML1 State Transfer Schematic

After the transfer of B and K register contents, hdcpStreamCipher operation is performed in CMO.
LMO and BMO are clocked with the re-key enable signal de-asserted. The 32-bit output data from
OFO0 is not used for HDCP Encryption. BM1 is also clocked and performs hdcpStreamCipher
computations. Thus, the cipher states in CM0 and CM1 are in sync until the next hdcpBlockCipher
or hdepRekeyCipher operations are initiated in CMO, as illustrated in Figure 5-1.
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Figure 6-5. Preparation of BM1 Register States

Detection of SR causes encryption to be disabled. As illustrated in Figure 6-5, when encryption is
currently enabled, detection of SR causes the hdcpBlockCipher operation to be implemented
within 128-clocks following an SR. The B and K register contents are transferred from BMO to
BM1 immediately at the end of the 128 clock period. This serves to prepare the register states in
BMI1 so that encryption may be applied seamlessly on detection of a CPSR (i.e. when encryption is
re-enabled) provided there were no intervening hot plugs or hot unplugs between the time
encryption was disabled and re-enabled. This operation is referred to as Encryption Disable
Bootstrapping. Following the transfer, the CM0 and CM1 modules transition into an idle state until
encryption is re-enabled.

Encryption disable bootstrapping must be implemented by HDCP Receivers on detection of an
SR. In the case of HDCP Transmitters, encryption disable bootstrapping must not be implemented
if encryption was disabled due to the detection of a hot plug, hot unplug, link errors (e.g. link
integrity check failure) or any other event that causes the link to be unauthenticated. In all other
cases where encryption is disabled while the link is still active and authenticated, encryption
disable bootstrapping can be implemented by the HDCP Transmitter. If the HDCP Transmitter
chooses to not implement encryption disable bootstrapping, it must initiate re-authentication with
the HDCP Receiver before transmitting HDCP Content when encryption is re-enabled. Some
example scenarios where encryption disable bootstrapping may be applied include:

e  Video format changes at the HDCP Transmitter when protected content is flowing cause
the HDCP Transmitter to temporarily disable HDCP Encryption for a few frames.

e The HDCP Transmitter disables HDCP Encryption when instructed by the Upstream
Content Control Function and re-enables HDCP Encryption when CP is desired by the
Upstream Content Control Function.

In both these cases, encryption disable bootstrapping operation enables HDCP Encryption to
be applied seamlessly when it is re-enabled by the HDCP Transmitter without requiring any
re-authentication. Detection of any intervening hot plugs or hot unplugs during the time
encryption is temporarily disabled will require re-authentication.
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6.2 Encryption/Decryption State Diagrams
Figure 6-6 and Figure 6-7 illustrate the state transitions of CMO0 and CM1 while using DPES
encryption signaling. This diagram is applicable to both HDCP Transmitters and HDCP Receivers.
As illustrated in Figure 6-6, detection of a CPSR symbol during a line key calculation will result in
the line key calculation to be abandoned and the frame key calculation to begin (Transition
G5:G2). A CPBS symbol detected during frame key calculation is ignored. Section 3 explains the
HDCP Cipher clock rate relative to the link symbol clock rate.

G1: G2:
GO: hdcpBlockCipher at  Frame Key G3: G4:
Idle Auth Calc Transfer to CM1 _ Update State
(Data Symbols OR
Valid Bksv or  _ JDone o | Done o] Control Symbols,
Reset |Aksvreceived o "| AND Encryption
- CPSR Enabled
CPSR <> CPSR
1Auth OR SR
—> g Encryption
N Currently Disabled
: OR SR
Line Key
Calc
Done >
CPSR ] CPBS
< CPBS

Figure 6-6. CMO Encryption/Decryption State Diagram (DPES)

Transition Any State:GO. Reset conditions or transitions into the unauthenticated state at the
HDCP Device cause the CMO encryption state machine to transition to the idle state.

State GO:ldle. The HDCP Cipher is free running and available for use as hdcpRngCipher. Refer to
Section 4.5 for an explanation of hdcpRngCipher.

Transition GO:G1. When a valid Bksv or Aksv is received by the HDCP Transmitter or HDCP
Receiver it begins the hdcpBlockCipher at authentication operation. Refer to Section 4.5 for an
explanation of hdcpBlockCipher operation.

State G1:hdcpBlockCipher At Authentication. The Ry and M, values are computed as explained
in Section 4.5 using the hdcpBlockCipher.

Transition G1:G2. Successful completion of first phase of authentication transitions the CMO
state machine into the frame key calculation state to perform the Initial Bootstrapping operation.

State G2:Frame Key Calculation. M; is computed in this state and a frame key is calculated
using hdcpBlockCipher as explained in Section 4.5. This operation is initiated at the end of
hdcpBlockCipher at Authentication or on detecting a valid CPSR. It must be completed within
128-clocks starting immediately after hdcpBlockCipher at Authentication or after
transmission/reception of CPSR symbol.

Transition G2:G3. The frame key is calculated within 128 clocks. At the end of the 128 clock
period, contents are transferred from BMO to BM1.
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State G3:Transfer to CML. In this state register contents are transferred from BMO to BM1.

Transition G3:G5. Detection of a valid CPBS causes line key calculation using hdcpRekeyCipher
as explained in Section 4.5.

Transition G3:G2. Detection of a valid CPSR causes frame key calculation using
hdcpBlockCipher as explained in Section 4.5.

Transition G3:GO0. After transfer to CM1, if encryption is currently disabled or SR is detected, the
state machine to transitions to the idle state.

Transition G3:G4. Detection of valid data symbols or control symbols when encryption is
enabled causes this transition.

State G4:Update State. In this state, hdcpStreamCipher operation is implemented in CM0. LMO
and BMO are clocked with the re-key enable signal de-asserted thus causing their register states to
change for every clock. The 32-bit output from the output function OFO is not used.

Transition G4:G2. Detection of a valid CPSR or SR causes frame key calculation using
hdcpBlockCipher as explained in Section 4.5. Frame key calculation is performed on detection of
an SR to prepare the register states in BM1 so that encryption may be applied seamlessly on
detection of a CPSR. This is referred to as the Encryption Disable Bootstrapping operation (see
Figure 6-5). This operation is implemented by HDCP Receivers as soon as encryption is disabled
after detection of SR. This operation may be implemented by HDCP Transmitters as soon as
encryption is disabled and the link is still active and authenticated. If the link is unauthenticated,
the CMO state machine in HDCP Transmitters transition into the Idle state.

Transition G4:G5. Detection of a valid CPBS causes line key calculation using hdcpRekeyCipher
as explained in Section 4.5.

State G5:Line Key Calculation. A line key is calculated using hdcpRekeyCipher as explained in
Section 4.5. This operation is initiated on detecting a valid CPBS symbol. It must be completed
within 64-clocks starting immediately after transmission/reception of the CPBS symbol.

Transition G5:G3. The line key is calculated within 64 clocks. At the end of the 64 clock period,
contents are transferred from BMO to BM1.

Transition G5:G2. Detection of a valid CPSR causes frame key calculation using
hdcpBlockCipher as explained in Section 4.5.

Transition GO0:G2. Detection of a valid CPSR causes frame key calculation using
hdcpBlockCipher as explained in Section 4.5. This transition occurs when encryption is re-enabled
after it has been temporarily disabled and the Encryption Disable Bootstrapping operation has been
implemented.

Page 65 of 212



HDCP Amendment for DisplayPort 15 January, 2010
Revision 1.1 Digital Content Protection LLC

D1: D2:
DO: Transfer Encryption/ Da3:
Idle From CMO Decryption Update State

End of 64-clock or

128-clock Data Symbols »-|_Control
Reset key calc period = JAND Encryption | Symbols
Enabled

. < Data
Encryption o Symbols

auth | Curenty [Control Symbols £ 7 TAg
— 291 1 Dpisabled OR SR|AND Encryption

_ Enabled End of 64-clock or
- 128-clock
End of 64-clock or|  key calc period
o 128-clock
key calc period
SR

ol
-

Data Symbols AND
Encryption Enabled

Control Symbols AND
Encryption Enabled

ol
-

.

SR

Figure 6-7. CM1 Encryption/Decryption State Diagram (DPES)

Transition Any State:DO0. Reset conditions or transitions into the unauthenticated state at the
HDCP Device cause the CM1 encryption state machine to transition to the idle state.

Transition DO:D1. End of the 128-clock frame key calculation period or the 64-clock line key
calculation period in CMO causes the transfer of block module register contents from CMO to
CML.

State D1:Transfer From CMO. Contents are transferred from BMO to BM1.

Transition D1:D0. When encryption is currently disabled or SR is detected, the CM1 encryption
state machine transitions to the idle state.

Transition D1:D2. Detection of valid data symbols when encryption is enabled initiates
encryption / decryption.

State D2:Encryption/Decryption. In this state, the data symbols are encrypted/decrypted using
hdcpStreamCipher operation which is explained in Section 4.5.

Transition D2:D3. Detection of control symbols causes this transition.

State D3:Update State. Transition to this state happens on detection of valid control symbols. In
this state CM1 performs hdcpStreamCipher computations; BM1 is clocked thus causing its register
states to change. Control symbols are not encrypted and therefore HDCP Encryption is not applied
in this state.

Transition D3:D2. Detection of data symbols causes this transition. hdcpStreamCipher operation
is implemented in CM1 and the output data from OF1 is used for HDCP Encryption of any data

symbols only.

Transition D1:D3. Detection of control symbols when encryption is enabled causes this transition.
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Transition D3:D1. End of the 128-clock frame key calculation period or 64-clock line key
calculation period in CMO causes the transfer of block module register contents from CMO to
CM1.

Transition D2:D1. End of the 128-clock frame key calculation period or 64-clock line key
calculation period in CMO causes the transfer of block module register contents from CMO to
CML.

Transition D0:D2. Detection of data symbols when encryption is enabled causes this transition.
This transition occurs when encryption is re-enabled after it has been temporarily disabled and the
Encryption Disable Bootstrapping operation has been implemented. The BM1 register states have
been prepared as a result of the Encryption Disable Bootstrapping operation and encryption may
be applied seamlessly when it is re-enabled.

Transition D0:D3. Detection of control symbols when encryption is enabled causes this transition.
This transition occurs when encryption is re-enabled after it has been temporarily disabled and the

Encryption Disable Bootstrapping operation has been implemented.

Transition D2:D0. When SR is detected, the CM1 encryption state machine transitions to the idle
state.

Transition D3:D0. When SR is detected, the CM1 encryption state machine transitions to the idle
state.
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7 Renewability

It is contemplated that an authorized participant in the authentication protocol may become
compromised so as to expose the Device Private Keys it possesses for misuse by unauthorized
parties. In consideration of this, each HDCP Receiver is issued a unique set of Device Private
Keys, matched with a non-secret identifier (the KSV), referred to collectively as the Device Key
Set. Through a process defined in the HDCP Adopter’s License, the Digital Content Protection
LLC may determine that a set of Device Private Keys has been compromised. If so, it places the
corresponding KSV on a revocation list that the HDCP Transmitter checks during authentication.
Other authorized HDCP Receivers are not affected by this revocation because they have different
sets of Device Private keys.

The HDCP Transmitter is required to manage system renewability messages (SRMs) carrying the
KSV revocation list. The validity of an SRM is established by verifying the integrity of its
signature with the Digital Content Protection LLC public key, which is specified by the Digital
Content Protection LLC.

The SRMs are delivered with content and must be checked when available. The KSVs must
immediately be checked against the SRM when a new version of the SRM is received.
Additionally, devices compliant with HDCP 1.2 and higher must be capable of storing at least SkB
of the SRM in their non-volatile memory. The process by which a device compliant with HDCP
1.2 or higher updates the SRM stored in its non-volatile storage when presented with a newer SRM
version is explained in Section 7.2.

7.1 SRM Size and Scalability

A A
SRM Header . ) )
First-Generation Second- Nth-Generation
. . SRM Generation SRM
Vector Revocation Lists (VRLS) Max 5k Bytes SRM Max Size TBD
Max Size TBD
DCP LLC Signature
Vector Revocation Lists (VRLS)
DCP LLC Signature v
T
I
I
I
I
I
Vector Revocation Lists (VRLS)
DCP LLC Signature v

Figure 7-1. SRM Generational Format

As illustrated in Figure 7-1 , the size of the First-Generation HDCP SRM will be limited to a
maximum of 5kB. The actual size of the First-Generation SRM is 5116 bytes. For scalability of the
SRM, the SRM format supports next-generation extensions. By supporting generations of SRMs,
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an HDCP SRM can, if required in future, grow beyond the 5kB limit to accommodate more KSVs.
Next-generation extensions are appended to the current-generation SRM in order to ensure
backward compatibility with devices that support only previous-generation SRMs.

Table 7-1 gives the format of the HDCP SRM. All values are stored in big endian format.

Name Size (bits) Function
SRM ID 4 A value of 0x8 signifies that the message is for HDCP. All other values
are reserved
Reserved 12 Reserved for future definition. Must be 0x000
SRM Version 16 Sequentially increasing unique SRM numbers. Higher numbered
SRMs are more recent
SRM  Generation | 8 Indicates the generation of the SRM. The generation number starts at 1
Number and increases sequentially
VRL Length 24 Specifies the combined length of all vector revocation lists contained in
this SRM. The length is in bytes and includes the three bytes of this
field, the combined size of the vector revocation lists (only those
contained in the first-generation SRM), and the 40 bytes of the Digital
Content Protection LLC signature in the first-generation SRM
VRLs Variable. One or more VRLs, each in the format specified in the HDCP VRL
Max 40544 | format table below
(5068 bytes)
DCP LLC Signature | 320 A cryptographic signature of the SRM as defined by the Digital

Signature Algorithm (DSA), as described in FIPS Publication 186-1
dated December 15, 1998. The first 160 bits is the big endian
representation of the "r" value of the signature and the trailing 160 bits
is the big endian representation of the "s" value produced by DSA

Table 7-1. System Renewability Message Format

The SRM contains the vector revocation list, variable-length list of KSVs that belong to
compromised devices. The format of the revocation list is specified in Table 7-2.

Name Size (bits) Function

Reserved 1 Set to 0.

Number of Devices | 7 Specifies the number KSVs N in this list.

Device KSVs 40 * N Forty-bit KSVs follow the type/number byte. The first byte following the
type byte is the most significant byte of the first KSV in the list.

Table 7-2. Vector Revocation List Format

Page 69 of 212




HDCP Amendment for DisplayPort 15 January, 2010

Revision 1.1

Digital Content Protection LLC

Each subsequent next-generation extensions to the first-generation SRM will have the following

fields.

Name

Size (bits) Function

VRL Length

16 Specifies the combined length in bytes of all VRLs in this generation
extension, the 2 bytes of this field and the 40 bytes of the DCP LLC
signature

VRLs

Variable One or more VRLs, each in the format specified in the HDCP VRL
format table below

DCP LLC Signature

320 A cryptographic signature of the SRM as defined by the Digital Signature
Algorithm (DSA), as described in FIPS Publication 186-1 dated
December 15, 1998. The first 160 bits is the big endian representation of
the "r" value of the signature and the trailing 160 bits is the big endian
representation of the "s" value produced by DSA. The signature field is
calculated over all preceding fields of the SRM

Table 7-3. Next-generation extension format

Table 7-4 gives the cryptographic parameters used to verify the digital signature of the SRM.

Parameter

Value (hexadecimal)

Prime Modulus

d3c3£5b2£d1761b7018d75£79343786b17395b355a52c7b8ala24fc36a7058{f8e7fal 6415
00e0dca0d284821d969e4b4f34dcOcac7c7667b844c747d4c6b983e52ba70e5447cf35f40
4a0bcd1974¢3a10715509b3721530a73£3207b699820495¢7b9¢143275733b028249{d968
919542a39951c46edc2118c59802bf3287527

Prime Divisor ee8af2ce5e6db56acd6d14e297ef3f4df9c708¢e7

Generator 9285d1b6a4d52131ae43e2445delab502afdeaca9bed7315d56d766cd2786118f5dbl14ab
deca9d25162977da83effa88eedcobfeb37e1a90e29¢d0ca03d799¢92dd2945f778585f7¢8
35642c21ba7fb1a0b6be81c8aSe3c8ab69b21das54242c98e9b8aabda9dc251fa7dac29216f
e8b93f185b2f67405b69462442¢2ba0bd9

Public Key ¢70600526ba0b0863a80fbeOa3acff0d4f0d76658a1754a8¢7654755f15ba78d56950e4865

4f0bbde16804de1b541874db22e141031704db8d5cb2a417c4566¢27ba973c43d84e0da2
a708561e9ea48d87259038b16553e662435{t7fd5206e27bb7{tbd886c241095c¢8dc8d66f6
62cbd88f9df7e9b3fb8362a9f7fa36€53799

Table 7-4. Cryptographic Parameters for Verifying SRM

7.2 Updating SRMs
The stored HDCP SRM must be updated when a newer version of the SRM is delivered with the
content. The procedure for updating an SRM is as follows:

1. Verify that the version number of the new SRM is greater than the version number of the
SRM currently stored in the device’s non-volatile storage

2. If the version number of the new SRM is greater (implying that it is a more recent version),
verify the signature on the new SRM

On successful signature verification, replace the current SRM in the device’s non-volatile storage
with the new SRM. If, for instance, the device supports only second-generation SRMs and the new
SRM is a third-generation SRM, the device is not required to store the third-generation extension.
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Devices compliant with HDCP 1.2 or higher must be capable of storing at least SkB of the SRM
(First-Generation SRM).
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Timing Diagrams in MST Mode

Figure A-1 depict the frame key calculation timing for a 2-lane configuration. Figure A-2 depict
the frame key calculation timing for a 1-lane configuration.

Figure A-3 depict the 2-Lane line re-key timing diagrams. Figure A-4 depict 1-Lane line re-key
timing diagrams.

Figure A-5, Figure A-6 and Figure A-7 depict the initial frame key calculation timing for 1-lane, 2-
lane and 4-lane configurations respectively. In this situation both BMO and BM1 are initially
stalled after completing the initial authentication bootstrap operation.

Note: The states X, X;; etc in the timing diagrams indicate the BMO and BM1 register states at the
beginning of a particular cycle and are directly used to generate the corresponding encrypted
output at each cycle.
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Figure A-3. 2-Lane Line Re-Key Calculation Timing Diagram (Phase 1)
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Table B-1 gives facsimile key information for test purposes.

Transmitter Al

Transmitter A2

Receiver Bl

Receiver B2

Key
Selection b70361f714 43t72d5066 511ef2lacd e726971401
Vector
Key 0 4da45881131e69 | 9aabalf9ef907c | bcl3eOc75bf0fd | 93afelff4caled
Key 1 1£823558e65009 | 34a0407731d1d0 | ae0d2c7f76443b | efb49d4a25aded
Key 2 8a6a47abb9980d | 97c682992dc5d9 | 24bT2185a36c60 | €822d8a9335346
Key 3 £3181b52cbc5ca | da80caca68edl5 | f4bc6ecbed7a32f | 8812c3004e23d2
Key 4 TH14716896d8b4 | 1866d9b51462a6 | a72e69c5eb6388 | dc63ba78d94263
Key 5 e08bc97848881 | d9fc9599bb7498 | 7fa2d27a37d9f8 | 47ebdf52776Fd5
Key 6 a0d064c8112c41 | 7a062ac883F528 | 32fd3529deal3dl | 4bce49472e0464
Key 7 b39d5a28242044 | 15938c662af454 | 485fc240ccObae | 0479bed7732682
Key 8 b928b2bdad566b | ec3075e82d3ef2 | 3b9857797d5103 | c5F800fad716d5
Key 9 9la47b4abcedf6 | 536e376e7ffc49 | 0dd170be615250 | ¥53Fd67ba9b9ec
Key 10 560018205e9d58 | 51c83a6cbebll6 | 1a748be4866bbl | 6Fb3901e586712
Key 11 8c7fb706ee3fa0 | 79d44aelbd5Ff50 | F9606a7c348cca | 24c461520F1beb
Key 12 c02d8c9d7cbc28 | 674b2563e27393 | 4bbb037899eeal | 2038176d369ed7
Key 13 561261e54b9f05 | 7al357efc538a2 | 190ect9cc095a9 | 9ba9cd6a077a57
Key14 | 74f0de8ccaclcb | 6486e57ea46b02 | a821c46897447F | 5F2764b35c5591
Key 15 3bb8f60efcdb6a | Bdf27alce8a299 | la8albc4298a4l | ee32F1171F5356
Key 16 a02bbb16b22fd7 | dc8bdlfaS5b46b9 | aefc0853e62082 | d20a9e2f4d57fa
Key17 | 48218e46785498 | 27ef7lefef9b73 | f75d4a0c497bad | 439eb96d2daffo
Key 18 66ae2562274738 | 187599Ff603c947 | ad6495fc8a06d8 | 1c68df6f868aaf
Key 19 3d4952a323ddf2 | 023ae9da303ecb | 67c2020c2b2e02 | dd50d7551dc6fb
Key 20 €2d231767b3a54 | 3d1cf6533dea8e | 8f116bl18f4ae8d | 50b85379165c5F
Key2l | 4d58laede66125 | 34dd5525f1890c | e3053fa3e9fa69 | £45d64b097d6b5
Key 22 326082bf7b22F7 | 367dd774a07f4c | 37d8002881c7dl | alal54eO7adb4d
Key 23 T61b463530ce6b | cdc34c8a6f56dl | c3a5fd1cl5669c | 0755ea83e47e71l
Key24 | 360409f0d7976b | de3413927363a8 | 9e93d41e0811f7 | eldca26293efe4d
Key 25 alel05618d49f9 | 21b11c739f45b3 | 2c4074509eec6ec | €1092507ab8F45
Key 26 €98e9dd1053406 | 84440fadd28lac | 8b7fd819279b61 | 3d56680db98el5
Key 27 20c36794426190 | 10F7900c65fFef4 | d7caadalal06ce9 | 0ad49af413de66b
Key 28 964451ceac4fc3 | 30070704c8aal06 | 9297dcalf8cldb | 90a814bbf971a0
Key 29 3e904504e18c8a | T287cb4063cb9d | 5dlaaa99dead89 | 626b121ca0504f
Key 30 290010579c2dfc | 97033445a4d587 | 60cb56ddbaald9 | 00f9bb7a94ala7
Key 31 d7943b69e5b180 | 8051045091c10b | 85d4ad5e5FF2e0 | 485290cc5clba
Key 32 54c7eabbdd7b43 | d18f282074da20 | 1280161221df6éd | baa873c54fdedf
Key 33 74Fb5887c790ba | 2679298828400 | ca31a5f2406589 | 2d6a56233b8aba
Key34 | 935cfa364elde0 | a6f0b6042a3dd7 | 1d30e8chb198e6f | a60d0379512312
Key 35 03075e159allae | 3e5ddad097f5el | dlcl8bed07d3fa | 942582078dadb8
Key 36 05d3408a78fb01 | 3adl1f8a2e5958F | cec7ec09245b43 | 8395a4b022082F
Key 37 0059a5d7a04db3 | f025bb1c085d4f | b08129efedd583 | cb12fe97842b60
Key 38 373b634a2c9e40 | 0864213d6d50cl | 2134cf4ce286e5 | 282FFe78F2F95c
Key 39 2573bbb4562041 | 9018b0Off3abl70 | edeef9d099b78c | T6491F33c7ef53

Table B-1. Sample Device Keys
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Transmitter Device #1 examines the KSV of Receiver Device #1 and combines its own secret device keys that
correspond to the bit positions of all of the ones in the KSV. Receiver Device #1 examines the KSV of
Transmitter Device #1 and combines its own secret device keys that correspond to the bit positions of all of the
ones in the KSV. Table B-2 shows the 56-bit binary addition of keys performed by Transmitter Device #1 and
Receiver Device #1, and the corresponding equivalent values derived for Km and Km'.

Transmitter Device #1 Receiver Device #1

Sum of Keys Calculation Sum of Keys Calculation
Key 0 4da45881131e69 Key 2 24b12185a36c60
Key 2 8a6a47abb9980d Key 4 a72e69c5eb6388
Key 3 T3181b52cbc5ca Key 8 3b9857797d5103
Key 6 a0d064c8112c41 Key 9 0dd170be615250
Key 7 b39d5a28242044 Key 10 1a748be4866bbl
Key 9 9l1a47b4abced 6 Key 12 4bbb037899¢eeal
Key 11 8c7fb706ee3fal0 Key 13 190ect9cc095a9
Key 12 c02d8c9d7cbc28 Key 14 a821c46897447f
Key 17 48218e46785498 Key 15 1a8a0bc4298a41
Key 20 e2d231767b3a54 Key 16 aefc0853e62082
Key 21 4d581aede66125 Key 21 €3053fa3e9fa69
Key 22 326082bF7b22F7 Key 22 37d8002881c7d1
Key 23 T61b463530ce6b Key 24 9e93d41e0811F7
Key 25 alel05618d4919 Key 25 2¢c4074509eec6e
Key 26 €98e9dd1053406 Key 32 1280161221df6d
Key 27 20c36794426190 Key 33 ca31a5t2406589
Key 28 964451ceac4fc3 Key 34 1d30e8cb198e6f
Key 32 54c7ea5bdd7b43 Key 36 cec7ec09245b43
Key 36 05d3408a78fb01 Key 37 b08129efedd583
Key 38 373b634a2c9e40 Key 39 edeef9d099b78c
RESULT (Km): 5309c7d22fcecc RESULT (Km) 5309c7d22fcecc

Table B-2. Sample Km Calculation
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Sequence LFSR O LFSR 1 LFSR 2 LFSR 3 SH O SH 1 SH 2 SH 3
Load
1
2
3
47
48
Load 0x01e35 0x00040 0x025be 0x15429 01 01 01 01
1 0x01c6b 0x00081 0x04b7c 0x0a853 10 10 10 10
2 0x018d6 0x00102 0x096T18 0x150a7 00 01 11 01
3 Ox01llac 0x00204 0x02df0 Ox0alde 00 00 11 11
4 0x00358 0x00409 0x05be0 0x1429c 00 00 10 11
5 0x006b0 0x00812 0x0b7c0 0x08539 00 00 01 10
6 0x00d60 0x01024 0x06f81 0x10a72 00 00 00 01
7 0x01lacO 0x02049 0x0df03 0x014e4 01 00 00 00
8 0x01581 0x00093 0x0be07 0x029c9 10 01 00 00
49 0x01cbc 0x03218 0x05712 0x0ab75 10 10 01 11
50 0x01979 0x02431 0Ox0ae24 0x156eb 11 00 10 11
51 0x012f3 0x00863 0x05c48 0Ox0add7 10 01 01 10
52 0x005e6 0x010c6 0x0b891 0x15bae 01 10 10 01
53 0x00bcc 0x0218d 0x07122 0x0b75c 10 01 01 10
54 0x01799 0x0031a 0x0e245 0x16eb8 01 00 11 00
55 0x00f32 0x00634 0x0c48b 0x0dd70 10 10 01 10
56 0x01e65 0x00c69 0x08917 Ox1bael 00 01 11 01

Table B-3. LFSR Module (LMO) States During Al - B1 Authentication (REPEATER = 0)
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Sequence Kx Ky Kz Bx By Bz Output

(I23:01)

Load Ox22fcecc | 0x5309c7d | 0x0000000 | OxcO070403 | O0x271c130 | 0x0000034
1 0x000084c | OxFAS8FFF | Ox7f722dc | Oxa5d4b70 | Ox8ea8888 | 0x9f6066d | Oxbe70ee
2 0x0ed9f8a | 0xb444236 | O0x3b62e76 | Ox8Fa5383 | Ox5d17cd7 | 0x2e71e83 | 0x007023
3 0x70efOef | 0x9aal03f | Ox8aa659d | 0x49d0347 | Oxe71b545 | 0xd39af92 | 0Oxdd51b7
4 0Oxc8f3da5 | Ox8bbb85F | Ox58047e6 | Ox05add47 | Oxaf2ff95 | 0x4371447 | OxeaelOf
5 0x6b68710 | 0x1826042 | Oxc20a675 | 0x5693206 | 0xd034757 | Ox71f4c59 | Oxele624
6 0xd4c9cf4 | 0x0014506 | O0x6c11733 | OxF679cf3 | Oxbe06351 | Ox412aafc | 0x6104F9
7 0x2Ff2231 | 0x059031a | Oxd84c367 | Ox7c6878b | Ox735a2d2 | Ox2d4fba7 | 0x12c5e4d
8 0x1c13406 | 0x516F805 | 0x3e231f5 | Ox61F3f4d | Oxccb03b9 | 0x3030a78 | 0x9f08dc
41 0x7dc29a3 | 0x5895932 | 0x26047a5 | 0x12b9cbd | Oxe40581a | 0xc892F27 | Ox1lcfd71l
42 Oxba7d2b0 | Oxflcfeac | Ox36eb45d | Oxa8babOf | 0x083213e | 0x38FdOef | 0xb90F28
43 0xdd26650 | 0x29e8ca4 | Oxbf0109c | 0x04a0c9b | OxF8cd136 | Oxb6b8827 | 0xF32344
44 0x¥928c5b | Oxc70cecd | Oxcc71bb9 | 0x004c69F | OxF8cfb57 | 0x20d8664 | OxFf2c26
45 0x491d801 | OxF630446 | 0x43655F6 | 0x26727b8 | Oxb6866b1 | 0x48253F0 | Oxead81d
46 0x9281463 | 0x891c25b | 0x2c40al0 | Oxe2e3627 | Oxce25F1d | Ox6fd76d2 | 0x7cb35d
47 0x37ef335 | 0xbb8429b | Oxfad91lch5 | 0x8bb8770 | 0x94322d6 | Oxbc24el18 | Ox4ac7aa
48 Ox7bd96ba | Oxee950f7 | O0x749F3d9 | Oxc040e35 | 0x54294b7 | Ox1c61d8e | 0x37d937

Load 0xc040e35 | 0x54294b7 | O0x1c61d8e | Oxc070403 | 0x271c130 | 0x0000034
1 0x3772e0b | 0x6595cd5 | 0x93d46aa | Oxf5Flbea | Ox8ea8888 | O0x9f6066d | Ox5d74aa
2 Oxfcdc369 | 0x18F685a | 0x22626F1 | O0x48eclf7 | Ox5d17cd7 | 0x083878b | 0x1e60bc
3 0x67f044d | Oxd5eb45a | 0x8ca9144 | 0x034b338 | Ox3ac66a8 | 0xdc9e6f6 | 0x4c29b4
4 0x046af2c | 0x992df09 | Oxd7b21a9 | 0x845e47F | Oxce06983 | 0xc50059e | 0x1c3d69
5 Oxla7cl3c | Ox6aed6fb | 0x57ba318 | Oxea50517 | Oxc09dcdf | Oxcdbfl57 | 0x2d0855
6 0x82ffF268 | OxFd00a63 | OxF4c6T06 | Ox00bc25d | Oxb24cd67 | Oxa94407a | Oxddb851
7 0xe602372 | Oxedf1798 | Ox6487e18 | 0x47a81d0 | Ox3cabb73 | 0x90eeab7 | 0x5605dd
8 0xa251408 | Ox26cald4 | 0x2c8a821 | O0x700eced | Ox1f2ccf5 | Ox575decd | 0x44236d
49 Oxade5581 | Ox026eead | 0x58676ad | 0x19978d8 | 0x207678c | 0x552b693 | 0x65e697
50 Oxclcdfad | 0x29eb9e5 | 0x85864c6 | 0x3a260ed | Oxd817ab5a | Oxf2e4743 | Oxa34lef
51 0x75114c3 | 0x6923621 | O0xc5367fa | 0x4c7b24b | Ox4c7ad96 | Ox4bFl79e | Ox6c2f44
52 0x5e00del | Ox31lba2ec | 0x9352a05 | 0x21F7177 | OxlcelaB8a | Ox5Fe9127 | Oxdce5b0
53 Oxa8a8b05 | 0x470ad68 | 0x35c28f6 | Ox3eaf43f | 0x194bf81 | 0xb8d5477 | 0x14a02b
54 0x56a5801 | 0x5bd1d70 | O0xd724992 | OxF41fb7d | Ox6aafc2c | Ox3FfbFf3ef | 0x54c815
55 0x6c30c38 | OxF1l5bf0e | OxFc5799d | Oxb673b37 | O0x921bed4 | O0x956Fe75 | OxB8ae73d
56 0x8451307 | 0x58cff28 | 0x9ee2338 | 0x346ebe6 | 0x189def7 | OxFO4cbOe | Oxe0001c

subsequent

Table B-4. Block Module (BMO) States During Al - B1 Authentication (REPEATER = 0)

Note that the 8 MSBs (i.e., [31:24]) of OF0's output are never used and hence are not provided in this table and
authentication.

tables

that

provide

BMO
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Sequence LFSR O LFSR 1 LFSR 2 LFSR 3 SH 0 SH 1 SH 2 SH 3
Load
1
2
3
47
48
Load 0x018b1 0x03d0e 0x06ca0 0x14e60 01 01 01 01
1 0x01162 0x03ald 0x0d941 0x09ccl 00 10 11 00
2 0x002c4 0x0343b 0x0b282 0x13983 01 00 11 10
3 0x00588 0x02876 0x06504 0x07307 10 01 01 11
4 0x00b10 0x010ed 0x0ca09 0x0e60f 01 10 10 10
5 0x01620 0x021db 0x09413 Oxlccle 10 00 11 00
6 0x00c40 0x003b7 0x02826 0x1983c 01 10 10 10
7 0x01881 0x0076e 0x0504d 0x13078 11 01 00 11
8 0x01103 0x00edd 0x0a09a 0x060f10 11 10 01 10
49 0x005c3 0x016e4 0x0917e Ox1lefhd 01 00 00 01
50 0x00b86 0x02dc8 0x022fd Ox1df7a 00 01 00 00
51 0x0170d 0x01b90 0x045fb Ox1bef4 00 00 10 00
52 0x00elb 0x03721 0x08bfT6 0x17de9 00 00 00 10
53 0x01c36 0x02e42 0x017ed 0x0fbd3 01 00 00 01
54 0x0186d 0x01c84 0x02fda 0Ox1f7a6 11 00 00 00
55 0x010db 0x03909 0x05fh4 Oxlef4d 10 01 00 00
56 0x001b6 0x03212 0x0bf68 0x1de9b 01 00 10 00

Table B-5. LFSR Module (LMO0) States During A1 — B2 Authentication (REPEATER =0)
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Sequence Kx Ky Kz Bx By Bz Output
I23:0D

Load 0x089c923 | Oxfbaeed6 | 0XO000000 | OxadlOfe5 | Ox5e62a53 | 0x0000044
1 0x000ace8 | 0x2bbe222 | Oxa84ba32 | Oxf8ee8f0 | 0x4c79444 | 0x649180e | 0xb24463
2 Oxbe2db4d | Oxced43e8 | Ox6¢cf4chd | OxbObccb3 | Oxcd48eed | OxFbde86b | OxOFF14d
3 0x59aaal6 | Ox420acae | 0x948ddfl | Ox4f31d66 | 0x5e99939 | 0x8945bd4 | Ox5a7c22
4 0x6716€27 | Oxc7leabf | 0x728216a | 0x948e7ab | O0xb5980ca | 0x3969dfa | 0xe29870
5 0x2b8be74 | Oxc7b7cd8 | 0x1896efd | Oxdd99072 | Oxdd8b36e | 0x9005894 | 0x252d85
6 0x417F923 | OxF719e90 | 0xd5c1459 | OxdcObbaO | 0x6178407 | O0x066chb0a | 0x5195fFa
7 Ox6clfaa9 | OxF7175Fd | Ox50bb276 | Oxcafbc7c | 0x32a2ec3 | Oxa479ab9 | Oxced7dl
8 0x90a1447 | Oxad4dd26 | Ox59afdb6 | OxFa48546 | Ox6ebb9cf | 0x890acc2 | 0xd92360
41 0x456a8de | 0x218a73d | Oxefe8143 | Oxdb40d6f | Ox8adb81lb | Ox7¥17e90 | Ox4b2lal
42 0x5bb75c0 | 0x9e32509 | Oxcd4d66f | 0x94b2edc | Ox9laaaf6 | 0x3894216 | 0x537e81
43 0x692b31d | 0x40c7b06 | Oxeb692c8 | Ox5b4a26a | 0x7cOb63F | Oxb5e23ed | Ox71F997
44 Ox4ac7e44 | 0x584dad4 | 0x2606dca | Oxb41c724 | Oxde66448 | 0x90F07cO | Ox9b4cOf
45 0x995c381 | Oxe782e99 | 0x500545a | 0x296761d | Ox33b5aa8 | Oxd7c96dd | Oxcce274
46 0x2a39ef6 | 0xb3509f9 | Oxbd26dfe | OxF7d1275 | Oxd7972de | Oxalc5513 | Oxa9e2la
47 0xe937d30 | 0x7910780 | 0x03575d7 | Ox0e9e5a9 | 0x235c870 | 0x246431c | 0x8d7b49
48 0xb9af224 | 0x04c8a5f | 0x49c96bl | Ox1d0e8bl | 0x4e60d94 | 0x072bad0 | Ox1cfb4l

Load 0x1d0e8bl | 0x4e60d94 | 0x072bad0 | OxadlOfe5 | Ox5e62a53 | 0x0000044
1 Ox8adc6e8 | Oxb659cle | Ox70aebce | 0x4c36286 | 0x4c79444 | 0x649180e | Oxfeaeeb
2 0xe647934 | Ox7ec73a0 | Oxae2lcfc | Ox57c3737 | Oxcd48eed | 0x13l1lec75 | Oxe6e976
3 0xfa28037 | 0x602e4c5 | Oxcc87a66 | Ox1fe7698 | O0xF433b91 | 0x990c71a | Ox47ee81
4 0x0d609b0 | 0x76b0413 | Oxbb909ab | 0xc160202 | 0x2e4b770 | 0xd5b0319 | 0x09463e
5 0x812b473 | Ox00b1039 | 0x54e4007 | OxF9l4da7 | Oxbdl7a23 | 0x9746424 | 0x341d4a
6 0x91fb8aa | 0x6445ea6 | 0x8649c97 | Ox623F7e9 | OxF5e67b9 | 0xb986c8a | 0x61bed5
7 0x88d8719 | Ox4f9eab7 | 0x5195717 | Ox2F6bF08 | Ox42af423 | OxO0F517b2 | 0x38c278
8 0x4e72913 | Ox5e4a60f | Oxef64d8e | Oxa7afa70 | 0x46d5F5F | 0x8599680 | 0x366d9F
49 0Ox4dda715 | Ox5cf4582 | 0x66dc877 | Ox4e69fc3 | 0x6790add | 0x692ce89 | 0x40f21c
50 0x4db2b7F | OxFfb2¥397 | Ox76dedec | Ox20ef253 | Ox8le7d6b | OxFOb76F9 | 0x9c8062
51 0x6f8bf8a | Ox0579c7f | Oxa79d4cc | OxF23684b | 0x79e04b8 | 0x71c4515 | Oxef455b
52 0x57b4273 | Ox7cc013c | Ox4a37Ffd9 | Oxa63el183 | 0x13F3943 | Oxaf26eed | 0x9b00a8
53 0Ox6a718ef | 0x43667bb | 0x91c7a99 | 0x9383356 | 0x3F262d4 | Oxdad4l1l6b4 | Oxbee7d2
54 0x5764€30 | Oxca377a9 | Ox6lcb7fc | Ox75526¢c2 | 0x5439e56 | Oxc8e2a8a | 0x168b9b
55 0Oxlaac873 | 0xF9340e8 | Ox0ced402a | 0x8504037 | 0x18ad8b4 | 0xb818ef9 | OxFb2F46
56 0x365eb8d | 0x02468c0 | 0x31071lef | Ox01c71Ff2 | Oxc7ac9e7 | OxclffFcOl | Ox65c49d

Table B-6. Block Module (BMO) States During Al — B2 Authentication (REPEATER = 0)
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Sequence LFSR O LFSR 1 LFSR 2 LFSR 3 SH 0 SH 1 SH 2 SH 3
Load
1
2
3
47
48
Load 0x0192e 0x01df¥7 0x077b8 0x02c9b 01 01 01 01
1 0x0125c 0x03bef 0Ox0ef71 0x05936 11 00 10 10
2 0x004b8 0x037df 0x0dee3 0x0b26¢c 11 10 01 01
3 0x00970 0x02fbf 0x0bdc7 0x164d8 01 11 00 11
4 0x012e0 Ox01F7f 0x07b8e 0x0c9b0 11 01 01 10
5 0x005c1 0x03eff 0Ox0f71d 0x19360 01 10 10 11
6 0x00b82 0x03dfe 0x0ee3b 0x126c¢c1 00 01 11 10
7 0x01705 0x03bfd 0x0dc76 0x04d82 00 00 11 01
8 0x00e0b 0x037fb 0x0b8ed 0x09b04 00 00 10 10
49 0x016ef 0x004ea 0x08ffb 0x18374 01 11 11 10
50 0x00dde 0x009d4 Ox01FfF7 0x106€e8 10 11 11 01
51 0x01bbd 0x013a9 0x03fee 0x00ddo 01 01 11 11
52 0x0177b 0x02753 0x07fdd 0x01ba0 00 10 11 11
53 0x00ef6 0x00eab Ox0ffbb 0x03740 01 01 01 11
54 0x01l1dec 0x01d4d OxOfF77 0x06e81 10 11 00 11
55 0x01bd9 0x03a%9b OxOfeef 0x0dd02 01 01 10 01
56 0x017b3 0x03537 OxOfddf 0x1ba04 10 11 01 00

Table B-7. LFSR Module (LMO) States During A2 — B1 Authentication (REPEATER =0)
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Sequence Kx Ky Kz Bx By Bz Output
(I23:01)

Load Oxbec1205 | Ox4afe34d | 0xO000000 | Ox1c66e07 | Oxbec2bb0 | 0x0000083
1 0x888e2ea | 0x414b444 | 0x97a0589 | OxFO87578 | 0x3d5b332 | Ox610F071 | 0x001a91
2 0x4625e41 | Oxcd48c5F | 0x3a77722 | Ox17b01a9 | 0x0638644 | Oxb71a3c5 | 0x892758
3 0xc9402d8 | Ox5ce2e8b | 0x2d46dd1l | Oxchba2da3 | Ox45c8159 | Ox0c27e9f | Oxd3c6el
4 Ox9f4f7b0 | Ox4c9fc33 | 0x7975e63 | Oxbla5clf | 0x37140d4 | Ox78fF6cfb | Ox916FF8
5 Oxab52c6b9 | OxOablbea | Ox3f59b80 | Ox66¢c7cde | Oxef8ab601 | Oxd5F6819 | 0x21475c
6 0xe828e8c | Ox1f4fe28 | Oxfae9ca | Oxa6el944 | 0x11989fd | 0x4338020 | 0x729008
7 0x3d9656TF | 0x9313d6c | 0xd525839 | 0x3d3cf97 | Ox2d456aa | 0x5592482 | 0x2c2762
8 0x0b5904fF | Oxel68cOe | 0x8549a6¢c | 0x8e384cb | OxFd25FF0 | 0x40578b4 | Oxa66b25
41 OxF907779 | Ox8add56d | Oxa2bf28b | Oxb6d2591 | Ox8cbel63 | Ox1db3ce9 | Ox55F6F1
42 Oxbb149e8 | 0x34b44fe | 0xe899a28 | Ox7ec27a0 | Oxbdae914 | Oxbcc46bf | Oxb1lc490
43 0x852bc22 | 0x30c541b | Ox4ba8adO | Oxbacaa81 | OxF2df6bc | Ox7796efa | 0x134543
44 Oxe0dcc66 | 0x3380692 | Ox2f59c16 | Ox5875f9a | Ox03eal6f | Ox80Obc2ab | OxF8b3c8
45 Oxbd69a67 | 0x11e9f3b | Oxb0d15db | Oxcd318e7 | Oxbcace72 | Ox5aa586F | 0x49d410
46 0x992aba4 | 0x79ccd6ec | 0x374d0da | 0x4a507c8 | Oxd761F3d | 0x3849c30 | 0x4d30b7
47 0x02d7a9c | 0x69e0827 | 0x75c491b | Ox1c3734c | Oxlebaf33 | OxBebeled | 0x9df48b
48 0x28d5897 | Ox4f55c34 | Ox1bf2686 | Ox1df792e | Ox2c9bef7 | Ox07b1cOf | Oxebdeef

Load 0x1df792e | Ox2c9bef7 | OxO07b1lc9f | Ox1c66e07 | Oxbec2bb0 | 0x0000083
1 Oxfd88a6c | Oxlaec3ba | 0x548b6d5 | OxFb705c6 | Ox3d5b332 | Ox610F071 | Ox636064
2 0x0876369 | Ox710f070 | O0x03a9952 | Ox68afa97 | 0x0638644 | 0x2a048b2 | 0x3a375c
3 OxFdcf763 | 0x64400d6 | 0x6888c5c | Ox81F7bc9 | Oxab26achb | 0x5146df0 | Ox1b8dbf
4 0x0cb1f80 | 0x6710244 | 0xd810320 | Ox8a558ef | Oxc4934bb | Oxfcbe390 | Ox2fbas5d
5 Ox7a77bbl | 0x545b44d | Oxacc6cl? | Oxefcl031 | Ox8a7bd55 | Ox6¥02498 | Ox66bded
6 0x629697d | Oxdc585bb | Ox5b8F82d | 0x9e3cd09 | Oxe34bee9 | Oxad76510 | 0x9b04ab
7 0x2d0fd29 | 0x6095002 | 0x10fd4dl | Ox16lafae | 0x9356147 | OxF76daf9 | 0x9467c6
8 Ox7745FF4 | Oxddcd316 | 0x042bd5c | Ox9ccOfc2 | 0x7262896 | Ox73c7ad4 | Oxa7a735
49 0x3e266d1l | 0xc895108 | Ox65cffa5 | OxbbF95cd | Ox063edad | Ox9F1843e | Oxd2alf8
50 Oxlaff812 | Oxc8cc3bb | 0x2e34b69 | 0x548d48b | Ox0fc340a | Ox7cad499b | Oxdeebeb
51 Oxeb214ef | Ox067b1f8 | 0x19c630a | Oxe7cOadd | Ox66F4697 | Ox541cbf6 | Ox4420a7
52 0x2403450 | 0x5331c0l | 0x59F99e8 | 0xa39e281 | Ox8971dfl | Ox4c21780 | Ox9f6el2
53 0x96b81F7 | Oxc44F275 | 0x3e91d6e | 0x644040d | Oxd338ede | OxOafa6f2 | Oxd38ele
54 Oxaf435aa | Ox8bab5ab2 | 0x90519F8 | 0x72a4777 | 0xc552143 | 0x2630971 | Ox6¢c91F6
55 0x011f064 | OxOa7aa39 | 0x072d48d | 0x2802af7 | 0x15041a9 | Oxea862e3 | 0x34d8ae
56 0x7532414 | 0x0a296c3 | 0xa5510cl | 0x6891el0 | 0x5316410 | 0x45elcl0 | 0x354c25

Table B-8. Block Module (BMO) States During A2 — B1 Authentication (REPEATER = 0)
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Sequence LFSR O LFSR 1 LFSR 2 LFSR 3 SH O SH 1 SH 2 SH 3
Load
1
2
3
47
48
Load 0x01e82 0x0399%e 0x0ef5b 0x11963 01 01 01 01
1 0x01d0o4 0x0333c 0x0deb7 0x032c7 00 10 10 10
2 0x01a09 0x02678 0x0Obd6f 0x0658e 00 01 01 00
3 0x01413 0x00cT0 Ox07adf 0x0cblc 01 10 10 00
4 0x00827 0x019e1 OxOf5bf 0x19638 11 00 11 00
5 0x0104e 0x033c2 0x0eb7e 0x12c71 10 10 10 01
6 0x0009d 0x02785 0x0d6fd 0x058e3 01 11 01 00
7 0x0013b 0x00f0b Ox0Oadfthb 0x0blc7 10 11 10 10
8 0x00276 0x01el7 0x05bf¥7 0x1638e 00 11 01 01
49 0x0055e 0x02e73 0x08f69 0x07085 11 00 11 10
50 0x00abd 0x01l1ce7 0x01ed3 0x0el0b 11 01 01 01
51 0x0157b 0x039cfT 0x03da6 Ox1c217 11 11 00 11
52 0x00af6 0x0339f 0x07b4c 0x1842f 10 11 01 10
53 0x015ed 0x0273f 0x0f699 0x1085e 01 01 10 01
54 0x00bdb 0x00e7f 0x0ed32 0x010bc 00 10 11 00
55 0x017b6 Ox01cff 0x0da64 0x02179 00 00 11 01
56 0x00f6ce 0x039fe 0x0b4c8 0x04213 10 00 01 11

Table B-9. LFSR Module (LMO0) States During A2 — B2 Authentication (REPEATER =0)
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Sequence Kx Ky Kz Bx By Bz Output
I23:0D

Load 0xb8676a7 | 0xa423d78 | 0XxO000000 | Ox406a74d | Ox51F7175 | 0xO0000003
1 0x666e2c6 | Ox1fb7111 | OxB802f1c8 | OxF7fledb | Ox7052777 | OxOF40723 | OxF05140
2 0x222564c | Oxeacf83b | 0x56392e2 | OxF8c5faf | 0x9e2408b | Ox787caa9 | 0x91937d
3 0x3a7d9e3 | 0x39004ba | Ox11f7aba | Oxd50bb43 | 0x88db561 | 0x91040c2 | 0x026852
4 0x47614d8 | 0x6494d8a | Ox3b4f25b | 0x4395a00 | 0x53d0514 | Oxe2e383d | 0x3bc587
5 Oxdb4elde | Ox845a7cc | Oxbf7698d | Oxbeab442 | Oxbelbllf | Ox6a72f32 | O0xb649af
6 0x9f50e9a | O0x72b9f8a | 0xe83d832 | Ox2446aal | 0x2711b9c | Oxcddald2 | 0x76b8c5
7 0Ox3ealbc9 | Ox2ef84ca | 0x8b460ed | OxFF20d53 | Ox0d6acld | Ox45a75c4 | Oxlcfbal
8 0x16166F2 | Oxaa7c2ef | Ox1d92ed2 | 0x962b376 | O0x2b810f5 | 0x085c932 | 0x34494d
41 Ox2b7ad4ee | Ox76aacab | 0x990b686 | 0xel19348b | OxFeab035 | Oxa9afafO | 0x37e446
42 0x2420fda | Oxc71cbcb | Oxd3a43cf | 0x3b01c23 | Oxa98bd4f | 0x4c62274 | 0x58a13F
43 0x1b38c46 | Ox7b286a6 | 0x1d6e079 | Ox7fd5ddl | Oxd04a459 | 0x7c16c08 | 0xd854bb
44 0x9eccl74 | 0xa97266e | 0xal62b3f | Oxbab8ead | OxFF58F91 | Ox7740eea | Ox5b3ceb
45 0x039d3b7 | 0x039e9b4 | Oxbc7dd68 | OxFalalce | Oxb752298 | Oxb13d8cF | Oxdf6e53
46 0x5096513 | Oxc3ac236 | Ox4addal7 | Oxdc0290a | OxFF95916 | Ox9f7e6f6 | Ox1ldbded
47 OxcOf65b9 | Ox566da3d | Ox55dab36 | 0x179735F | 0x586589a | Oxba7cd32 | 0xc580c5
48 0x83Ff87F0 | Oxd6f60el | OxbOFfacc | 0x799ee82 | 0x1963deb | Oxd2ecfc7 | 0x531799

Load 0x799ee82 | 0x1963deb | Oxd2ecfc7 | 0x406a74d | Ox51F7175 | 0xO000003
1 Oxc4e8fF1l | 0x68b3b95 | 0x5a86976 | 0x3729648 | 0x7052777 | OxOF40723 | Oxdal9ca
2 0xf2c964d | 0x2F49256 | 0xBec9541 | Oxb06dc21 | 0x9e2408b | Ox11e91dc | Oxa8a0b8
3 0x26464e7 | 0xab964b8 | 0xc6112c9 | Ox72cfc92 | Ox4417ad5 | Oxcllc247 | 0xe28985
4 0x3b7c3f4 | 0x20c212b | Ox5a8464d | 0x235Fdd1l | Oxc5a1984 | 0x7152f6d | 0x8d3851
5 0x0c23381 | 0x1700053 | 0xF79219e | 0x593da63 | Oxc1l8c5f2 | Oxaeclbce | 0xb484bf
6 0x6c9733a | Oxaa9fab7 | Ox3FF3223 | 0x3295feb | 0x8e7c3b9 | 0x394597d | 0x30ed7d
7 Oxf811f2c | Ox5e2ced9 | Ox7d2acab | 0xed469c78 | OxacclOda | Oxba93ae2 | Oxa60a41l
8 Ox1led5c78 | 0xc42186b | 0xc39983c | 0x0c80d4e | Oxccbafel | 0x235FF24 | Ox25ab7F
49 0x7d252c0 | Ox081db0Oe | 0x329083e | 0x3036a4c | 0x4c638fc | 0x9042db0 | 0x9c7024
50 Oxbaleaa9 | 0x1c0b139 | Ox9f56b08 | 0x4771510 | Ox4F22c73 | Ox6321Faf | 0x4732f1
51 0x531015d | Oxe8cd792 | Oxceb6ab5l | 0x9327e2f | Oxd768e6e | Ox5ca36be | 0x45edc6
52 0xdl1a375c | 0xd925c31 | 0xc37b8b1l | 0xb098639 | 0x8316b0OF | Ox7e66ad9 | 0x62404c
53 0xb0a7396 | Oxd77e370 | Oxc279el0 | Ox0b2b48e | Ox3e28ad6 | 0xbb19243 | Oxc8d05d
54 0xd5c53b3 | Ox9fh7633 | Oxb69ebda | 0x88af562 | 0x5¢c2925d | 0x8b95F94 | 0x5c8c26
55 0x33dc74d | Ox9b22ce5 | Oxfdbece8 | 0x2de6F79 | Oxab859d1 | Ox9fbbcfb | 0x4f378a
56 0x96549f5 | 0x5e909b2 | Oxcd1638Ff | Ox7ed9156 | Ox95FcT36 | Oxad455e43 | 0xd5126e

Table B-10. Block Module (BMO) States During A2 — B2 Authentication (REPEATER =0)
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Sequence LFSR O LFSR 1 LFSR 2 LFSR 3 SH O SH 1 SH 2 SH 3
Load
1
2
3
47
48
Load 0x01e97 0x01d48 0x03d90 0x1bc60 01 01 01 01
1 0x01d2f 0x03a91 0x07b21 0x178c0 10 10 11 00
2 0x0la5f 0x03522 0x0f642 0x0f180 01 01 11 10
3 0x014be 0x02a45 0x0ec85 0x1e301 11 00 11 01
4 0x0097d 0x0148b 0x0d90a 0x1c602 11 01 10 11
5 0Ox012fa 0x02916 0x0b215 0x18c05 11 11 00 11
6 0x005f4 0x0122d 0x0642a 0x1180a 01 11 10 01
7 0x00be9 0x0245b 0x0c855 0x03015 10 11 01 10
8 0x017d3 0x008b6 0x090ab 0x0602b 01 10 11 00
49 0x01F26 0x01bal 0x004d1 0x01lebl 01 10 01 00
50 0x01le4d 0x03742 0x009a3 0x03d62 11 01 10 00
51 0x01c9a 0x02e84 0x01346 0x07ac5 11 10 01 10
52 0x01935 0x01d09 0x0268d 0x0f58b 11 01 10 11
53 0x0126b 0x03al2 0x04d1b Ox1eb16 10 10 11 10
54 0x004d7 0x03424 0x09a37 0x1d62d 00 01 11 11
55 0x009ae 0x02849 0x0346f Oxlacbb 00 10 01 11
56 0x0135d 0x01093 0x068df 0x158b7 00 00 11 01

Table B-11. LFSR Module (LMQ) States During Al — B1 Authentication (REPEATER =1)
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Sequence Kx Ky Kz Bx By Bz Output
(I23:01)

Load Ox22fcecc | 0x5309c7d | 0xO000000 | OxcO070403 | Ox271c130 | 0x0000134
1 0x000084c | OxFAS8FFT | Ox7f722dc | Oxa5d4b70 | Ox9fb9989 | 0x9F6066d | Oxbe70ee
2 0x0ed9f8a | 0xb444236 | 0x3b62e76 | 0x614bd63 | 0x1d52893 | 0x2e71e83 | 0x102031
3 0x70efOef | Ox9aal03f | Ox8aab659d | Oxe37a3ed | Ox6el7dcd | Ox861926F | OxFF57a7
4 0Oxc8f3da5 | 0x8bbb85F | 0x58047e6 | Ox0edOc42 | 0xe3299e6 | Oxb4a6b97 | Oxb351be
5 0x6b68710 | 0x1826042 | O0xc20a675 | Ox7e45c24 | 0xc398d39 | 0xa08a2f8 | 0x785499
6 Oxd4c9cf4 | 0x0014506 | Ox6cl11733 | 0x1395270 | OxFl5cafa | Ox1ell76c | Oxe2b59c
7 Ox2Ff2231 | 0x059031a | Oxd84c367 | 0x2769c98 | 0x7d0946d | OxObflb6a | Oxaaal09
8 0x1c13406 | 0x516F805 | 0x3e231f5 | 0xe99e086 | Oxde5a665 | 0x22dff84 | Ox2celf3
41 0x7dc29a3 | 0x5895932 | 0x26047a5 | 0x0755719 | 0x935cftbf | Oxb95d7e0 | Ox24el5b
42 Oxba7d2b0 | Oxflcfeac | Ox36eb45d | 0x2a92c58 | 0x699d93d | 0x0eb7293 | 0x87309b
43 0xdd26650 | 0x29e8ca4 | Oxbf01l09c | OxFa8cacO | Ox1e322dc | Ox01leObb2 | OxbOF7F3
44 0x¥928c5b | Oxc70cecd | Oxcc71bb9 | Ox9b0f0e5 | 0x89e6139 | 0x613balb | 0x800977
45 0x491d801 | Oxf630446 | 0x43655F6 | 0x4b35863 | 0x06237ac | Oxca3aa9e | Ox4fddid
46 0x9281463 | 0x891c25b | 0x2c40al0 | OxdOdb4ac | OxO7cab5ad | 0x3745efl | Ox4Fd875
47 0x37ef335 | 0xbb8429b | Oxfad9lc5 | Ox1fOf4dc | OxcbOf7af | 0x9858087 | 0x08d905
48 Ox7bd96ba | Oxee950f7 | Ox749F3d9 | 0x1d48e97 | Oxbc607b2 | 0x98d9b45 | 0x224715

Load 0x1d48e97 | Oxbc607b2 | 0x98d9b45 | Oxc070403 | Ox271c130 | 0x0000134
1 0x371f49a | Ox53afabd | 0x1648023 | Ox7¥3108b | Ox9fb9989 | 0x9f6066d | Ox7ccafe
2 0x3271bde | Ox7c7ab77 | Ox269baee | 0x879d9dd | 0x1d52893 | 0x40ef6b9 | OxF3e3bb
3 0x76928cd | 0x3c0c4le | O0x3ddb777 | Ox56affo8 | Ox80F974f | Ox6ed848c | 0x387685
4 0xcb38955 | Ox45F4b5a | 0x44b09f0 | 0x84F827e | Oxd8421d6 | 0x756a06d | Oxcac318
5 0x7e05951 | Ox7b4b7ce | Ox77213e7 | 0x8a65060 | 0x41308c0 | 0x172¥316 | Oxbba079
6 OxF43b422 | 0x63ba5f7 | 0x15664df | Oxa546191 | Ox6e221b2 | 0x5b52502 | 0x15723b
7 0x02539F7 | 0x43b1c83 | Oxc6fbabe | Ox8c6d674 | Ox4234c5a | 0x64478ee | 0x6d962d
8 OxF69c689 | Oxc41f360 | 0x04591c2 | Oxde7ed4f0 | Ox803e2ed | Ox532a599 | Oxa8de7e
49 Ox7bfofa7 | Ox1la284c6 | Ox739Fd87 | Ox461f4al | OxF717fel | Ox32bla29 | OxF7F563
50 Oxd779ca4 | Oxef3a891 | 0x60780be | Oxaalce2e | 0x9754a31 | OxObObbfc | 0x664b98
51 0x900446F | 0x80e9401 | Oxc3bflfb | OxFebca94 | Ox4e6d371 | Oxe3b1944 | Oxdldc3b
52 0x83b3ab9 | 0x66e50bb | 0xe8c834c | Oxea84947 | Ox53787ed | 0xd15995d | Oxc6c650
53 Oxd17e23d | OxFd8c2ef | 0x618168a | 0x5091ea5 | Ox9e567al | Ox6b37e87 | 0x49372d
54 Ox6ccY9afa | 0x560a656 | 0x3ddO0e24 | 0xc214d9d | Ox71be498 | 0x3040f5e | OxOe3dce
55 Oxcb2c184 | Oxdc614f7 | 0x5d3ee63 | OxObba955 | 0xaad48398 | Oxaf78le4 | 0x6438bb
56 0x692a85F | Oxde2a833 | OxFF731le2 | Oxafal960 | Oxc8a6055 | Oxbcc4562 | 0x85e78F

Table B-12. Block Module (BMO) States During Al — B1 Authentication (REPEATER = 1)
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Sequence LFSR O LFSR 1 LFSR 2 LFSR 3 SH O SH 1 SH 2 SH 3
Load
1
2
3
47
48
Load Ox0laaa 0x0154c 0x0278b 0x0b789 01 01 01 01
1 0x01555 0x02a99 0x04f17 0x16¥13 10 10 10 11
2 0x00aaa 0x01533 0x09e2f 0x0de26 01 01 11 01
3 0x01554 0x02a66 0x03che Ox1bc4c 00 10 11 10
4 0x00aa8 0x01l14cc 0x078bd 0x17898 00 00 11 11
5 0x01550 0x02999 0Ox0fl7a 0x0f131 00 00 10 11
6 0x00aa0 0x01332 0x0e2f4 0x1e262 01 00 00 11
7 0x01540 0x02664 0x0c5e9 Ox1lc4c4 10 10 00 10
8 0x00a81 0x00cc9 0x08bd2 0x18989 01 01 01 00
49 0x00c45 0x01b77 0x08130 0x052e4 00 01 00 01
50 0x0188b 0x036ef 0x00260 0x0a5c9 01 00 01 10
51 0x01117 0x02dde 0x004c1 0x14b93 00 01 00 01
52 0x0022f 0x01bbc 0x00982 0x09727 01 00 01 00
53 0x0045e 0x03779 0x01304 0x12e4f 11 00 10 00
54 0x008bc 0x02et2 0x02608 0x05c9e 10 10 01 00
55 0x01179 0x01de5 0x04c10 0x0b93d 01 00 10 10
56 0x002f3 0x03bch 0x09821 0x1727b 10 00 00 11

Table B-13. LFSR Module (LMQ) States During Al — B2 Authentication (REPEATER =1)
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Sequence Kx Ky Kz Bx By Bz Output
I23:0D

Load 0x089c923 | Oxf6aee46 | 0x0000000 | OxadlOfe5 | Ox5e62a53 | 0x0000144
1 0x000ace8 | 0x2bbe222 | 0xaB84ba32 | OxFf8ee8F0 | 0x5d68545 | 0x649180e | 0xb24463
2 Oxbe2db4d | Oxced43e8 | Ox6¢cf4chd | 0x5e52253 | 0x8d0daal | Oxfbde86b | Ox1fals5f
3 0x59aaal6 | Ox420acae | 0x948ddfl | Oxe59bdcc | Oxd7951bl | 0x092c03c | 0x787a32
4 0x6716€27 | Oxc7leabf | 0x728216a | 0x84926be | Oxcaad80c | Oxec3a8a5 | OxF27cef
5 0x2b8be74 | Oxc7b7cd8 | 0x1896efd | Ox7d66727 | Ox5¢c571F8 | 0xB8069a85 | 0x88a3ad
6 0x417¥923 | OxF719e90 | 0xd5c1459 | 0x76bb30d | 0x5333af4 | 0xal8c913 | O0xd01flb
7 Ox6clfaa9 | OxF7175Fd | Ox50bb276 | Oxd91bfad4 | Oxla7d561 | 0x456e67c | Oxdc6f7c
8 0x90a1447 | Oxad4dd26 | 0x59afdb6 | 0xa59b390 | 0x1794cd7 | 0x3453dff | 0x9276f6
41 0x456a8de | 0x218a73d | Oxefe8143 | 0x4705e66 | 0xaOab473 | 0x77d249d | 0x40cbal
42 0x5bb75c0 | 0x9e32509 | Oxcd4d66f | Ox4d4ale2 | 0x02b580F | 0x2b49a78 | 0x1a3445
43 0x692b31d | 0x40c7b06 | Oxeb692¢c8 | 0x0d36661 | 0x3a20cl13 | 0x8cf85c3 | 0x02F684
44 Ox4ac7e44 | 0x584dad4 | 0x2606dca | 0xb39da54 | 0xc47d057 | Oxdca5ds5d | OxF7ef88
45 0x995c381 | Oxe782e99 | 0x500545a | 0x0710574 | 0x54607a7 | Ox42e8ale | Oxflas5cc
46 0x2a39ef6 | Oxb3509F9 | Oxbd26dfe | 0x284el7f | 0x439d9e4 | 0x4ddl18ce | 0x23402b
47 0xe937d30 | 0x7910780 | 0x03575d7 | Oxdf9ad7d | Ox3c7791a | Ox6ddd61f | 0x95dc64
48 0xb9af224 | 0x04c8a5f | 0x49c96bl | Ox754caaa | Oxb7894F1 | Oxfcce020 | Oxcdaald

Load 0Ox754caaa | Oxb7894f1 | Oxfcce020 | Oxadl0fe5 | 0x5e62a53 | 0x0000144
1 Ox1cfb5dd | Oxce2b088 | Ox2eec032 | 0x93dabe7 | 0x5d68545 | 0x649180e | 0x4bbc20
2 0xfa0338F | Oxdd9d1ld | 0x26e8F45 | 0x91d34c5 | 0x8d0daal0 | Oxad42f29F | 0x0cl1351
3 Ox11ffcle | Oxd8FfcO6F | 0x846a9c2 | Ox575d169 | Ox5F1d290 | 0xd8d250e | 0x14¥5d7
4 0x004ea3a | Oxb8ae70e | Ox00F25c3 | 0x807911a | Ox442ccha | Ox1f6d6e5 | 0xa0c9b8
5 OxFFd1f46 | Ox63Fcef9 | 0x59e2583 | Ox0965cFf | 0x912f65a | Ox9Fad256 | 0x28067a
6 0x86aa27f | Ox1bfc986 | 0x7559055 | Oxd307Ffb | Ox1llafedl | Ox4dldecd | Oxa73184
7 0xe438d81 | Ox2F72c2a | 0x065bebb | 0x2c48a34 | 0x00ed16b | 0xb2430a6 | 0x62d500
8 0xdc88b2a | 0x1b83e3e | Oxc719F35 | 0x3530afd | 0x2435827 | 0x62edd40 | Oxe4b982
49 Ox6elecc? | Ox2126ced | Oxa7ac884 | Ox0a7c511 | Ox278da73 | 0x3c52476 | Ox2afbb7
50 0x9b7983d | Oxd61a93c | 0x560de7f | Ox47467e0 | OxF5c27f1 | 0x56257fb | Oxbf090b
51 0x1848c4a | 0x6946104 | 0x97436¢5 | OxOac8ldf | Oxac47979 | 0x84c004f | Ox6ffFfc7
52 0xb9ff03e | OxFafd4f8 | 0x030217e | Oxb570368 | Ox4a63c44 | 0x8c9e6fF | Ox8fF5af2
53 0x031fbfa | 0x20c4236 | 0x7181797 | 0xa99940c | 0x810cdc7 | Ox6eb5ela | O0xda43d6
54 0xc67ef5d | Oxdeebece | 0xb3296¢c2 | Oxd4f4edd | Oxe33bd04 | Oxcbee012 | 0xc409c6
55 0xa8244d2 | Ox3aef4b0 | Ox5c7f3ad | Ox7eb9d86 | Oxa72a66e | 0x5527b8c | 0x3¥82c9
56 0xe3a9d07 | Oxce2e311 | Oxa20cd64 | Oxel5bl1l66 | 0x74e9482 | 0x6a048e0 | 0x6856el

Table B-14. Block Module (BMO) States During Al — B2 Authentication (REPEATER = 1)
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Sequence LFSR O LFSR 1 LFSR 2 LFSR 3 SH O SH 1 SH 2 SH 3
Load
1
2
3
47
48
Load 0x01bb1 0x01213 0x00be0 0Ox1fe37 01 01 01 01
1 0x01763 0x025e7 0x017cl Ox1fc6e 10 11 00 10
2 0x00ec7 0x00bce 0x02¥82 0x1f8dd 01 11 10 01
3 0x01d8f 0x0179d 0x05f04 Ox1flbb 00 11 11 00
4 0x01b1f 0x02f3b 0x0be08 0x1e377 10 01 11 01
5 0x0163f 0Ox01le77 0x07c10 Ox1c6ef 01 10 11 11
6 0x00c7f 0x03cee 0x0f821 0x18ddf 11 00 11 11
7 0x018fe 0x039dd 0x0f043 0x11bbf 10 01 10 11
8 0x011fc 0x033bb 0x0e087 0x0377e 11 00 01 11
49 0x00d13 0x03c38 0x09f02 Ox16ea7 00 11 11 01
50 0x01a27 0x03870 0x03e04 0x0dd4f 00 10 11 10
51 0x0144f 0x030el 0x07c09 Ox1ba9e 01 00 11 11
52 0x0089e 0x021c3 0x0f812 0x1753c 11 00 10 11
53 0x0113d 0x00386 0x0f024 0Ox0ea78 01 10 00 11
54 0x0027b 0x0070d 0x0e048 0x1d4f0 11 01 00 01
55 0x004f7 0x00elb 0x0c091 0x1a9e0 10 10 01 10
56 0x009ee 0x01c37 0x08122 0x153cl 01 00 11 01

Table B-15. LFSR Module (LMQ) States During A2 — B1 Authentication (REPEATER =1)
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Sequence Kx Ky Kz Bx By Bz Output
I23:0D

Load Oxbec1205 | Ox4afe34d | Ox0000000 | Ox1c66e07 | Oxbec2bb0 | 0x0000183
1 0x888e2ea | 0x414b444 | 0x97a0589 | OxF087578 | Ox2cd4a233 | 0x610F071 | 0x001a91l
2 0x4625e41 | Oxcd48c5F | 0x3a77722 | OxF95ef49 | 0x467d200 | Oxb71a3c5 | 0x99774a
3 0xc9402d8 | Ox5ce2e8b | 0x2d46ddl | 0x6108d09 | Oxccc49dl | 0x9c06127 | OxFlcOofl
4 0x9f4f7b0 | 0x4c9fc33 | Ox7975e63 | Oxe5ed94e | Oxabcfafe | 0x2632b27 | 0x3ce478
5 0xa52c6b9 | OxOablbea | 0x3f59b80 | Oxc01l65ea | OxbOc5a07 | 0x52300al | 0x8091f8
6 0xeB828e8c | Ox1Ff4fe28 | OxF9ae9ca | 0x7849ad5 | Ox5c4chdc | Ox8ba6a57 | Oxalcfo0
7 0x3d9656F | 0x9313d6¢c | 0xd525839 | 0xb882808 | Oxaf4cbde | OxeOeb86a | 0xd6d500
8 0x0b5904F | 0xel68c0e | 0x8549a6¢c | 0x720eb74 | Oxe3f004a | Oxbab4d22 | 0x1000c1l
41 0xF907779 | Ox8add56d | Oxa2b¥28b | 0x170a7c3 | 0x35dc444 | 0x8e8c9fa | 0xa24983
42 0xbb149e8 | 0x34b44fe | 0xe899a28 | 0x298b048 | 0x32b7742 | Oxd0OO5cfd | OxealB835
43 0x852bc22 | 0x30c541b | Ox4ba8ad0 | Ox3eae65fF | 0x158d372 | Oxcadc45a | Oxell62f
44 0xe0dcc66 | 0x3380692 | 0x2f59c16 | Oxed406ae7 | Ox605aa2c | Ox37aclab | 0x9e5a09
45 0xbd69a67 | 0x11e9f3b | Oxb0d15db | Oxedd1223 | 0x38397e2 | Oxa9aeecO | 0xb5955F
46 0x992aba4 | 0x79ccd6c | 0x374d0da | Ox50ca3ca | Ox24fe7c5 | Oxab2acl5 | 0x8680ef
47 0x02d7a9c | 0x69e0827 | 0x75c491b | Oxc2e075e | Ox27ef684 | 0x5569487 | 0x2¥26bl
48 0x28d5897 | 0x4f55c34 | Ox1bf2686 | 0x12F3bbl | OxFe3717c | 0x4903692 | 0x490497

Load 0x12f3bbl | Oxfe3717c | 0x4903692 | 0x1c66e07 | Oxbec2bb0 | 0x0000183
1 0xa4b6650 | 0x0726307 | 0x51cb288 | Ox775F7b9 | Ox2c4a233 | 0x610F071 | Oxc6a9lb
2 Oxb19afdf | 0x140aeld | 0x6402F81 | 0xe318db4 | 0x467d200 | Oxb¥592b0 | 0x5dcbb5
3 0x9159d90 | Ox4dec573 | Oxcab821f | 0xc90434c | 0x333bc3a | 0x8Fd699e | 0x93cd20
4 0x958e6ac | 0x17a4cl9 | 0x95d7367 | OxF18d3al | 0xa0182d7 | 0x0608db9 | 0xa81d43
5 0x5637028 | Ox7fd4c2b | 0x235d32a | 0x012244a | 0x760a344 | 0x856619e | 0x73e788
6 0x30b4ded | Ox6cf793e | Ox75d7724 | 0x29dc723 | 0x363fbe6 | Oxc615e74 | Ox18fFaae
7 0Ox0be6fa2 | 0x96a92c7 | 0x013fcfO | 0x40c3e38 | 0x693a50c | 0x2cOf81F | 0x429d33
8 0x302975b | 0x762a198 | Ox0elb7f2 | Ox0b403f5 | 0x1493775 | 0x0326946 | 0x743991
49 Oxaf2d2bb | Oxel3clbf | Oxd5bf725 | 0xa861b70 | Ox30baed9 | 0x595a054 | Oxaee82d
50 0Oxd6b547a | Oxbcc8cb65 | OxafFlfedb | Ox5eled44 | Ox3bdcf3f | Ox775ef00 | Ox574a8e
51 0x8e47ell | 0x1a9467Ff | Oxc074e74 | OxF94ad69 | Ox78ccal9 | 0x3F48c38 | 0x6d424b
52 0x819e9c2 | O0xed51704 | Ox9cd77e9 | 0x03dd484 | 0x3b38F11 | 0x9e92103 | Oxbcdd40
53 0x274fca5 | Ox50ddeOa | Oxe25cal6 | 0x462e7d7 | Oxa603ab6 | 0x48da00f | 0x97536d
54 0x910b283 | Ox5dcf83d | Ox3a4f75F | Oxecacdbb | Ox7cOfb7b | Ox1b60ea8 | OxOeeele
55 Oxea791f3 | 0x92b86¢cT | Ox3bel52b | OxeO0f4dc5 | Oxd3e247e | 0x6996¢c21 | Oxdd44as5
56 0Oxcb67cb7 | Oxab75038 | Oxf8a92f2 | Ox754b3d8 | Ox47f242a | 0x5d3f58c | 0x9b8bf4

Table B-16. Block Module (BMO) States During A2 — B1 Authentication (REPEATER = 1)
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Sequence LFSR O LFSR 1 LFSR 2 LFSR 3 SH O SH 1 SH 2 SH 3
Load
1
2
3
47
48
Load 0x002d0 0x0281a 0x08a38 OxOaac4 01 01 01 01
1 0x005a1 0x01034 0x01471 0x15588 00 11 00 10
2 0x00b42 0x02069 0x028e2 Ox0abl11l 00 10 01 00
3 0x01685 0x000d2 0x051c5 0x15623 01 00 11 00
4 0x00dOa 0x001a5 0x0a38b Ox0ac47 00 01 10 01
5 0x0lal4 0x0034b 0x04716 0x1588fF 01 00 11 00
6 0x01428 0x00697 0x08e2c Ox0blle 10 00 01 10
7 0x00850 0x00d2e 0x01c58 0x1623d 01 01 00 01
8 0x010al 0x01a5d 0x038b1 0x0c47b 11 00 01 10
49 0x017d1 0x002a0 0x0c549 0x10b2f 10 00 00 11
50 0x00fa2 0x00540 0x08a93 0x0165fF 11 00 00 01
51 0x01f44 0x00a80 0x01526 0x02cbe 01 10 00 10
52 0x01e89 0x01501 0x02a4c 0x0597c 10 00 01 01
53 0x01d12 0x02a03 0x05498 0x0b2f8 01 00 00 10
54 0x0l1a24 0x01406 0x0a931 0x165f1 11 00 00 00
55 0x01449 0x0280d 0x05263 0x0cbe2 10 01 00 00
56 0x00892 0x0101a 0Ox0a4c6 0x197c5 01 11 00 00

Table B-17. LFSR Module (LMQ) States During A2 — B2 Authentication (REPEATER =1)
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Sequence Kx Ky Kz Bx By Bz Output
I23:0D

Load 0xb8676a7 | 0xa423d78 | 0xO000000 | Ox406a74d | Ox51f7175 | 0x0000103
1 0x666e2c6 | Ox1fb7111 | Ox802F1c8 | OxF7Ffledb | 0x6143676 | OxOF40723 | OxF05140
2 0x222564c | Oxeacf83b | 0x56392e2 | 0x162b14f | Oxde6l1l4ct | Ox787caa9 | 0x81c36F
3 0x3a7d9e3 | 0x39004ba | Ox11f7a6a | Ox7falbe9 | 0x01d7de9 | 0x01b5c18 | 0x206e42
4 0x47614d8 | 0x6494d8a | Ox3b4f25b | Ox25cec72 | Ox4a836ae | 0x2534echb | Oxeaf263
5 Oxdb4elde | Ox845a7cc | OxbF7698d | Ox4a208a3 | 0x30e92d8 | Oxa659bcF | 0x84539a
6 0x9f50e9a | 0x72b9f8a | 0xe83d832 | Oxe5d510e | Ox442ab7d | 0x3cd4cdl | 0xc822cl
7 Ox3ealbc9 | Ox2ef84ca | 0x8b460ed | Oxlbdebda | Oxd2f25b6 | Oxebladbf | Ox37ed7a
8 0x16166F2 | Oxaa7c2ef | 0x1d92ed2 | Oxlb5c7al | 0x25d261d | Oxf639672 | 0x0312ca
41 Ox2b7ad4ee | Ox76aacab | 0x990b686 | Ox7b9285b | Oxcea3e3a | OxF0550a8 | Oxab9a38
42 0x2420fda | Oxc71cbcb | Oxd3a43cF | Oxaca9532 | Oxf5455b6 | 0xd465e50 | Ox6ceddb
43 0x1b38c46 | Ox7b286a6 | 0x1d6e079 | OxF25ba51 | Oxad5al148 | Oxbbb5468 | 0x0532d5
44 0x9eccl74 | 0xa97266e | 0xal62b3F | 0x3954aab | Oxc8cae06 | Oxe9fFfaba | 0x59de69
45 0x039d3b7 | 0x039e9b4 | Oxbc7dd68 | 0x76e0d88 | Oxf667013 | Ox5ca7484 | 0xa81811
46 0x5096513 | Oxc3ac236 | Ox4addal7 | 0x96a7579 | OxccfdeOb | 0x56352ce | 0x1d33ch
47 OxcOf65b9 | Ox566da3d | 0x55dab36 | Ox6FfF16c4 | 0x198a2d8 | Ox97f7aef | Oxlad8fa
48 0x83f87F0 | Oxd6¥60el | OxbOFfacc | 0x081a2d0 | Oxaac4147 | Ox7734dfc | Oxd23ale

Load 0x081a2d0 | Oxaac4147 | Ox7734dfc | Ox406a74d | Ox51F7175 | 0x0000103
1 Oxlace2dl | 0x14061ea | 0x0c44875 | 0xd086746 | 0x6143676 | OxOF40723 | 0x4e6747
2 0xd88d8d4 | Oxdb895bd | Ox7e74e49 | 0x413ed54 | Oxde6l4ct | OxdbO3edb | 0x8d2332
3 0x95561d4 | Oxe90f704 | Oxfe35448 | Oxlcdbacft | Oxcdlbfeb | Oxbe705ef | Oxb7c367
4 Ox6aabee?2 | Oxeb64c24 | Oxb674c2a | Oxef4f673 | Oxd302546 | 0x75b8516 | Ox1c6484
5 Oxfe3250b | 0xb039351 | Ox4aldff3 | 0x5a879c9 | 0xd849947 | Oxa65f3bb | Oxb37177
6 Ox7a6f7cc | Oxfbd0eB84 | Oxcebbeel | OxO0ad85el | Ox7a6282a | Ox7¥78db0 | Oxe41787
7 0x581bf9a | OxF637058 | 0x06205c2 | OxOFF292e | Ox7d65bcc | 0x84473ch | 0x85be3b
8 0x662ea9c | 0x99bf90a | 0x290e00f | Oxbad8a31l | 0x94d72cc | 0xb929192 | 0x5857cf
49 0x68ab5fc | Ox5bc6412 | Ox5ca2595 | Oxl14cc2le | 0x30c7bd6 | Oxb826F67 | 0x06a265
50 Oxb7cdOf6 | 0x33813a4 | 0x7b3e868 | 0x78c9a94 | 0x94e586F | Ox1lea87f3 | 0x18c4db
51 0x3cbO3fF | Oxch86820 | Ox7fa96de | Ox71cl1620 | Ox7c602e4 | 0x60688eb | Oxc9abf0
52 Ox1fee845 | 0x0a02783 | 0x371bc65 | Ox7d3cf2c | OxcF8006d | 0x3206dle | OxbOObfa
53 0x8b4c9c9 | Ox8chleab | Oxd91cldb | Oxechlba3 | 0x5652523 | 0x36ba88d | 0xb238b5
54 Oxb5a6da8 | Ox7caf32e | 0x1724577 | Ox1lala940 | OxF96eb52 | 0x8929566 | Oxlc7ad3
55 0x8bde531 | Oxcbd6cle | Ox0F35c36 | Oxc66feab | 0x0c3c692 | Ox6561bba | 0x79cddl
56 0x6138d30 | Ox09b02ea | 0x3d45fFab | 0x81c0f48 | Oxaab5211b | Oxbc2973b | 0x30b266

Table B-18. Block Module (BMO) States During A2 — B2 Authentication (REPEATER = 1)
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The A1-B1 test key pair is used to derive values in Table B-19 and Table B-20.

Ksv0 0x35796al72e

Ksvl 0x478e71e20f

Ksv2 0x74e85397a6

Binfo 0x0203

Mg 0x372d3dce38bbe78f

SHA-1 transform input 2e 17 6a 79 35 0f e2 71 8e 47 a6 97 53 e8 74 03
02 8f e7 bb 38 ce 3d 2d 37 80 00 00 00 00 00 00
00 00 00 00 00 OO OO OO0 00 OO OO OO 00 00 0O OO
00 00 00 00 00 OO OO OO0 00O 0O OO OO 00 00 0O c8

SHA-1 HO 0x0fcbds586

SHA-1H1 Oxefcl07ef

SHA-1H2 0xccd70ald

SHA-1 H3 0xbl1l86dda

SHA-1 H4 0x1fb3ff5e

KSV FIFO (DPCD Address
0x6802C)

2e 17 6a 79 35 0f e2 71 8e 47 a6 97 53 e8 74

DPCD Addresses 0x6802A, 03 02
0x6802B

DPCD Addresses 0x68014 - 86 d5 cb of
0x68017

DPCD Addresses 0x68018 - ef 07 cl ef
0x6801B

DPCD Addresses 0x6801C - 1d 0a d7 cc
0x6801F

DPCD Addresses 0x68020 - da 6d 18 bl
0x68023

DPCD Addresses 0x68024 - 5e ff b3 1f
0x68027

Table B-19. V/V’ computation for an HDCP Repeater with DEVICE_COUNT =3 and DEPTH =2
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Ksv0 0x23al9cbe4d

Ksvl 0x0d7e993570

Ksv2 0xd3458d7d09

Ksv3 0xe2a2dce946

Ksv4 0x£3148e499d

Ksv5 0x9345e95ca3

Ksv6 0xda8cb307c5

Ksv7 0x9901fa75ac

Ksv8 0x697£3a3c20

Ksv9 0xc89758ed19

Ksv10 0x2de3a8e869

Ksvll 0xe0d9295af2

Ksv12 0x6cde88a8b3

Ksvl3 0x6e219499f5

Ksv14 0x31le3elab72

Binfo 0x030f

M, 0x372d3dce38bbe78f

First SHA-1 transform | 4d be 9c al 23 70 35 99 7e 0d 09 7d 8d 45 d3 46

input e9 dc a2 e2 9d 49 8e 14 £3 a3 5c e9 45 93 c5 07
b3 8c da ac 75 fa 01 99 20 3c 3a 7f 69 19 ed 58
97 c8 69 e8 a8 e3 2d f2 5a 29 d9 e0 b3 a8 88 de

Second SHA-1 6c £5 99 94 21 6e 72 a5 el e3 31 0f 03 8f e7 bb

transform input 38 ce 3d 2d 37 80 00 00 00 00 00 00 00 00 00 00

00 00 00 0O 00 00 0O OO 00 00 OO OO 00 0O 00O OO
00 00 00 0O 00 00 OO OO 00 00 OO 00O 00 0O 02 a8

SHA-1 HO 0x6dadl995
SHA-1 H1 0x7c0a62fc
SHA-1 H2 0x1b98fff2
SHA-1 H3 0x0159cbb7
SHA-1 H4 Oxeae604fe

KSVFIFO(DPCDAddress 4d be 9c al 23 70 35 99 7e 0d 09 7d 8d 45 d3 46 e9
0x6802C) dc a2 e2 9d 49 8e 14 f3 a3 5c e9 45 93 c¢5 07 b3 8c
da ac 75 fa 01 99 20 3c 3a 7f 69 19 ed 58 97 c8 69
e8 a8 e3 2d f2 5a 29 d9 e0 b3 a8 88 de 6c f5 99 94
21 6e 72 a5 el e3 31

DPCD Addresses 0x6802A, 0f 03

0x6802B
DPCD Addresses 0x68014 - 95 19 ad 6d
0x68017
DPCD Addresses 0x68018 - fc 62 0a 7c
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0x6801B

DPCD Addresses 0x6801C -
0x6801F

f2 £f 98 1b

DPCD Addresses 0x68020 -
0x68023

b7 cb 59 01

DPCD Addresses 0x68024 -
0x68027

Fe 04 e6 ea

Table B-20. V/V’ computation for an HDCP Repeater with DEVICE_COUNT =15 and DEPTH =3
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Table B-21 provides cryptographic parameters for verifying the facsimile SRM provided in Table
B-22. These parameters are not used in production devices or SRMs. Refer to Table 7-4 for the
cryptographic parameters used in production SRMs.

Parameter

Value (hexadecimal)

Prime Modulus

See Table 7-4

Prime Divisor

See Table 7-4

Generator

See Table 7-4

Public Key

8d13e191340e11ceb0db95eb3eb0743195dfc402b7dc8caac7752e47ded8e8c00b115f8e5e
08c7a664cbbba39786efd71c012e¢8394af79¢d01722a0926952¢8de857cbd2e7295e¢6b1d
88ccOff5dccOabl6dl4fal 1a48eb50fca83a37ed18del16d973565d18a784e854296ac700b2
e030fd2a98183aa7b22a63b57bee5c2b946

Table B-21. Cryptographic Parameters for Verifying Facsimile SRMs

KSVs Revoked | SRM Version | Value (sequence of hexadecimal bytes)

511ef21acd,
€72697f401

0005 800000050100003602511ef21lacde7269714019710199253
€9 f0 59 95 a3 7a3b fe e0 9c 76 dd 83 aa c2 5b 24 b3 36 84 94 7534 db 10
9e3b23 13d8 7ac2 3079 84

Table B-22. Facsimile SRMs

Table B-23 provides the intermediate results for DSA signature verification of the facsimile SRM
provided in Table B-22. This uses the facsimile public key provided in Table B-21.

Message 800000050100003602511ef2lacde7 2697401

SHA-1 f1be46b62fb9e0c155269fd7a293c¢4d823777b9d

digest

w 6¢db2497316d6c4ecel2b5¢96058e3das5¢c53062¢

ul 9518e7790£t871¢19d5£70907549620625720a35

u2 5fae5a63e0d5¢63d5e717f51ce2b85d6b5a81106

Ghul ace4b82012102e73a0ec6d338a7159¢f17534e€0956e6d00606b26bal93fc33a7ccd4d39741a2b290
dc1b179245313f41633£e9c455e¢4720012a611698453207579544ebf0307¢4697¢32¢452dc0e2f66
da2eb2260al6ff8e9a83cc3deac149397298e7db5a9bc8edf5b51b4a98c32¢b5350b4ecf016651abd
4¢c091990275e5

Y™ u2 6838025b95¢5ac360a698c091b2ea67f68e8b8edcacd3d251e9¢846301b1291dcdf79041
b82b33170857ca3d9b5a42ct38ad7514bcef7db06felc1fbb3el120ac260d0dd29d53afa0f7ab86e
b57dfd6da95504¢c8f9518013ec74c85d3e2fb3b9e9fe140724bdae476924d37b62¢1fb731fc9644b4
38a2e532fd841c4d26121

Product 915ec8e51d9314583b2b73b337dba961d87b0081b9a306ca9588cc3eed7bc051a0380a4a48dd28e
322d51238b990a72530fd0183114d20a820354204d9ceee265841e898cbc193aca330a002128003
bfcc583195f5¢4a95bf5¢87eb9a60866ee0577d43a170872102fce784a095a9b0612440d9114194¢e
4ea25b72567¢5b25¢

% 9710199253e9f05995a37a3bfee09c¢76dd83aac2

Table B-23. Facsimile SRM Verification Test VVectors
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The encrypted output is derived in the SST mode. The A1-B1 test key pair is used to derive the test vectors given
below. 4-Lane Main Link configuration is assumed and the input to the HDCP Cipher is assumed to be an all
zero input (0x00000000). The HDCP Receiver does not support downstream connections (REPEATER = 0). SO,

S1, S2 and S3 denote Symbol 0, Symbol 1, Symbol 2 and Symbol 3 respectively.

Km 5309c¢7d22fcecc

REPEATER || An 034271¢130c070403

Ks 54294b7c¢040e35

Mo a02bc815¢73d001c¢

Ry 8ael

Ky d692b7ee1d40e8

M, 1dbf44e50f523e56

Encrypted output generated during the 128-clock frame key | 1 S3 b7 S29e S1e5 S0 fe

calculation period. It is assumed that 128 32-bit symbols are | 2 S328S29aS119S019

encrypted during the 128-clock period. 3 S3 d2 S2 5b S15d SO 6¢
4 S3 ed S2 55 S1 dc SO de

Frame key calculation is implemented in BMO. The 32-bit | 5 S3e4S2e5S1 875063

pseudo-random bits from OF1 are used to generate the | ¢ 331382 be S1 fc SO ¢7

encrypted output 7 S3 a4 S2 al S1b5 S0 65
8 S3 7¢ S2 ¢3 S1 53 S0 b3
9 S39¢ S2 ea S1 8e SO 38
10 S3 ee S2 0a S1 a3 SO 3e
11 S3 6¢S2 13 S1¢2S035
12 S3 ¢b S2 40 S1 €9 S0 94
13 S320 S2 0b S1 7 SO 8b
14 S3 el S2 13 S137 S0 6d
15 S3bd S2 7d S1 19 SO Oc
16 S335S222S109S092
17 S3 b7 S280S143S0ee
18 S3 be S2 6b S1 9a SO 6¢
19 S3 51 S2 80 S1 fd SO 62
20 S3 18 S227S1 13 S0 54
109 S3 d4 S2 bd S1 6fS0 59
110 S330S215S1¢3S021
111 S3 79 S2 6e S1 95 SO 3
112 S3 78 S2b3 S1 1d SO f0
113 S3¢6S2¢7 S187S082
114 S3 6e S2 0c S1 €2 S0 3d
115 S3 86 S2 33 S1 af SO af
116 S3 56 S2 69 S1 6¢ SO 0b
117 S39dS281S13c¢S011
118 S3 62 S2 cb S143 S0 5b
119 S3 a5 S237S1ed S094
120 S3 bb S2 0e S1 3f SO 9f
121 S3 55 S2 b5 S1 b4 S0 96
122 S3 a8 S2 5a S1 1e SO €9
123 S3 39 S2 ad S1 0a SO b2
124 S3 ae S2 ee S1 7¢ SO 03
125 S3 ee S2 62 S19a S0 59
126 S30d S225S140S08d
127 S3 ¢0 S2 7e S1 ce SO 76
128 S3 ed S2 f0 S1 8a SO 9

K, ea7c2988bb82fe
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M,

6a42b1dbd7a3b0f9

Encrypted symbols generated after the 128-clock frame key
calculation

S3 b8 S2 62 S1 84 SO bb

S3 b8 52 74 S1 39 S0 a6

S3£7S201 S1£1S0ed

S3528523dS112S01c

S3 19 S2 6£S147 S0 ae

S3 ba S2 69 S1 5¢ SO 5b

S3 11 .82 63 S1 a5 S0e9

S327S522fS11bS0dl

CPBS is detected. Control symbols are not encrypted,
however the BM0 and BM1 states are updated

Encrypted output generated during the 64-clock line re-key
period. It is assumed that 64 32-bit symbols are encrypted
during the 64-clock period.

Line Re-key is implemented in BMO. The 32-bit pseudo-
random bits from OF1 are used to generate the encrypted
output

1 S336S2 12 S1a0 S0 78
2 S3 88 S2 d7 S1 37 SO bf
3 S3 db S2 de S1 a5 S0 97
4 S3 3e S2 5d S1 dc SO 8a
5 S3 06 S2 ¢2 S1 1d SO b5
6 S3 b3 S227S175S075
7 S3 da S2 54 S1 ce SO 58
8 S398 S2 62 S11d S0 74
9 S3 bl S2 a7 S1 ac SO af
10 S3 07 S2 b6 S1 05 SO a2
11 S3 7a S2 6e S1 58 SO 7b
12 S3 09 S2 ¢7 S1b3 S0 a7
13 S3 €9 S29fS1 1a S0 b9
14 S3e0S2c2S1baS0el
15 S3 9f'S2 be S1 da SO 80
16 S3 8d S2 7a S1 18 SO dc
17 S3 7e S2 5e S1 1fd S0 24
18 S39fS2 43 S1 €2 S0 69
19 S336S2e8S171S0ed
20 S3 fb S2 a3 S1 6¢ SO bd
45 S3e8S2b7S1eaS0le
46 S3 ac S2 7e S1 0e SO be
47 S3 23 S2 3b S1 0 SO ¢3
48 S3 16 S220S1 8¢ SO 84
49 S3 2a S2 cb S1¢0 S0 6b
50 S3e8S256 S101 S0 9a
51 S3e2S296 S1 61 S0 45
52 S3 81 S251S1€9S02¢
53 S3e2S228S1cfSOcl
54 S3 68 S2 1b S1 90 SO 8d
55 S3 37 S292S1bb SO c6
56 S3 58 S2 07 S1 ee SO 8e
57 S3 62 S2 b4 S1 ¢l SO ae
58 S3 ¢7 S265S1 13 S0 57
59 S3 6e S2 06 S1 59 SO 78
60 S3 22 S2 d4 S1 ef SO 52
61 S3 5d S2 e8 S120 S0 db
62 S3 b9 S2 a4 S1 63 S0 92
63 S3 62 S2 5¢ S1 bl SO 28
64 S3 a7 S2 e5 S1 86 S0 26

Encrypted symbols generated after 64-clock line re-key.

S3 69 S2 bl S1 7a S0 6b

S301S2£5S1e4S017
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S39d S2 36 S1 3£ S0 8f

S3 d5 52 3e S1c¢7S044

53265217 S1c¢280cc

S321S2feS167S0dd

S3 be S2 ¢5 S1 e6 S0 b8

S3db S2 1fS1b3 S0 ae

Table B-24. Sample Authentication and Encryption Values in SST Mode(REPEATER = 0)

Note: In all following tables, BM0 and BM1 values are indicated in the following format:

Kx Ky Kz Bx By Bz. LFSR[59:0] consists of concatenating the four LFSR states as follows (in Verilog
format) LFSR[59:0] = {LFSR;[16:0], LFSR,[15:0], LFSR,[13:0], LFSR,[12:0]}. A1-BI test key pair is used to
generate values. The HDCP Receiver does not support downstream connection (REPEATER = 0)

Table B-25 provides test vectors during initial bootstrapping operation.

clk

LFSR[59:0]

BMO[167:0]

OF0
[23:1
6]

OF0
[15:0]

BMA1[167:0]

OF1[31:0
1

0xc040e35 54294b7 000
0000

_73d001c_2bc815¢ 0000
0a0

0x6666a4e_47b5444 93d
46aa

_d7cSeca 9caf998 7873
596

0x1232d67_ef6a7as_605
5678
438915 b7d9124_700
8035

0x811566¢_dal4697 66f
89db

_4af668e adaacaa 0436d
93

0xf7027a4 dc24164 297
16¢f
9955abb_7dad788 4553
445

0x53d886¢ f8fb474 17d
4aa3

~a07973a bf711b5 dd26
c84

0x7419dcc_03a4969_85b
3011

_6c4f773_81e986f ef5co
52

Oxcebeca9 b5bc937_051
€959
_68c856a_7c60a3d 2155
239

0xce97863_eldfa92 baef
b5b
_e40b97e_Se7eeld eebe
872

10

0xfb44568 c4b4338 684
6abl
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0x95b2a05_05alele 912
dodf
_€255290_c0d7412_b22d

40 -- d49 -- - -- --
Oxecfdbdb 3aa95c2 754
b9c
_139cc6_77c7185_e9f17
41 -- 73 -- -- -- --
0x5b824bd_37e7ada c80
Sdcc
~082d7b6_fabed465 6b94
42 -- 1d4 -- -- -- --
0x3£304df 6e78415 08d
38da
~2d06e23 cf49c95 566¢
43 -- c4b -- -- -- --
0x0435ef2_76d6d5a_al2
2ea4
_8813bl14 fole31d el9d
44 -- a09 -- -- -- --
0x8b0a742_b70dalc 230
7640
_9cf82dd be90cd3_a6fds
45 -- 04 -- -- - --
0x57dd199 d4f7¢9b b5
862b
_Sbeef9f b34e561 0lbas
46 -- 3c -- - -- --
0xc9472f7 c4371c6_667
db05
_07ecffl_60e32£8 d7098
47 -- 82 -- -- -- --
Ox2acaf01 beefd43 eOcd
9a0
_8375¢35_cea2aed 1729
48 -- cce -- -- -- --
Ki:
0x5cfb3bd_bb2e5ca 652 0x00d692b7eeld
793 40e8
_eld40e8 d692b7e db36
49 -- dsf -- -- -- --
Oxel1d40e8 d692b7e db3
6d8f
0x06b492dfb83a8 | 73d001c 2bc815e 0000
50 0e8 0a0 -- -- -- --
0x86835d3_0f3cOff 13b5
646
0x0d692dbf78752 | _61e28al 9caf998 7873
51 1d0 596 -- - -- --
0x7553201_a9df960 lcd
ac9c
0x0ad2537ef8ea63 | 4c9a9f6 b7d9124 d190
52 a0 726 -- -- -- --
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0x512a6d3_4a4086b_162
67c8
0x05a4a6fdf9d4e7 | 4771001 434455e 69e0
53 41 4al -- - -- --
0x88cd2c8 7d606a0 cb6
197b
0x0b4945fbfba%ee | f82fcb2 fa4977¢c Scc77
54 82 24 -- -- -- --
0x879d635_75bddc7_beb
4e50
0x069283f7f753fd | 886ed86 258c974 8aS55
55 05 931 -- -- -- --
Oxealc240_d00ac37_dod
ffdf
0x0d2507efeea7fa | 0ee9427 0f24a78 fe3d6
56 0b 3f -- -- -- --
0x86b1191 ¢77d3b3_cc4
5864
Ox0a4a07dfd54fd4 | 68238e8 391d4f9 Icfd
57 |17 76e — -~ - -
0x7a3f811 9fe239 95f0
a96
0x049407bfa29fa8 | 9b64234 ec09134 3931
58 2f 9a3 -- - -- --
0xb9cScc7_71laede 1d4
6299
0x0928077f4d3f5 | _cl1e2509 cbece75 d383
59 05e 1la -- -- -- --
0x9fc8116_a3563ef 39dc
1d0
0x025006fe9a7e8 ~6395¢37 7cda563 465b
60 Obc 745 -- -- -- --
0x576981a_c96d5eb_Obc
0716
0x03ddbed321126 | d25e6a7 Sbalffc 2df8d
97 7e0 50 -- -- -- --
0x714bc43 bd6c2a9 1c5
8407
0x07bb75a64224c | _117dcd7 3cddf89 92c0
98 fc0 78¢c -- -- -- --
0x9dd5e24 753eb7d_bb5
41d6
0x0f76e34c8c49bf | 2f043a3 dl164ce 0995
99 80 9c4 -- -- -- --
0x8¢18536_87a50d1_d59
31ds
0x0eedc69910935 | d53f441 01d6279 42fb
100 | 01 792 - -- -- --
0xc6b69a9 88eda95 dlc
0fld
0x0ddb853221269 | 30c8c77_022fOf c88fb
101 | 03 35 - - - -
102 | 0x0bb70264424d3 | 0xa09598b 3a58a01 a6d -- 0x1dbf -- --
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c06 Te5f
_8b44a26 2fd9556 b253
d49

Mi:
0x44b179f a2allc4 95b 0x1dbfc815e73d0
cf96 Olc

0x076e0cc88c9a5 | _ddb2553 41f0e7a e7a3
103 | 80c 410 -- 0x44e5 -- --

Mi :
Oxdfa7c2d_50130ae_de7 0x1dbfdde5e73d0
bald Olc

0x0edc11911934b | af4583f 398d1b5 c24b
104 | 019 b03 0xc0 0x0f52 - -

Mi :
0x4815d4f edbel42 6d7 0x1dbf44e50£520
4dbl OlcRi:

0x0db8232232696 | 230f58f 5234a61 eb5ee 0x0000c0e0
105 | 032 8d 0x8b 0x3e56 - -

Mi:
0xd20317a_3725bc8 256 0x1dbf44e50£523
afSe e56Ri:

0x0b70464464d2e | 6b9cc06 7d7aal8 8719 0x0000c08b
106 | 065 092 0x59 0xc03e - -
0xd20317a_3725bc8 256
afSe
0x0b70464464d2e | 6b9cc06 7d7aal8 8719
107 | 065 092 0x59 0xc03e - -
0xd20317a_3725bc8 256
afSe
0x0b70464464d2e | _6b9cc06 _7d7aal8 8719
108 | 065 092 0x59 0xc03e -- --
0xd20317a_3725bc8 256
afSe
0x0b70464464d2e | 6b9cc06 7d7aal8 8719
109 | 065 092 0x59 0xc03e -- --
0xd20317a_3725bc8 256
afSe
0x0b70464464d2e | 6b9cc06 7d7aal8 8719
110 | 065 092 0x59 0xc03e - -
0xd20317a_3725bc8 256
afSe
0x0b70464464d2e | 6b9cc06 7d7aal8 8719
128 | 065 092 0x59 0xc03e -- --
0xd20317a_3725bc8 256 0xd20317a_3725bc8 25
afSe 6afSe
0x0b70464464d2e | 6b9cc06 7d7aal8 8719 ~6b9cc06_7d7aal8 87f9 | 0x6559c0
129 | 065 092 0x59 0xc03e | 092 3e
0xd20317a_3725bc8 256 0xd20317a 3725bc8 25
afSe 6af5e
0x0b70464464d2e | _6b9cc06_7d7aal8 8719 _6b9¢cc06_7d7aal8 8719 | 0x6559¢0
130 | 065 092 0x59 0xc03e | 092 3e
0xd20317a_3725bc8 256 0xd20317a 3725bc8 25
afSe 6af5e
0x0b70464464d2e | 6b9cc06 7d7aal8 8719 _6b9cc06_7d7aal8 8719 | 0x6559c0
131 | 065 092 0x59 0xc03e | 092 3e

Table B-25. Initial Bootstrapping
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Test Vectors for 4-Lane Main Link Configuration in SST Mode (Inter-BS
spacing = 130, CPSR Interval = 3)

Authentication
Table B-3 and Table B-4 provide the LFSR and Block module states during the first part of authentication.

Initial Bootstrapping
Table B-25 provides test vectors during the initial bootstrapping operation.

After start of encryption

Table B-26 provides test vectors generated after the start of encryption (beginning with the first CPSR symbol set
that triggers encryption). The main link stream is indicated for the initial transmissions. Table B-27 provides
encrypted cipher outputs.

clk [Sym LFSR[59:0] BMO[167:0] B Stream
clk OFO0[23:1 |OFO[15 |M OF1[31:0
6] :0] 1 ]
1
6
7:
q
Frame key calc started
-3 - - - - Oxlclcle
0xd20317a_3725bc8_25 0xd20317a_3725bc8_256afSe_|lc 0x6559¢0
6afSe 6b9cc06_7d7aal8 879092 (SR) 3e
_6b9cc06_7d7aal8 879
092
-2 - - - - 0x3c3c3c
0xd20317a_3725bc8 25 0xd20317a_3725bc8 256af5e |3c 0x6559¢0
6afSe 6b9cc06_7d7aal8 879092 (CP) 3e
_6b9cc06_7d7aal8_87f9
092
-1 - - - - 0x3c3c3c
0xd20317a_3725bc8 25 0xd20317a_3725bc8 256at5e |3c 0x6559¢0
6afSe 6b9cc06_7d7aal8_ 879092 (CP) 3e
_6b9cc06_7d7aal8_87f9
092
00 - - - Oxlclcle
0xd20317a_3725bc8 25 0xd20317a_3725bc8 256afSe |lc 0x6559¢0
6afSe 6b9cc06_7d7aal8 879092 (SR) 3e
 6b9cc06_7d7aal8 8719
092
11 - - - 0x393939
0xc040e35_54294b7_00 0x9b48c65_3f7de85_4ctb937_ 39 0xb79ee5H|
00000 50d9¢10_5d7fbdc_6a03908 (VB-ID) |[e
_£523e56_bf44e50 0000
01d
2 |2 - - - 0x000000
0x6666ade_47b5444 93 0x94ede66 8141634 5900d1_|00 0x289af9
d46aa 5f7a0f0_f291dcb_Salcebe 19
~ala9cb4 a206aaa cacfa
30
313 - - - 0x000000
0x1232d67_ef6a7a5_605 0x1f69314_9a31990_c4b92db_ |00 0xd25b5d
5678 31a6525_6ab1304_928c3d8 6¢c
533e54c_edb418a 91fb
cbb
4 |4 - - - 0x000000
0x811566¢c_dal4697_66 0x7f0a70c_d1bda54 34c9929 |00 Oxed55dc
89db 7df4b37_d8d588c_855d111 de
~d9ce46b_c89¢263 9e3
097e
515 - - - 0x000000
0xf7027a4_dc24164 29 0x54bed7a_7e5b947_444b969 |00 Oxede587
716cf dc62d4f 90db7cl_70de92f 63
27efca7 312¢38b_d8d6
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121
45 (45 -- - -- 0x000000
0x8b0a742 b70dalc 23 0x4736b27 c7ebcal aa86bef |00 0x10f21d
07640 4539c7b_6¢c6bdec_c4blfll 66
_10093a0_6c69ad6_2dfc
26d
46 |46 - - - 0x000000
0x57dd199_d4f7e9b b8 0x2789d57 f53ee8a_3cfeaf5 800 0x37affe8
5862b 17480c_c30af76_2f49767 6
S5ce55f4 2bSefea 8561
1ff
47 |47 - - - 0x000000
0xc9472f7_c4371c6_667 0xfa07250_£725212 9bc279d_ |00 0x49152b
db0s 76fe6la el521fc fb331b7 c4
_9e19673_1cfb80 9el6
65f
48 |48 - - - 0x000000
0x2acaf01_beef443_elc Oxcaf5121_1129806_3836e0a_ |00 0x1f0681
d9a0 9051cSe_34551ae_7f7b35a 48
_d83548d_480c50a_5d4
edOe
49 149 - - - 0x000000
0x5cfb3bd_bb2e5ca_6f5 0x62e765a_09101ee_f92cabl_ |00 0xb79cb9
2793 4cfd7ca_f8ad063 197804 54
 8bb82fe _ea7c298 d9as
9fa
50 50 - -- 0x000000
0x0f53e0a625770|0x8bb82fe_ea7c298 d9a 0x960d99¢_e9b8bOf 782d158 |00 0xfe492f2
2fe 59fa 645c7a9 312615f cad46465 a
_523e56_bfd4e50 0000
0ld
51 |51 - - 0x000000
0x0ea7c94c42ee0 |0xb486149 ccabe3d 03 0xb72431d 495294 abal3a4 |00 0x53331e
Sfd 55dff claSedc_d8ea59b 2cbcad0 18
2262329 a206aaa_cacf
a30
52 |52 - - 0x000000
0x0d41929885dc0]0x120ec20_al030d1_4c 0xe94a5e8 bad382a b516ee3 |00 0x5¢c0e40
bfb 72806 2acal2a 04f35e¢9 6a44723 39
_a00fb45_e4b418a_75af
954
1041104 0x97 0x000000
0x02a4d3a938e7 [0x924eb87_b7a728b_8f 0xd7a3 |0x398cfb0_51408ef 9500162_ |00 0x1d74ba
82d8 829¢6 a935d4f 835f420 da99144 a3
_35dd971_63dasb0_486
ff01
105]105 0xbb 0x000000
0x0549a£5279¢f0 |0x711d28b_ffab6fca 923 0xb0f9 |0xde9d7cl_83df898 1e55332_|00 0xd88355
5bl1 e67b ddc9add_a82acb2_2885c03 87
_15707a7_42a4bb2_2de
da6d
106]106 0x62 0x000000
0x0a935¢a4f39¢2 |0xeff1213_€232b20_006 0x84bb |0xd887f8b_5d37e0d fed4d145_ |00 0xaf7071
b63 4b82 6a55c¢77_9369bfb_5028d20 5f
_ae1968a 4a3cba4 40cb
306
1071107 0x62 0x000000
0x0a935¢a4f39¢2 |0xeff1213 €232b20_006 0x84bb |0xb77f694 6fed836_ec5tbda b |00 0xc86166
b63 4b82 efa034_2c5d690_ae478e9 5t
_ae1968a_4a3cba4 40cb
306
1081108 0x62 0x000000
0x0a935¢a4f39¢2 |Oxeff1213_€232b20_006 0x84bb |0xa67d45e¢_0b30f7d_2bb93be |00 0x2bbcf0
b63 4b82 e09b5f5 22ca847 b849198 9a
ac1968a 4a3cbad 40cb
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306
128128 0x62 0x3c3c3c
0x0a935¢a4f39¢2 |0xeff1213 €232b20 006 0x84bb |0x9359a39 d450al2 SlceSbec |3c OxedfO8af
b63 4b82 d3062b6_2c9cca3_c74edcd (CP) 9
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_ae1968a_4a3cba4 40cb
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Line Rekey Started
clk | Sym LFSR[59:0] BMO[167:0] BM1[167:0]
clk OF0[23:1 |OFO0[15 OF1[31:0
6] :0] ]
S - - - 0Oxbcbebe
0x0a935¢a4f39¢2 |0xeff1213 €232b20_006 0x6886c93_2065¢45_ 7731684 |bc 0Oxc07ece
b63 4b82 822378 df3ef7a cae90a7 (BS) 76
_ael968a_4a3cbad 40cb
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2 - - - 0x3c3c3c
0x0a935ea4f39¢2 |Oxeff1213_€232b20_006 0x9359a39_d450a12_51ceSbe_|3c OxedfO8af
b63 4b82 d3062b6_2c9cca3_c74edcd (CP) 9
_ael968a 4a3cba4 40cb
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-1 - - - 0x3c3c3c
0x0a935ea4f39¢2 |Oxeff1213_€232b20_006 0Oxeff1213_¢232b20_0064b82_ |3c 0xb86284
b63 4b82 ae1968a_4a3cba4 40cb306 (CP) bb
~ael968a 4a3cba4 40cb
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0 130 - - 0xbcbebe
0x0526b549¢73¢ |0xddd552f 3d3bac2 fb2 0xddd552f 3d3bac2 b230d5_ |be 0xb87439
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1 [131 - - 0x393939
0x0a4d6293ce78¢|0xc258963_5d097d0_e5 0xc258963_5d097d0_e50aa7c_|39 0xf701fle
d8e 0Oaa7c fc50f00_a2a747b_a45b784 (VB-ID) |d
_fc50f00_a2a747b_a45b
784
2 |132 - - 0x000000
0x049ac5279cf1f |0xb06e6b7_c8209e8_82 0xb06e6b7_c8209¢8_82982f7 |00 0x523d12
blc 98217 4bclal3_8a3f797 9f0446e lc
_4bclal3_8a3f797_9f04
46e
3 [133 - - 0x000000
0x09358a4f31e3d |Oxefd27df 0e46509_e0b Oxefd27df 0e46509_eOb63da_ |00 0xf96f47a
639 63da cb3dc05_af53ae8 4436€20 e
cb3dc05_af53ae8 4436
€20
4 134 - - 0x000000
0x026b1c9e63c7al0xc479a9¢_8c09955_e4 0xc479a9¢_8c0b955_e4b84bc_ |00 0xba695¢
c73 b84bc f4d23b6_286¢3cc_fbefcbb 5b
 f4d23b6_286¢c3cc fbefe
bb
5 135 - - 0x000000
0x04d6313ccf8f5 |0x69b366_49610ct 895 0x69b366_6b432ed_895¢70f |00 0x1163a5
8e6 c70f caf2c27 410aaa3 e0e83bf e9
_eaf2c27 410aaa3_e0ed
3bf
51 (181 - -
0x0934a6387ba6f|0xb39166a_8c1b092 96 0x01eab39 3961796 _96c£800 OxcddsSdd
ed0 79527 65550a2_286c641_1cfSec3 b2
b34e394 86a%ea3 8c0
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2b91
52 182 -- -
0x02694c70f74dd|0x014c513_116118b_41 0x88eca24 fa0719b_0ed75ea_f 0x241e48
dal cob49 d01238 77fac9c_2a2fe35 36
_a64a8b3_0ad9135_6¢c6
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53 1183 - --
0x04d290eleedb |0x5£74778 Tbae847 38 0x276fafa_fb8c5a8 95210b1 8 0x673be7
bb43 58c2e d295f2 09e27¢6_b737720 22
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54 |184 - -
0x092a529¢3d537 |0x41c3db8 7e60b5d_ad 0xde83510 193dd7e 8f09cca f 0x0e661a
5686 €6c26 d7¢979_439879a_5870c89 04
_0335bbl_0313ffb_ce6d
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55 |185 - -
0x034a5387aa6ea|0xda39225 0d2{8e6_48 0x9fd4127_873eeab_d443857 Oxe8b7ea
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56 |186 - -
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5dce396_89b2597 acef
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0x0694af0f54dd7 [Oxbobeede_b0ef775_f7d 0Oxed3734d_00d67¢7_eb76874 0x233bf0
al8 10ad €2d404c 09ed965 dc23211 c3
5dce396 89b2597 acef
Tea
63 |193 - -
0x0694af0f54dd7 |0xb6bee9e b0ef775 f7d 0x5b908ab_b2fdadc ab7f84a 0xe228cfc
al8 10ad 88d8992_bb6fc94 30a7b52 1
5dce396_89b2597 acef
Tea
64 |194 - -
0x0694af0f54dd7 |0xb6bee9e b0ef775 f7d 0x9f12b63 096eeec 28e9b90 0x681b90
al8 10ad a572681_09e03f4_85a8ee3 8d
5dce396_89b2597 acef
Tea
65 |195 - -
0x0694af0f54dd7 [0xbobeede_b0ef775_f7d Oxb6beede_b0ef775 f7d10ad Oxabaaaf’
al8 10ad 5dce396_89b2597 acetf7ea a
5dce396_89b2597 acef
Tea
66 1196 - -
0x0d29561ealba |0xObeb3a9 cb616c5 ce7 0x0beb3a9 cb616c5 ce7a6d6 0x0b6d33
d430 a6d6 3ab9bdb ¢93d31b ¢325019 10
_3ab9bdb_c93d31b_c32
5019
67 [197 - —
0x0a52a43d4b75 |0x6a3ad12 ba76634_6¢c Ox6a3ad12_ba76634_6c93fda Oxcd7c74f|
8861 93fda cl4a23d fbc4d3f cceecdf 2
cl4a23d fbc4d3f cceec
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1241254 0x0e
0x0c4022556ebc |0x1b667c4_58eb259 02 0x12bc |0x1b667c4 58eb259 028446 0x7a0el2
0341 8446 b23b297_c215fed_fd22fda be
_b23b297 c215fed fd22
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0x08804caadd78 [0x7751c4f 88a7402_a32 0xb3e3 |0x7751cAf 88a7402 a3288f8 0xe6b0b3
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1261256 0x30
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ff0
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Sa0e 7bd b7f137_153caca_632dfe8 a
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1281258 0x05 0x6ff8
0x04027d56f3c0b|0x7e0ac16_884dbSb_0b 0x7e0ael6_884db5b_0bb4b68 0xb1056ff
41d b4b68 OaleSf8 6¢38195_ ff4c09b 8
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Line Rekey Started
clk | Sym LFSR[59:0] BMO[167:0] BM1[167:0]
clk OF0[23:1 |OF0[15 OF1[31:0
6] :0] ]
3| - - -
0x02013aab7de0 |0xfd6cff2 ca2cdcl c6as 0xfd6cff2 ca2cdcl c6a57bd 3 0xa2787fe
Sa0e 7bd b7f137_153caea 632dfe8 a
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0x04027d56f3c0b|0x7e0ac16_884dbSb_0b 0x7e0ac16_884dbSb_0bb4b68 0xb1056ff
41d b4b68 Oale5f8 6c38195 ff4c09b 8
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0x0804f2adef814 |0x9eb4b99 b784a43 55 0x9eb4b99 b784a43 554b033 0xe29bb2
83b 4b033 _5068a0a_3652f72 45e1b03 33
_5068a0a_3652£72_45el
b03
0 |260 - -
0x0009e55bdf02b | 0x4£1e099_a2b74ae ff0 0x4£1e099_a2b74ae ff04407 1 0x79a5b6
077 4407 20488a_b50700b_222457c 95
_120488a_b50700b_222
457¢
1 261 - -
0x0013cab7b605 |0xb571a48_de0ddof Sa6 0xb571a48 de0fdof 5a6ft73 9 0x17dd64
60ce ff73 52d3al_aab9a78_7471e75 89
_952d3al_aab9a78_747
1e75
2 |262 - -
0x00279d6£640ae |0x7a6bb2e_a75b55¢ 37 0x7a6bb2e 857b77e_37c1770_ 0x755fc8
lde c1770 90d6b2f 4ebafee d50e89c 07
_b0d6b2f 4ebafee d50e
89¢c
3 [263 - -
0x004£32dec015¢ [0xfc07939_afOc1b8 71c 0x12e9737_16afa03_71cb433 0x8c8946
3b8 b433 06£d76f lecf574 b025617 a0
0779577 _lecf574 902
5607
4 |264 - -
0x009¢65bd882b |0x4ff8091_6006860_c4e 0xc77e8bS5_7f6e971_e2fba8b_a 0xc4b18b
8770 3076 €32d0c_bclf879 82c76e5 lc
~d086ea6_bclf879 5934
45¢
5 1265 - --
0x013cc37b1857 |0x7e07ee7 ede846a 78¢ 0x19b4dfec flda052 13fcl123 5 Oxa74lel
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Oeel 8ba2 af2f44 82af3cf ecOlca2 6f
37bd58e_6¢416ac_fecd
e39
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0x04b9d2c7b47e |0x£59c95¢_6¢60114_ale 0x9ffba7d 188elc3_34acde5_0 0x79245d
816b a2c9 103c0b_d184884 a89b6be 7b
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0x0973a58f68fd0 [0x3396d92_7255af2_45f 0x45a254d_26776d1_d2d9587 0x0870a0
2d7 81f1 _a82a8f2 18516le _a7flal5 24
~e0d765a_0102d9%b_ac5
4493
54 1314 - --
0x02e74bled9fa2 |0x0b70acb 824411 56 0xf7df80c_00edelb ffed2ee 8 0xf67191
Saf 5a3d6 b99e3f 8932320 _d9d3ddl d1
_4a7d35e _59a6dle_ef72
2f1
551315 - --
0x05ce963db3f46 |0x6e3c514 eedd3f3 890 0xd23eeed 19aa8d0 617d112 Oxa7a328
b5e aSbc 91d2beb_aca2095 alf7124 be
_03084a8_e35c763_d6b
b076
56 |316 - -
0x0b9d2c7b67e8f|0x071dfc0_354e724 40 0xa03ca96_b3df563_2ef6e35 0x3dd32f
6bc 24 7792de2_fe9e523 b833612 99
_0b318b0_caS51a40_42bf]
296
57 |317 - -
0x0b9d2c7b67e8f|0x071dfc0_354¢724 40 0x27d81ed_ca59522 9b74336_ Ox14ffale
6bc 24 b710ce3_53c46db_fa8cfee a
_0b318b0_caS51a40_42bf]
296
581318 - -
0x0b9d2c7b67e8f|0x071dfc0_354¢724 40 0x8f943da_ac3a372 953b5a0 0xa0123a
6bc 24 178ebd_55aa026_788de8d 84
_0b318b0_caS1a40_42bf
a96
63 |323 - -
0x0b9d2c7b67e8f|0x071dfcO0 354724 €40 0x0a5d925 9000dab 7d7b782 0xf288b0
6bc ff24 _417ba72_a7d8586_76c45aa 2a
_0b318b0_ca51a40_42bf]
296
64 |324 - -
0x0b9d2c7b67e8f|0x071dfcO_354¢724 €40 0x79bf76f 9742606 8407397 Oxda55bc
6bc 24 ffb7192 _eb3e6bd 9al5f60 ea
_0b318b0_caS51a40_42bf]
296
1251385 0x67
0x0370a27349c2f|0xcdaa576_8acdldb_09 0xf889 |0xcdaa576_8acdldb_09b8ccO_ 0x38678
a0d b8ccO 5d1e37e lecalaa ac189¢9 89
5dle37e lecalaa acl8
9¢9
126|386 0x07
0x06e14ce69b85 |0xdbf3f9d c8bb867 8ad 0x585a |0xdbf3f9d c8bb867 8ad1d10 0xc50758
d41b 1d10 5f5a2fa 1343528 92f0cc5 Sa
_5f5a2fa 1343528 920
ccS
1271387 0x49
0x0dc291cd3f0ba |0xbf85399 7c62d4d 41 0x751f |0xbf85399 7c62d4d 4179484 0xb84975
837 79484 c87396b_60e4ecd_9eac5d6 1f
¢c87396b_60edecd eac
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1281388 0x2b Oxfedd
0x0b85239a7617 [0x3937c9b_d05a356_afb 0x3937c9b_d05a356_afb6ad3 0x5f2bfc4
706f 6a43 d273cff 4d8b097_b323273 d
_d273cft 4d8b097_b323
273
1291389 Ox6e
0x070a4734e42ee|0xbd531a0_360f2df 08e 0x9e21 |0xbd531a0_360f2df 08ef7f0_0 0x016e9¢
0df 710 0750de_32420b7_9d378ed 21
_00750de_32420b7_9d3
78ed
Frame key calc started
clk | Sym LFSR[59:0] BM0[167:0] BM1[167:0]
clk OF0[23:1 |OF0[15 OF1[31:0
6] :0] ]
3| - - - -
0xbf85399 7c62d4d 41 0xbf85399 7c62d4d 4179484 0xb84975
79484 c87396b_60e4ecd_9eac5d6 If
_c87396b_60edecd_9eac
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_d273cff 4d8b097_b323
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00000 74227 bb68977 899974e 31
_7a3b0f9_42b1dbd_000
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6ab
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0x1232d67 ef6a7a5 605 0x65b6ed7 bdc9aSe b2a83ab 0x3d50cd
5678 €7a2797_2b7f24f 676ccee 7b
_d509b9f 427d387 €30
af77
4 1394 - - -
0x811566¢_dal4697 66 0x8927e15_093e591 c9d46f4 0x6741e4
89db 668739d_100edf2_782f7cb Sf
_84306fe_411d172_9e3
620
5 1395 - - -
0xf7027a4_dc24164 29 0x4b70562_37d2a78 2181422 0xeb20d3
716cf _e41f4f6_68921b1_6f026ea 59
_f0cd06e 9fad21f 41cbe
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45 1435 - - -
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0xc9472f7 c4371c6_667 0x2b49bal acafeaa 75b2cle 3 0x0d87b6
db0s dd8850_0e03b41 8166993 a5
_a78da80_06664cc_375
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48 438 - - -
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50 |440 - -
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1bde
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0x0c1b86553¢37 |0x60802d3_082166d_66 0x2c89 |0x60802d3_082166d_6655d80 0x60832c
7291 55d80 ~cb50245 8159b67 a5d1bde 89
_cb50245_8159b67 aSd
1bde
Line Rekey Started
clk [Sym LFSR[59:0] BMO[167:0] BM1[167:0]
clk OF0[23:1 |OF0[15 OF1[31:0
6] :0] ]
3| - - -
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9el7
56 |576 - -
0x040c81c418e5f)0x7886306_1252fd3 da Oxead9731_4064062_364cl5e Ox4cl5e5
35b 4da02 c48384b_2d20f54 del6319 52
_419a2fc 334d491_dcl6
b5b
57 |577 - -
0x040c81c418e5f|0x7886306_1252fd3_da 0x33e2803_a8be6fa_ffO05bf 8 0xbb310e
35b 4da02 c88d28 3e9f26f e35ae7d 11
_419a2fc 334d491_dcl6
b5b
58 |578 - -
0x040c81c418e5f|0x7886306_1252fd3_da 0xa575b19_fd0lfec 7a5aldd 0Oxfdlaa71
35b 4da02 72cc751_302celd af7d850 e
_419a2fc 334d491 dcl6
b5b
63 |583 - -
0x040c81c418e5f10x7886306_1252fd3 da 0x2e017aa_94c93a9_b6a6fd3 0x85d9c9
35b 4da02 9b64d35_89060ef 80cb85e b3
_419a2fc 334d491 dcl6
b5b
64 |584 - -
0x040c81c418e5f|0x7886306 1252fd3 da 0x44be25d 9fd286e 8e7fe89 0x68e0ea
35b 4da02 b4470c4_fca81db_cfOfb85 10
_419a2fc 334d491_dcl6
b5b
65 |585 - -
0x040c81c418e5f|0x7886306_1252fd3_da 0x7886306_1252fd3_da4da02 0x355728
35b 4da02 419a2fc 334d491 dcl6b5b 96
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_419a2fc_334d491 dcl6
b5b
66 1586 - -
0x08190b8831cb |0xf3ffda5 59a8a35 SSea Oxf3ffda5 59a8a35 SS5eadab 4 0x66737¢
cob7 dab b5c391_88699f4 cOc8eef el
_4b5c391_88699f4 c0c8
eef
1281648 Ox4c
0x01a36£fb53321 |0x4068890_aS1fbfl 414 0x3ac8 |0x4068890 a51fbfl 414a524 0xb84c3a
085 a524 280ecd4e a279d5c e73e041 c8
280ecd4e a279d5c e73e
041
1291649 0x0c
0x0346dff6a6640 10x8380d0e_1f7cd07_dc7 0x1e28 |0x8380d0e_1£7cd07_dc77025_ 0x850cle
10b 7025 53d2eae_c16a800_6b31bas 28
53d2eae c16a800_6b3
1ba5
Line Rekey Started
clk [Sym LFSR[59:0] BMO[167:0] BM1[167:0]
clk OF0[23:1 |OF0[15 OF1[31:0
6] :0] ]
3| - - -
0x00d1b3fdad991]0x48¢7c33 ef04d77 8a9 0x48¢7¢33 ef04d77 8a947c2 0x0a82caf
842 47c2 a40f5fc 51c2c8b_4d2ff08 4
_a40f5fc_S51c2c8b 4d2ff
08
21 - - -
0x01a36ffb53321 |0x4068890 aS1fbfl 414 0x4068890 aS1fbfl 414a524 0xb84c3a
085 a524 280ec4e a279d5c_e73e041 c8
280ecd4e a279d5c e73e
041
-1 - - -
0x0346dff6a6640 |0x8380d0e_1f7cd07_dc7 0x8380d0e_1f7c¢d07_dc77025 0x850cle
10b 7025 53d2eae c16a800 6b31bas 28
 53d2eae c16a800 6b3
1ba5
0 |650 - -
0x068db7ed44c8 |0xf2bb890 3ea29ff ed6 0xf2bb890 3ea29ff ed6af5f Se 0x623c14
2217 af5f f77¢9_3b3308a_{7842b4 30
5ef77¢9 3b3308a {784
2b4
1 ]651 - -
0x0d1b67da8190 |0xe039b17_d2a806b_d6 0xe039b17_d2aa06b_d6572dd Oxddaafcs
442f 572dd clb67aa 0052141 5f600ae 1
_clb67aa 0052141 5f60
Oae
2 |652 - -
0x0a36¢cfb50b20a |0xf7a4696 ectb5a3 9b7 0xf7a4696 cedb781 9b7c296 0x34c838
85f c296 7e80187_2627aa3_4a96e73 7f
5e80f87_2627aa3_4a9%6
e73
55 |705 - -
0x0bf3176d8e362]|0x2c2e73¢c_c07af5b 8bl Oxc3cdele 92f3535 3ff5265 4 Oxacla6d
cbe dsgs d42754 541bf8d ee829c7 c5
~4ecdbdc 71de587 08cc
449
56 1706 - -
0x07e62edb1c6c5|0xOf65dd b706dd2 75a 0xad409cl_07albc8 c1fe768 0xa83041
97c a989 67706de_7abc742 860407a 99
25cd567 d80c19f c40a
c69
57 1707 - --
0x07e62edb1c6c5|0xfOf65dd b706dd2 75a 0x5e76131 95d7447 2740077 0x57e84b
97c a989 _0227f05_9d059d9_234co6f4 6e
25cd567 d80c19f c40a
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c69
58 |708 - -
0x07e62edblc6c5|0xf9f65dd_b706dd2_75a 0Oxed349f1_23b7a22 3dc6aab_ 0x01c6dd
97c a989 391ac55_2e45f61_3feffd9 74
_25c¢d567_d80c19f c40a
c69
63 |713 - -
0x07e62edblc6c5|0x9f65dd_b706dd2_75a 0xc3526b0_349c3ff cblcdec 9 0x8dbb96
97c a989 7000f3_75697f8_88011ec a2
_25¢d567_d80c19f c40a
c69
64 |714 - -
0x07e62edblc6c5|0x9f65dd_b706dd2_75a 0x0f0358a_8ft7cc3 33cdeab 5 0x097fca8
97c a989 4dcclf db33fcc 40fda8d f
_25c¢d567_d80c19f c40a
c69
65 |715 - -
0x07e62edblc6c5|0xf9f65dd_b706dd2_75a 0xf9f65dd_b706dd2_75aa989 0x9a523¢
97c a989 25¢d567_d80c19f c40ac69 3c
_25c¢d567_d80c19f c40a
c69
66 |716 - -
0x0fcc55b630d89 [0xc625801_b74ff0e_ela 0xc625801_b74ff0e_eOactb4 0xf3f5be6
29 c6b4 717f03f d8ac9fb 2195879 c
_717f03f_d8ae9fb_2195
879
128|778 0Oxe3
0x0fc4084e4d5a4 |0xa83ba29 272d608 _d0 0xb616 |0xa83ba29 272d608 dOfldbl 0xf0e3b6
€04 fldbl 318f4bS_1c140ef cd8317¢ 16
_318f4b5_1c140ef cd83
17e
1291779 0x68
0x0£88109c9ab4b |0x90a9d7c_55dffee_8e0 0x2b8a |0x90a9d7c_55dffee 8e07cdc_e 0xff682b8
c09 Tede 758d7c_2175036_b19d4aa a
_e758d7c_2175036_b19
d4aa
Frame key calc started
clk |Sym LFSR[59:0] BMO[167:0] BM1[167:0]
clk OF0[23:1 |OF0[15 OF1[31:0
6] :0] ]
3| - - - -
0xc51f17e_201434d_a31 0xc51f17e_201434d_a318c59 0x29b5de
8c59 c85b7d1_a839945 13b6f66 9c
_c85b7d1_a839945_13b
6166
2| - - - -
0xa83ba29_272d608_do0 0xa83ba29 272d608_dOfldbl_ 0xf0e3b6
fldbl 318f4b5_1c140ef cd8317¢ 16
_318f4b5_1c140ef cd83
17e
-1 - - - -
0x90a9d7¢ S5dffee 8e0 0x90a9d7c 55dffee 8e07cdc e 0xff682b8
Tede 758d7c_2175036_b19d4aa a
_e758d7c 2175036 _b19
d4aa
0 |780 - - -
0x8cdb786_0fde267 eea 0x8cdb786_0fde267_eeal 746 0x574a71
1746 c771efb_cffca87 2cf8884 3
_c771efb_cffca87 2cf88
84
1 [781 - - -
0xc040e35 54294b7 00 0xb75dced 9a84a0b b096d5d 0x252a4f
00000 cal5b00_6f3facf 081deal Tc

3527097 _5£70fcc_0000
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Table B-26. Cipher State in SST mode for 4-lane, Inter-BS Spacing = 130
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encrypted
Sym clk stream OF1[31:0] stream
-3 Oxlclclcle 0x6559c03e Oxlclclcle
-2 0x3c3c3c3c 0x6559c03e 0x3c3c3c3c
-1 0x3c3c3c3c 0x6559c03e 0x3c3c3c3c
0 Oxlclclclc 0x6559c03e Oxlclclcle
1 0x39393939 0xb79eeSfe 0x8ea7dcc?
2 0x00000000 0x289af919 0x289af919
3 0x00000000 0xd25b5d6c 0xd25b5d6e
4 0x00000000 Oxed55dcde Oxed55dcde
5 0x00000000 0xe4e58763 Oxe4e58763
45 0x00000000 0x10f21d66 0x1021d66
46 0x00000000 0x37affe86 0x37affe86
47 0x00000000 0x49152bc4 0x49152bc4
48 0x00000000 0x1f068148 0x1f068148
49 0x00000000 0xb79cb954 0xb79cb954
50 0x00000000 0xfe492f2a 0xfe492f2a
51 0x00000000 0x53331el8 0x53331el8
52 0x00000000 0x5c0e4039 0x5c0e4039
104 0x00000000 0x1d74baa3 0x1d74baa3
105 0x00000000 0xd8835587 0xd8835587
106 0x00000000 0xaf70715f 0xaf70715f
107 0x00000000 0xc861665f 0xc861665f
108 0x00000000 0x2bbcf09a 0x2bbcf09a
128 0x3c3c3c3c 0Oxedf08afd 0x3c3c3c3c
129 0x3c3c3c3c 0xb86284bb 0x3c3c3c3c
130 0xbcbcebebe 0xb87439a6 0xbcbcebebe
131 0x39393939 0xf701fled 0Oxce38c8d4
132 0x00000000 0x523d121c 0x523d121c
133 0x00000000 0xf96f47ae 0xf96f47ae
134 0x00000000 0xba695c5b 0xba695c5b
135 0x00000000 0x1163a5e9 0x1163a5e9
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Table B-27. 4-lane Encrypted Output in SST mode for Inter-BS Spacing = 130
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Test Vectors for 4-Lane Main Link Configuration in SST Mode (Inter-BS
spacing = 131, CPSR Interval = 3)

Authentication
Table B-3 and Table B-4 provide the LFSR and Block module states during the first part of authentication.

Initial Bootstrapping
Table B-25 provides test vectors during the initial bootstrapping operation.

After start of encryption
Table B-28 provides test vectors generated after the start of encryption (beginning with the first CPSR symbol set
that triggers encryption). Table B-29 provides encrypted cipher outputs.

cl | Sym OF0[23:1 | OFO[1 OF1[31:
k | clk LFSR[59:0] BMO0[167:0] 6] 5:0] BM1[167:0] 0]
Frame key calc started
0xd20317a_3725bc8 2 0xd20317a_3725bc8 25
S6afSe_6b9cc06_7d7aa 6afSe_6b9cc06_7d7aal8 | 0x6559¢
-3 - - 18 8719092 -- -- 8719092 03e
0xd20317a_3725bc8 2 0xd20317a_3725bc8_25
S6afSe_6b9cc06_7d7aa 6af5e_6b9cc06_7d7aal8 | 0x6559¢
-2 - - 18 879092 -- -- 8719092 03e
0xd20317a_3725bc8 2 0xd20317a_3725bc8 25
S6afSe_6b9cc06_7d7aa 6afSe_6b9cc06_7d7aal8 | 0x6559¢
-1 - - 18 879092 -- -- 8719092 03e
0xd20317a_3725bc8 2 0xd20317a_3725bc8_25
S6afSe_6b9cc06_7d7aa 6af5e_6b9cc06_7d7aal8 | 0x6559¢
0|0 - 18 879092 -- -- 8719092 03e
0xc040e35_54294b7 0 0x9b48c65_3f7de85_4cf
000000 {52356 _bfdde 937 50d9c10_5d7fbdc | 0xb79%e
1 1 - 50_000001d -- -- _6a03908 Sfe
0x6666ade_47b5444 9 0x94ede66 8141634 5f
3d46aa_ala9cb4 a206a 900d1_5f7a0f0 f291dcb | 0x289af
2 |2 -- aa cacfa30 -- -- ~ 5a0cebe 919
0x1232d67_ef6a7a5_60 0x1f69314_9a31990_c4
55678 _533e54c_edbdl b92db 3126525 6ab130 | 0xd25bs
3 13 - 8a_91fbcbb - - 4 928c3d8 déc
0x811566¢_dal4697 6 0x7f0a70c_dlbda54 34
6£89db_d9ced6b_c89e2 €9929 7df4b37_d8d588 | Oxeds55d
4 |4 - 63 9e3097e - - c 855d111 cde
0x57dd199_d4f7e9b_b 0x2789d57_f53ee8a_3cf
4 85862b SccS55f4 2bSef eaf5 817480c c30af76 | Ox37affe
6 | 46 — ea 85611ff - - 249767 86
0xc9472f7 c4371c6_66 0x£a07250 £725212 9b
4 7db05_9e19673 _1fctb8 c279d_76fe6la el521fc | 0x49152
7 | 47 - 0 9e1665f - - _fb331b7 bed
Ox2aeaf01 beefd43 e0 Oxcaf5121 1129806 38
4 cd9a0_d83548d_480c5 36e0a_9051c5e 34551a | 0x1f068
8 | 48 -- Oa 5d4edOe -- -- e 7f7b35a 148
4 0x5cfb3bd_bb2e5ca 6f 0x62e765a_09101lee 9 | 0xb79cb
9 | 49 - 52793 8bb82fe ea7c29 - - 2cabl 4cfd7ca f8ad063 | 954
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1197804

0x8bb&2fe_ea7c298 d9

0x960d99e_e9b8bOf 78

5 0x0£53e0a625770 | a59fa f523e56 bfddeS 2d158 645c7a9 312615 | Oxfed492f

0 | 50 2fe 0 000001d - - f cad46465 2a
0xb486149_cca6e3d_0 0xb72431d_4951294_ab

5 0x0ea7c94c42ee0 | 355dff 2262329 a206a al3a4 claSedc d8ea59 0x53331

1 51 Sfd aa cacfa30 - - b 2cbcad0 el8
0x120ec20 al030d1 4 0xe94a5e8_bad382a b5

5 0x0d41929885dc0 | ¢72806 a00fb45 edb4l 16ee3 2acal2a 04f35¢9 | 0x5c0e4

2 | 52 bfb 8a 75af954 - - 6244723 039

1 0x283bb5d_356dcld 5 0x06afobe_8574776_62

0 0x08549a75241ce | ef8302_740b636_le2bb 44dcl_1c04bf2_7dala0 | 0x96fc2

1 101 c5b bl 7729024 -- -- 3 ¢962e82 396

1 0xd1bdb61_18b2c89 0 0x8000caf 8f340fb 57f

0 0x00a934ea4839f | 6d55fe 85d7861 4a2d2 ba9a ece383b_S5d4ccf2 | OxbeSld

2 | 102 8b6 c4 3f0f76a - 0x6a42 | e2ff34b 239

1 Oxabddb90 19d2b4a 7 0x394e745_ec99143 e3

0 0x015269d49873 540b7a_458c215_014c 8f19_375ec6c_39cTcef | 0x8908e

3 103 dl6c 756 aca7735 -- Oxbldb | ba78801 8ac

1 0x924¢b87_b7a728b_8f 0x398cfb0_51408ef 95

0 0x02a4d3a938¢78 | 829¢c6_35dd971_63da5 00162 _a935d4f 83542 | 0x1d74b

4 | 104 2d8 b0 486ff01 0x97 0xd7a3 | 0 da99144 aa3

1 0x711d28b_ffa6fca 92 0xde9d7cl_83df898 le

0 0x0549af5279¢f0 | 3e67b_15707a7_42a4b 55332 _ddc9add_a82acb | 0xd8835

5 105 5bl b2 2deda6d 0xbb 0xb0f9 2 2885c03 587

1 0Oxeff1213_€232b20_00 0xd887{8b_5d37e0d_fe

0 0x0a935ea4f39e2 | 64b82_ael968a 4a3cba 4d145_6a55c¢77_9369bf | Oxaf707

6 | 106 b63 4 40cb306 0x62 0x84bb | b 5028420 15f

1 0Oxeff1213 €232b20 00 0xb77f694_6fed836_ecS

0 0x0a935ea4f39¢2 | 64b82 ac1968a 4a3cba fbda_befa034 2c5d690 | 0xc8616

7 | 107 b63 4 40cb306 0x62 0x84bb | ae478e9 65f

1 0xeff1213_€232b20_00 0xa67d45¢_0b30f7d_2b

0 0x0a935ea4f39e2 | 64b82_ael968a 4a3cba b93be e09b5t5 22ca84 | O0x2bbef

8 | 108 b63 4 40cb306 0x62 0x84bb | 7 b849198 09a

1 Oxeff1213 €232b20 00 0x6886c93_2065¢45 77

2 0x0a935¢a4f39¢2 | 64b82 acl1968a 4a3cba 3f684 82237f8 df3ef7a | OxcO7ec

7 | 127 b63 4 40cb306 0x62 0x84bb | cae90a7 e76

1 0Oxeff1213_¢232b20_00 0x9359a39_d450a12_51

2 0x0a935ea4f39¢2 | 64b82 ael1968a 4a3cba ceSbe_d3062b6 2c9cca | Oxedf08

8 | 128 b63 4 40cb306 0x62 0x84bb | 3 c74edc4 afy

1 Oxeff1213 €232b20 00 Oxeff1213 €232b20 00

2 0x0a935¢a4f39¢2 | 64b82 ac1968a 4a3cba 64b82 ac1968a 4a3cba | 0xb8628

9 | 129 b63 4 40cb306 0x62 0x84bb | 4 40cb306 4bb

1 0xddds52f 3d3bac2_fb 0xddd552f 3d3bac2_fb

3 0x0526b549¢73c7 | 230d5_83a2d78 5alda 230d5_83a2d78 Salda4 | 0xb8743

0 | 130 6¢7 41 8fed1d6 0x74 0x39a6 | 1 8fedld6 9a6

Line rekey started
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cl | Sym OF0[23:1 | OFO0[1 OF1[31:
K | clk LFSR[59:0] BMO0[167:0] 6] 5:0] BM1[167:0] 0]
0xeff1213_€232b20_00 0x9359a39_d450a12 51
0x0a935ea4f39e2 | 64b82_ael968a 4a3cba ceSbe_d3062b6_2c9cca | OxedfO8
-3 - | b63 4 40cb306 - - 3 c74edc4 af9
0Oxeff1213_€232b20_00 Oxeff1213_€232b20_00
0x0a935ea4f39¢2 | 64b82_ae1968a 4a3cba 64b82_ac1968a 4a3cba | 0xb8628
-2 - | b63 4 40cb306 - - 4 40cb306 4bb
0xddd552f 3d3bac2_fb 0xddd552f 3d3bac2_fb
0x0526b549¢73c7 | 230d5_83a2d78 5alda 230d5_83a2d78 Salda4 | 0xb8743
-1 - | 6¢7 41 8fed1d6 - - 1 8fed1d6 9a6
0xc258963_5d097d0_e 0xc258963_5d097d0_e5
0x0a4d6293ce78¢ | SOaa7c_fc50f00 a2a74 Oaa7c_fc50f00 a2a747b | Oxf701f
0 | 131 d8e 7b a45b784 - -- _a45b784 led
0xb06e6b7_c8209¢8_8 0xb06e6b7_c8209e8_82
0x049ac5279cf1fb | 2982f7 4bclal3_8a3f7 982f7 4bclal3 8a3f797 | 0x523dl1
1 132 Ic 97 9f0446¢ -- -- - 9f0446¢ 21c
Oxefd27df 0e46509 e0 Oxefd27df 0e46509 eOb
0x09358a4f31e3d | b63da cb3dc05 af5S3ae 63da _cb3dc05 af53ae8 | 0xf96f4
2 | 133 639 8 443620 - - 443620 Tae
0xda39225_0d2f8e6_48 0x9fd4127_873ecab_d4
5 0x034a5387aabea | 7ed6d l4adaff c23321 43857 _d7bc533_04fa8a | Oxe8b7e
4 185 dOc e 7e5a780 - - b adeec09 ale
Oxb6beede_b0ef775_f7 0xd5858aa_e4354ca_bS
5 0x0694af0f54dd7 | d10ad 5dce396 89b25 2fefd c3e62de 3960ed5S | Oxac7e0
5 186 al8 97 acef7ea -- -- ~ cbcbaas ebc
0x0beb3a9 cb636c5 ce Oxed3734d_00d67¢7_eb
5 0x0d29561ealbad | 7a6d6_3ab9bdb_c93d3 76874 e2d404c_09ed96 | 0x233bf
6 187 430 1b ¢325019 - - 5 dc23211 0c3
0x0beb3a9 cb636c5_ce Oxel7cdec_bc66357_84
5 0x0d29561ealbad | 7a6d6_3ab9bdb_c93d3 50c0e_5f72374 878db0 | 0x16208
7 | 188 430 1b ¢325019 - - c 6bl3dle c84
0x0beb3a9 _cb636¢5_ce 0x55182ed_d8e05f7_37
5 0x0d29561ealbad | 7a6d6 3ab9bdb_c93d3 f417a_14ed44b 585f76 | Ox2acbe
8 189 430 1b ¢325019 - - b 94900de 06b
0x0beb3a9 cb636¢c5 ce 0x9f12b63 096eeec 28
6 0x0d29561ealbad | 7a6d6 3ab9bdb_c93d3 e9b90_a572681_09¢03f | 0x681b9
3 | 194 | 430 1b 325019 - - 4 85a8ee3 08d
0x0beb3a9 cb636c5 ce 0xfb4bddb _29ecd93 fee
6 0x0d29561ealbad | 7a6d6_3ab9bdb_c93d3 8c9d_9cef79d_167d4b2 | 0x3792b
4 | 195 430 1b ¢325019 - - 7c33f78 bco
0x0beb3a9 cb636c5 ce 0x0beb3a9 cb636¢5 ce
6 0x0d29561ealbad | 7a6d6_3ab9bdb_c93d3 7a6d6_3ab9bdb_c93d31 | 0x0b653
5 196 430 1b ¢325019 -- -- b ¢325019 310
Ox6a3ad12 9854416 6 Ox6a3ad12 9854416 6¢
6 0x0a52a43d4b758 | c93fda_el4a23d fbedd 93fda el4a23d fbcdd3f | 0xc6347
6 | 197 861 3f cceecdf - - cceecdf 44
198 . -
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6 0x04a5487a96eb3 | 0x6a9b47c _10al22e 4 0x6a9b47c_10al22e 49 | 0x9832c
7 0c2 94b633_ea430af 69d5a 4b633_ca430af 69d5a8 | 3f5
81 2aca65b 1 2aca65b
1 0x18f62ce_bba0lf6_e0 0x18f62ce_bbal1f6_e05
2 0x0804f2adef814 | 5873b_02e1453 6d3fe0 873b_02e1453 6d3fe03 | 0x1a352
8 1259 83b 3 73ffb2f 0x35 0x25¢9 | 73ftb2f 5¢9
1 Ox5cca5a8 2556138 72 Ox5cca5a8 2556138 72
2 0x0009e55bdf02b | lcd54 edOa7be b3224 lcd54_edOa7be b32244 | 0x94f60
9 | 260 077 47 d4b665¢ 0xf6 0x02fc | 7 d4b665c 2fc
1 0xf76f879_1fbb56b_25 0xf76f879_1fbb56b_258
3 0x0013cab7b6056 | 8f91d_e102fcO_cd59d0 91d_e102fc0_cd59d02_ | Oxfddfb
0 | 261 Oee 2 20a20cl Oxdf Oxb4a0 | 20a20cl 4a0
Line rekey started
cl | Sym OF0[23:1 | OFO0[1 OF1[31:
k | clk LFSR[59:0] BMO[167:0] 6] 5:0] BM1[167:0] 0]
0x18f62ce_bba0lf6_e0 0x18f62ce_bbal1f6_e05
0x0804f2adef814 | 5873b_02e1453 6d3fe0 873b_02e1453 6d3fe03 | 0x1a352
-3 - 83b 3 73ffb2f -- -- ~73ffb2f 5¢9
Ox5cca5a8 2556138 72 Ox5cca5a8 2556138 72
0x0009e55bdf02b | lcd54 edOa7be b3224 lcd54_edOa7be b32244 | 0x94f60
-2 - | 077 47 d4b665¢ - - 7 d4b665¢ 2fc
0xf76f879_1fbb56b_25 0xf76f879_1fbb56b_258
0x0013cab7b6056 | 891d_el02fcO_cd59d0 91d_el02fc0_cd59d02_ | Oxf4dfb
-1 -- | Oee 2 20a20cl -- -- 20a20c1 4a0
0x6491309_60f1012_d 0x6491309_60f1012_d8
0x00279d6f640ac | 89dda7 994dc10_1d81 9dda7_994dc10_1d8119 | 0x7df38
0 | 262 1dc 194 a40a9ad - - 4 a40a9ad 818
0x2f00991_88b8ef3_d6 0x2f00991_88b8ef3_d6
0x004£32dec015¢c | 6782 _aSbobb7_ 05604 67e82_aSbobb7_056043 | Oxac45c
1 | 263 3b8 35 9b9bc8b - - 5 9b9bc8b fc9
0xd593def 28df9¢5 04 0xd593def 28df9¢5 04
0x009e65bd882b8 | 400b6_28ac3dd_30925 400b6_28ac3dd 309251 | Ox12cdb
2 | 264 770 1c 91c3e34 -- -- c 91c3e34 ee2
Oxabfc938 a7ed2ab e6 Oxabfc938 a7ef2ab e65
0x013cc37b18570 | 58839 e80f130_05a2b2 8839 e80f130_05a2b26 | Oxafa34
3 | 265 cel 6 bdable2 - - ~bdab6le2 d79
0x6166a88_00c3a25_9f 0x7128dc9_245f95¢_e0
5 0x0b9d2c7b67e8f | 3dcbe_9f6198d c2465b 190b2_4e296e5_d109df | 0x0e683
4 | 316 6bc 1 3df1304 -- -- e 2710abf 8fb
0xcb9ffcc 292b4c9 6a 0x5cc53c7_94bffo0 cf3
5 0x073a50f6cfdled | 4747a 9a333fa_53bdec 3d37 3128cf9 5aa347c | 0x05ff9
5 | 317 79 d 2ebb6dc - - ~902fdf9 298
0xd048d69_884d2ce ¢ 0x782d24c_2eca09¢_75
5 0x0e74aled97a39 | 671d%e dcdeb87 e721 2fcd8 7af4352 21844d | 0xOca02
6 | 318 af3 961 cbb6bece - - 5 51f9aSe 623
0xd048d69_884d2ce e 0xf52893f 01626e7 15
5 0x0c74aled97a39 | 671d%e dcdeb87 e721 42ccl_1dd1b6d 32d6c9 | Oxfoeee
7 | 319 af3 961 cbbbece -- -- b fa4305e 95b
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0xd048d69_884d2ce e Oxa5faffd 4eebb6d _aS6

6 0x0e74aled97a39 | 671d9%e dcdeb87 e721 0f00_0cS59adc 15aaee0 | 0x90751

3 | 325 af3 961 cbbbcce -- -- b8c79cc aad
0xd048d69 884d2ce e 0x8ade6e8 b4b4209 9e

6 0x0e74aled97a39 | 671d%e_dcdeb87_e721 39b2d_807d57e_82442f | 0x8dfb6

4 | 326 af3 961 cbbbece -- -- d 809bdcd 1d3
0xd048d69_884d2ce e 0xd048d69_884d2ce e6

6 0x0c74aled97a39 | 671d%e dcdeb87 e721 71d9%¢_dcdeb87 €72196 | Oxadd3b

5 | 327 af3 961 cbbbcce -- -- 1 cb66cce ee
0x08dd310_dc83766_8 0x08dd310_dc83766_8e

6 0x0ce943db2f473 | e941fe 36e2c08 bSbe3 941fe 36e2c08 b5be3S | 0x2a87a

6 | 328 5e6 5c¢_e03509¢ - - c_e03509¢ 224
0x275df3a_da41d84 ac 0x275df3a_da41d84 ac

6 0x09d287b65e8e4 | c2987 84a2d2d 0522 c2987_84a2d2d 052¢2c | 0x8d12a

7 | 329 bed c9 15b23ec -- -- 9 15b23ec 9e0

1 0x2aalc09_89b38b3_8 0x2aalc09_89b38b3_80

2 0x070a4734e42ee | Obbec7 72afefd c21df7 bbee7_72afcf4 c21df7b | OxObaca

7 | 389 0df b 2b647¢0 Oxac Oxabe3 | 2b647¢0 be3

1 0x002e137_c6bda63_9 0x002e137_c6bda63_92

2 0x0e148e69c05de | 2a289f 4al6efb_Oebf9 a289f 4al6efb_0ebfOd3 | 0x05711

8 | 390 1bf d3 0158813 0x71 0x1f0e | 0158813 f0e

1 0xffc428c_4e594el 59 0xffc428c_4e594el 5%

2 0x0c291cd380bbe | eaal6 c8677fb_7b02b5 aal6_c8677fb_7b02b5f | Ox6abSc

9 | 391 37e f 2fe0084 0xb5 0xc320 | 2fe0084 320

1 0x5b61a07_13d4cb5 ¢ 0x5b61a07_13d4cb5_c7

3 0x085231a70177a | 7a2le0_6ad1270_2flda a2le0_6ad1270 2fldaa | Oxle512

0 | 392 6fc a3 81176f2 0x51 0x2db0 | 3 8117612 db0

Frame key calc started

cl | Sym OF0[23:1 | OFO[1 OF1[31:

k | ck LFSR[59:0] BMO[167:0] 6] 5:0] BM1[167:0] 0]
0x002e137_c6bda63_9 0x002e137_c6bda63_92
2a289f 4al6efb_0ebf9 a289f 4al6efb_0ebfOd3 | 0x05711

-3 - - d3 0158813 -- -- 0158813 f0e
0xffc428c_4e594el 59 0xffc428c_4e594el 5%
eaal6_c8677fb_7b02b5 aal6_c8677fb_7b02b5f | Ox6abSc

-2 - - f 2£e0084 -- -- 2fe0084 320
0x5b61a07_13d4cb5 ¢ 0x5b61a07_13d4cb5_c7
7a21e0_6ad1270 2flda a2le0_6ad1270 2fldaa | Oxle512

-1 - - a3 81176f2 - - 3 8117612 db0
Oxc7aee82 c72dc59 12 Oxc7aee82 c72dc59 12
08199 466e1d9 396a0 08199 466e1d9 396a07 | 0xd3122

0 | 393 - 7c_a8625d6 - - c_a8625d6 373
0xc040e35_54294b7_0 0x1108d74_c46b8dd_6f
000000_7a3b0f9_42b1 c8cb2 9ae7735 b89d32 | 0x66362

1 | 394 - dbd 000006a -- -- c 17382b4 f19
0x6666ade_47b5444 9 0x788947_¢7892cd_ff8 | 0x82341

2 | 395 - 3d46aa e4f374f 3cd03 -- -- 2306 64f6d94 434elcd | 37d
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_868d1bl

0x1232d67_ef6a7a5_60

OxOeeadd4 7638663 58

55678 d509b9f 427d3 39c5a a886ef9_afedcfb | 0x8af77

3 | 39 - 87 e30af77 - - 7f77cAf 359
0x57dd199_d4f7e9b_b Oxeldbcfb_6d8570_53

4 85862b_d828b51_4592 284f5 137317 blf7b4 | 0xd89c9

6 | 439 - 118 f6be033 - -- 4 42feef 691
0xc9472f7 c4371c6_66 0xb0ad63e 2c8ebal c2

4 7db05_a78da80_06664 30f2f 12cdcde a7a6745 | 0x8d27e

7 | 440 - cc 375232b - - 7087667 dde
Ox2aeaf0]1 beefd43 e0 0x909ec08_9b50823 el

4 cd9a0_314db4f 98508 b1f83_1flbc01_72fa431 | 0xd6bc8

8 | 441 -- 5 elaad05 -- -- 1292150 fla
0x5cfb3bd_bb2e5ca 6f 0xc660e93_9388a22 e4

4 52793 _70ae71a 23636 52add_c9da6f3_ecdfef2 | Ox119ac

9 | 442 - 94 1dad643 -- -- blcdf18 175
0x70ae71a_2363694 1 0xf724eb2_d7c5410_c94

5 0x091b19aS1el5d | dad643_7a3b0fd 42bld 14a0_297b236_c6303be | 0x0d9f2

0 | 443 7la bd 000006a - - c88213c c6d
0xdbbdf28_dc37alf 69 0xb4b15f7_46a0ed7_8b

5 0x02363b4a3c2ba | aaca3 8d3b596 3cd033 €20f8_b405b8a_1885feb | 0x70bf2

1 | 444 e34 3 212d6ab -- -- 354514 4ff

1 0x6e8a0b6_0a0bd64 b 0x8b093a6_e687b3c_61

0 0x0306e1954{8dd | 2cldfb_4055af3_66540 32462 _b94e38f 4f3116f | 0x38fld

4 | 497 4ad 7c ella757 0x82 0xc352 | feee9dl 556

1 0x45f1415_2da6811_2f 0x9213549_694c6e8_a3

0 0x060dc32a9flba | 9f883 8209d00_9abfc8 4f0c3_d4328bc_adbd6d | 0xe3798

5 ] 498 948 7 8c37ee0 Oxec 0x7097 | b _742fcf2 ffd

1 0x60802d3_082166d_6 0x31b79a6_31fdd76 22

0 0x0c1b86553e377 | 655d80_cb50245_8159 db2ad_367b896_22dd4c | 0x5c4b2

6 | 499 291 b67 a5dlbde 0x83 0x2c89 | 5 acf058d Saf

1 0x60802d3_082166d_6 0xcd6ff63_f04b0f2_569

0 0x0c1b86553¢377 | 655d80_cb50245 8159 f95a 8ecObba_fe3a764 | Oxal9%4a

7 1 500 291 b67_aSdlbde 0x83 0x2c89 | 3fdfOce 243

1 0x60802d3_082166d_6 0xa2d3032_750310b_c8

0 0x0c1b86553e377 | 655d80_cb50245_8159 91730_179f702_da513a | 0x1808b

8 | 501 291 b67 a5dlbde 0x83 0x2c89 | 0 211b79a aa7

1 0x60802d3_082166d_6 0xf4e68b8_4672767 8e

2 0x0c1b86553¢377 | 655d80_cb50245 8159 eebal_8ab9750_dae656 | 0xd2c40

6 | 519 291 b67 a5dlbde 0x83 0x2c89 | 2 2443fa6 8d1

1 0x60802d3_082166d_6 0x2742c¢41_611bb93 e

2 0x0c1b86553e377 | 655d80_cb50245_8159 97d44_4fffbb6_24b6915 | Oxef354

7 | 520 291 b67 aS5dlbde 0x83 0x2c89 Sde2d8e cda

1 0x60802d3_082166d_6 0x8cea32e 2e5b05c_bfs

2 0x0c1b86553¢377 | 655d80_cb50245 8159 05fd_53a40f2_cled47b_ | Ox2cl2c

8 | 521 291 b67 a5dlbde 0x83 0x2c89 | 9110c05 578
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1 0x60802d3_082166d_6 0x60802d3_082166d_6
2 0x0c1b86553e377 | 655d80 cb50245 8159 655d80 cb50245 8159b | 0x60832
9 | 522 291 b67 aSdlbde 0x83 0x2c89 | 67 a5dlbde c89
1 0x08c4020_30bc948_6 0x08c4020_30bc948_6b
3 0x083704aa746ee | b8a9%61_886718e_b4ab 8a961_886718e_b4a608 | 0x1a40b
0 | 523 522 082 0074526 0x40 Oxbe67 | 2 0074526 e67
Line rekey started
cl | Sym OF0[23:1 | OF0[1 OF1[31:
k | ck LFSR[59:0] BMO[167:0] 6] 5:0] BM1[167:0] 0]
0x60802d3_082166d_6 0x8cea32e 2e5b05c_bfs
0x0c1b86553¢377 | 655d80_cb50245 8159 05fd_53a40f2_cled47b_ | Ox2cl2c
-3 - ] 291 b67 a5dlbde - - 9110c05 578
0x60802d3_082166d_6 0x60802d3_082166d_6
0x0c1b86553e377 | 655d80 cb50245 8159 655d80 _cb50245 8159b | 0x60832
-2 - | 291 b67 aSdlbde -- -- 67 a5dlbde c89
0x08c4020 30bc948 6 0x08c4020 30bc948 6b
0x083704aa746ee | b8a9%61_886718e_b4ab 8a961_886718e_b4a608 | 0x1a40b
-1 - 522 082 0074526 -- -- 2 0074526 e67
0x5af75fe_5953161_a0 0Ox5af75fe_5953161_a00
0x006e0154e0ddc | 038b7_c87ac01_ccOc41 38b7_c87ac01_cc9c416 | 0x3760f
0 | 524 a44 6 9af5207 -- -- ~9af5207 82a
0x1085a0e_5352770 6 0x1085a0e_5350770_66
0x00dc0aa9cObbb | 668fe6_c6ff8ab 98292 68fe6_e6ff8ab 9829251 | Oxel9de
1 | 525 488 51 b22863b -- -- ~b22863b 0a8
0x6fa6d38_71d9ac4 a0 0x6fa6d38_53f98e6_a0f
0x01b815539377 | fab91 69d6700 99b4cl ab91_49d6700 99bdclb | Oxebesc
2 | 526 6910 b 9¢28386 -- -- ~9e28386 4b3
Oxcc7e643_3a7de8e 14 0x229084d_83dc535_14
0x03702aa726eef | €705e_966aab0_912ac0 €705¢ 97ee8a8 912acO0 | Oxfba36
3 | 527 220 8 ef0999d - - 8 cf4918d 72¢
0xb7c1bl9 101313 7 0xe32cf03_c423025 72
5 0x02819338861ca | 39a857 ca7b203_b589 e3fbc_86cb0af fdSb2ee | 0x25d25
2 | 576 abb bel 69cf290 -- -- ~ 14{9af4 81
0xf54baa2 516¢179 8f 0x2b9bf02_6567dd1_c9
5 0x050326710439 | a28c3_b35dlca Oeddf4 Ofcf3_ccle869 fcal056 | 0x8821d
3 | 577 74d6 5 d8c5524 - - 84ddSab 02
0xf99£5¢2 06270a5_7d 0x78679¢2_7b92110 18
5 0x0a0644¢20872¢ | ed43b_103d361_85052 8acSf 9577210 764392c | 0x32a97
4 | 578 9ad da 3ca9el7 -- -- alcef59 Sal
0x7886306_1252fd3_d Oxead9731_4064062_36
5 0x040c81c418e5f | a4da02 419a2fc 334d4 4cl5e c48384b 2d20f5 | Ox4clSe
5 1579 35b 91 dcl6bsb - - 4 del6319 552
0xf3ffda5 59a8a35 55 0x33e2803 a8be6fa ff0
5 0x08190b8831cbc | ecadab_4b5c391_88699f 05bf 8c88d28 3e9f26f | 0xbb310
6 | 580 6b7 4 cOc8eef -- -- e35ae7d ell
0xf3ffda5 59a8a35 55 0xa575b19 fdOlfec 7a5
5 0x08190b8831cbc | eadab 4b5c¢391 88699f aldd 72cc751 302celd | Oxfdlaa
7 | 581 6b7 4 cOc8eef - - af7d850 7le
582 - -
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5 0x08190b8831cbc | 0xf3ffda5 59a8a35 55 0x7beaafa_c3020d1 85 0xf2a%
8 6b7 eadab_4b5c391 88699f 83e6a_ff59928 567224 | 69
4 cOc8eef f6475df
Oxf3ffda5 59a8a35 55 0x44be25d_9fd286e_8e
6 0x08190b8831cbc | eadab 4b5c391 88699f 7fe89_b4470c4_fca81db | 0x68ele
3 587 6b7 4 cOcBeef - -  cOfb85 al0
0xf3ffda5_59a8a35 55 0x8cc7ec7_Obléfef 48d
6 0x08190b8831cbc | eadab 4b5c391 88699f 8f7e_d925213 156666¢ | 0xfa003
4 | 588 6b7 4 cOc8eef -- -- ~a7b7959 60b
0xf3ffda5 59a8a35 55 0xf3ffda5 59a8a35 55e
6 0x08190b8831cbc | eadab 4b5c391 88699f adab 4b5c391 88699f4 | 0x66737
5 589 6b7 4 cOcBeef - - ~ c0c8eef cel
0x83ef0b5_83al43f 67 0x83ef0bS_83al43f 67
6 0x00321f106b978 | 7413b_aaff69e 87ec5a 7413b_aaff69e 87ec5ab | 0xf4774
6 | 590 dé6e b 0e225b6 -- -- ~ 0e225b6 8b2
0xd606da8 74cdfaf 7f 0xd606da8 74cafaf 7fe
6 0x00643e20d72f3 | e5a05 Oe8laal ac79a3 5a05_0e8laal ac79a3d | 0x59b80
7 | 591 adc d e0d0515 -- -- ~e0d0515 68
0xa448523 8753368 a 0xa448523 8753368 ae
6 0x00c87c41aeSe5 | ed28fe 9cced8d 83a30 d28fe 9cced8d 83a309 Oxecdb3
8 | 592 5b8 92 24151f1 -- -- 2 24f5f1 b98
1 0x8380d0e_1f7cd07 dc 0x8380d0e_1{7cd07 dc
2 0x0346dff6a6640 | 77025 53d2eae c16a80 77025 53d2eae c16a80 | 0x850cl
8 | 652 10b 0 6b31ba5 0x0c 0x1e28 | 0 6b31ba5 e28
1 0xf2bb890 3ea29ff ed 0xf2bb890 3ea29ff ed6
2 0x068db7ed44c82 | 6Gaf5f Sef77¢9 3b3308 af5f 5ef77¢9 3b3308a_ | 0x623cl
9 | 653 217 a f7842b4 0x3c 0x1430 | {7842b4 430
1 0xe039b17_d2aa06b _d 0xe039b17_d2aa06b_d6
3 0x0d1b67da81904 | 6572dd clb67aa 0052 572dd _clb67aa 005214 | Oxddaaf
0 | 654 42f 141 5f600ae Oxaa Oxfc51 1 5t600ae c51
Line rekey started
cl | Sym OF0[23:1 | OF0[1 OF1[31:
k | clk LFSR[59:0] BMO[167:0] 6] 5:0] BM1[167:0] 0]
0x8380d0e_1f7cd07 dc 0x8380d0e_1{7c¢d07 dc
0x0346dff6a6640 | 77025 53d2eae c16a80 77025 53d2eae c16a80 | 0x850cl
-3 -- 10b 0 6b31bas -- -- 0 6b31bas €28
0xf2bb890 3ea29ff ed 0xf2bb890 3ea29ff ed6
0x068db7ed44c82 | 6af5f Sef77¢9 3b3308 af5f 5ef77¢9 3b3308a_ | 0x623cl
-2 -- 217 a f7842b4 -- -- {7842b4 430
0xe039b17_d2aa06b d 0xe039b17_d2aa06b_d6
0x0d1b67da81904 | 6572dd clb67aa 0052 572dd clb67aa 005214 | Oxddaaf
-1 - 42f 141 5f600ae - - 1 5f600ae c51
0xf7a4696 cedb781 9b 0xf7a4696 cedb781 9b
0x0a36cfb50b20a | 7¢296 7e80f87 2627aa 7¢296_7e80f87 2627aa | 0x34c83
0 | 655 85f 3 4a96¢73 -- -- 3 4a96e73 87f
0xf9el0ad 26ebfeb e3 0xf9el0ad 26ebfeb e3b
0x046d976ale415 | bae8 d405d6d 82d19 2ae8 d405d6d 82d19e6 | 0xfO9cl
1 | 656 Obf e6 700ddcb -- -- ~700ddcb 33
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Ox1ab27fl 1fceObc dbl

0x08db26d43482a | 12463 95c6a02_d28%b 2463 95c6a02_d289bae | 0x98e78

2 | 657 17¢ ae 3557833 - - 3557833 102

0x878eed5 7415779 0 0x878eed5_ 7415779 08
0x01b64da861054 | 8698fc_22c75d3_96¢33 698fc_22¢75d3_96¢33f5 | 0xb159b

3 | 658 2fc 5 22aa0fd - - ~22aa0fd dif
0xa6df5b7 9d237cb 9c 0xad409cl_07albc8 cl

5 0x07e62edblcoeS | f5Sad7 Obd7ca7 424ced fe768 67706de 7abc74 | 0xa8304

4 709 97c 7 6f684eb - - 2 860407a 199
0x9deS5cad_9d46270_f2 0x5e76131_95d7447_27

5 0x0fcc55b630d89 | 97559 _0231f1d_6fbfae 40077_0227f05_9d059d | 0x57e84

5 1710 219 5 af810b8 - - 9 234c6f4 bb6e
Oxa217ca7_311f16d_cf Oxed349f1_23b7a22_3d

5 0x0f98a36c69b12 | b7158 e7be773 eS5adce cbaab 391ac55 2e45f61 | 0x0lcod

6 | 711 5f2 f 24cd744 - - ~3feffd9 d74
Oxa217ca7_311f16d_cf 0x6185691_e4f678b_1d

5 0x0f98a36c69b12 | b7158 e7be773_e5a3ce e42f2 61510dd_971466 | 0x9b7e6

7 | 712 5f2 f 24cd744 - - e _da49c7b 206
Oxa217ca7_311fl6d cf 0x8ff263a_04db9cl 78

5 0x0f98a36c69b12 | b7158 e7be773 eS5adce 05c8a_e59abac_ed700cc | 0x997d6

8 | 713 5f2 f 24cd744 - - - 69d157¢ 88e
Oxa217ca7_311f16d_cf 0x65c9011_b36e2d8 26

6 0x0198a36c69b12 | b7158 e7be773_e5a3ce efded 893c287 498aba | 0x73ccl

3 | 718 52 f 24cd744 -- -- d 5c1d9%47 524
Oxa217ca7_311fl6d cf 0x54bc6b8 335ddf4 6a

6 0x0f98a36c69b12 | b7158 e7be773_e5a3ce 1d196_9afdd3d 3c7854 | Oxca532

4 | 719 5f2 f 24cd744 - - b d117db4 e4l
Oxa217ca7_311f16d_cf Oxa217ca7_311f16d_cfb

6 0x0198a36c69b12 | b7158 e7be773_e5a3ce 7158 e7be773_e5a3cef | 0x5041b

5 ] 720 512 f 24cd744 -- -- 24cd744 60a
0x5b245db_cbebel0 9 0x5b245db_cbcbel0 92

6 0x0f314ed8db624 | 21fdS59 _1505ea7_al7ds 1fd59_1505ea7_al7d5f8 | 0x4b326

6 | 721 be5 8 fab66a9 - - _fab66a9 bfd
Oxaab50ef 646890 c7 Oxaab50ef e646890 c7

6 0x0e629db1b6cdb | 6fd37 1c24710 17f70d 6fd37 1c24710 17f70d | 0x705ce

7 | 722 7cb e 784ee98 -- -- e 784ee98 fAf

1 0x0b8bb58_d6d737d b 0x0b8bb58_d6d737d b

2 0x0fc4084e4dS5a4 | 849287_60940bf f4ffa 849287_60940bf faffad | OxfeS5a

6 | 781 e04 d9 a00flba 0x55 Oxal7d | 9 a00flba 17d

1 0xbf314e0_341cc32_bd 0xbf314e0_341cc32_bd

2 0x0f88109c9ab4b | b0743 fa86d53_80e7ed b0743_fa86d53 80e7ed | Oxcd6eb

7 | 782 c09 d 6c944ec 0x6¢ Oxbael | d 6c944ec ael

1 0x35d37a8_f54fe65_0Of 0x35d37a8_f54fe65_0f6

2 0x0f10213935695 | 65bc9_84d9f7c_09ef04 5bc9_84d9f7c_09ef04b_ | Oxbe7e0

8 | 783 812 b_db57cdb 0x7e 0x0828 | db57cdb 828

1 784 0x0e20427262d29 | 0x357adbe 4fc9fb5S 44 0xac 0xc267 | 0x357adbe 4fc9fbS 448 | Ox76acc
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2 024 8724b_c6ce2c3 aabdOc 724b_c6ee2c3 aabd0cS | 267

9 5 07afa24 _07afa24

1 0x6e01833_2dcb166_4 0x6e01833_2dcb166_40

3 0x0c408cedcdas0 | 0b6d41 _0858e4d 0145 b6d41_0858e4d 01457¢ | 0xbd084

0 | 785 049 7e4 c76b5c6 0x08 Ox4lef | 4 c76b5c6 lef

Table B-28. Cipher State in SST mode for 4-lane, Inter-BS Spacing = 131
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clk stream cipher enc stream
-3 Oxlclclcle 0x6559c03e Oxlclclcle
-2 0x3c3c3c3c 0x6559c03e 0x3c3c3c3c
-1 0x3c3c3c3c 0x6559c03e 0x3c3c3c3c
0 Oxlclclcle 0x6559c03e OxlIclclcle
1 0x39393939 0xb79eeSfe 0x8ea7dcc?
2 0x00000000 0x289af919 0x289af919
3 0x00000000 0xd25b5d6c 0xd25b5d6e
4 0x00000000 Oxed55dcde Oxed55dcde
46 0x00000000 0x37affe86 0x37affe86
47 0x00000000 0x49152bc4 0x49152bc4
48 0x00000000 0x1f068148 0x1f068148
49 0x00000000 0xb79cb954 0xb79cb954
50 0x00000000 0xfe492f2a 0xfe492f2a
51 0x00000000 0x53331el8 0x53331el8
52 0x00000000 0x5c0e4039 0x5c0e4039
101 0x00000000 0x96£c2396 0x96£c2396
102 0x00000000 0xbc51d239 0xbc51d239
103 0x00000000 0x8908e8ac 0x8908e8ac
104 0x00000000 0x1d74baa3 0x1d74baa3
105 0x00000000 0xd8835587 0xd8835587
106 0x00000000 0xaf70715f 0xaf70715f
107 0x00000000 0xc861665f 0xc861665f
108 0x00000000 0x2bbcf09a 0x2bbcf09a
127 0x00000000 0xc07ece76 0xc07ece76
128 0xbcbebebe 0xedf08af9 0xbcbebebe
129 0x3c3c3c3c 0xb86284bb 0x3c3c3c3c
130 0x3c3c3c3c 0xb87439a6 0x3c3c3c3c
131 Oxbcbebebe 0xf701fled 0xbcbcbebe
132 0x39393939 0x523d121c 0x6b042b25
133 0x00000000 0xf96f47ae 0xf96f47ae
185 0x00000000 Oxe8b7eale Oxe8b7eale
186 0x00000000 Oxac7e0ebc Oxac7e0ebc
187 0x00000000 0x233bf0c3 0x233bf0c3
188 0x00000000 0x16208c84 0x16208c84
189 0x00000000 0x2acbe06b 0x2acbe06b
190 0x00000000 0xe856019a 0xe856019a
191 0x00000000 0xe2966145 0xe2966145
192 0x00000000 0x8151e92¢ 0x8151e92¢

Page 128 of 212

15 January, 2010
Digital Content Protection LLC



HDCP Amendment for DisplayPort

Revision 1.1

193 0x00000000 0xe228cfcl 0xe228cfcl
194 0x00000000 0x681b908d 0x681b908d
195 0x00000000 0x3792bbc6 0x3792bbc6
196 0x00000000 0x0b653310 0x0b653310
197 0x00000000 0xc63474f4 0xc63474f4
198 0x00000000 0x9832c3f5 0x9832c3f5
259 Oxbcbebebe 0x1a3525c9 0xbcbebebe
260 0x3c3c3c3c 0x94f602fc 0x3c3c3c3c
261 0x3c3c3c3c 0xf4dfb4a0 0x3c3c3c3c

15 January, 2010
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Table B-29. 4-lane Encrypted Output in SST mode for Inter-BS Spacing = 131
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Test Vectors for 2-Lane Main Link Configuration in SST Mode (Inter-BS
spacing = 130, CPSR Interval =5)

Authentication
Table B-3 and Table B-4 provide the LFSR and Block module states during the first part of authentication.

Initial Bootstrapping
Table B-25 provides test vectors during the initial bootstrapping operation.

After start of encryption
Table B-30 provides test vectors generated after the start of encryption (beginning with the first CPSR symbol set
that triggers encryption). Table B-31 provides encrypted cipher outputs.

Sym OF0[23:1 | OFO[15: OF1[31:0
clk | clk LFSR[59:0] | BMO[167:0] 6] 0] BM1[167:0] | ]
Frame key calc started
0xd20317a_3725bc8 25 0xd20317a_3725bc8 256
6afSe_6b9cc06_7d7aal afSe_6b9cc06_7d7aal8 8 | 0x6559c0
-3 - - 8 879092 - -- 79092 3e
0xd20317a_3725bc8_25 0xd20317a_3725bc8 256
6afSe _6b9cc06_7d7aal afSe 6b9cc06_7d7aal8 8 | 0x6559c0
-2 - - 8 879092 - -- 79092 3e
0xd20317a_3725bc8 25 0xd20317a_3725bc8 256
6afSe_6b9cc06_7d7aal afSe 6b9cc06_7d7aal8 8 | 0x6559c0
-1 - - 8 879092 - -- 79092 3e
0xd20317a_3725bc8_25 0xd20317a_3725bc8 256
6afSe_6b9cc06_7d7aal afSe 6b9cc06_7d7aal8 8 | 0x6559c0
0 0 - 8 879092 - -- 79092 3e
0xc040e35_54294b7_00 0x9b48c65_3f7de85_4ctb
00000 _f523e56_bfddes 937 50d9c10_5d7fbdc_6a | 0xb79ee5f
1 1 - 0 000001d - -- 03908 e
0x6666ade_47b5444 93 0x94ede66_8141634 59
d46aa_ala9cb4 a206aa 00d1_5f7a0f0 _f291dcb 5 | 0x289af91
2 3 -- a cacfa30 -- -- alcebe 9
0x1232d67_ef6a7a5_60 0x1f69314_9a31990_c4b
55678 533e54c_e4b418 92db_31a6525_6ab1304 | O0xd25b5d
3 5 - a 91fbcbb - - 928c3d8 6¢
0x811566¢_dal4697 66 0x7f0a70c_dlbda54 34c9
f89db_d9ced6b _c89¢26 929 7df4b37_d8d588c_8 | OxedS55dc
4 7 - 3 9e3097e - - 55d111 de
0x57dd199_d4£7e9b b8 0x2789d57 f53ee8a_3cfe
5862b_Scc55f4 2bSefea af5 817480c c30af76 2f | 0x37affe8
46 91 - 856111f - -- 49767 6
0xc9472f7_c4371c6_66 0xfa07250_£725212 9bc2
7db05_9e19673_1fcfb8 79d_76fe61a_el521fc fb | 0x49152b
47 93 - 0 9el1665f - - 331b7 c4
0x2aeaf01 beefd43 eOc Oxcaf5121 1129806 383
d9a0_d83548d_480c50a 6e0a_9051c5e_34551ae 7 | Ox1f06814
48 95 - _5d4ed0e - - f7b35a 8
0x5cfb3bd_bb2eS5ca 6f5 0x62¢765a_09101ee 192¢
2793 _8bb82fe ea7c298 abl_4cfd7ca_f8ad063_119 | 0xb79cb9
49 97 - ~d9as59fa -- - 7804 54
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0x960d99%¢_e9b8bOF 782

0x0£53e0a6257 | a59fa_f523e56 bfd4eS0 d158 645c7a9 312615f ¢ | Oxfe492f2
50 99 | 702fe _000001d - - a46465 a
0xb486149 cca6e3d 03 0xb72431d 495£294 aba
O0x0ea7c94c42e | 55dff 2262329 a206aaa 13a4 claSedc d8eaS9b 2 | 0x53331e
51 101 | e05fd ~cacfa30 -- -- cbcad0 18
0x120ec20_al030d1 _4c 0xe94a5e8 bad382a b51
0x0d41929885d | 72806_a00fb45 e4b418 6ee3 2acal2a 04f35¢9 6 | 0x5c0e40
52 103 | cObfb a_75af954 - - a44723 39
0xc084d58_ee8b642_7d 0x8b46a53_283034d_84a
0x0a9f253103b | d6814_079525¢_aef8c5 452f 9958918 06¢7952_ | 0x4a0402
53 105 | 837f6 ¢ ada7f43 - - 3d3b8d2 24
0x5bfdd23_7calb5a_cl 0x8020fe9 1551914 8fefo
0x0914083b89 | 2f127 495854a 19f317 Se_58f4d4b_bfOfede d6f7 | 0xc53500
64 127 | 2b3051 3 lclac03 - - 69b b
Oxalac713_e2d283a 48 0xbdc2425_78138b1_fae8
0x0228187712 | 2c2bb_d437443 bd8efd 859 7b0d9b3_ 9007256 f | 0xf254ffb
65 129 | 5640a2 5 076c262 - -- 02725b 6
Line rekey ignored (frame key calc in progress)
0x3e289¢0_1b214d0_e9 Ox6ad3eed 82¢9428 1f15
0x045030ee2ca | 0Oac42 1504b3f 58bc89 la0_fefclc7 231ele6 Oe | 0x14b8bl
66 131 | c8144 5 c98fa75 - -- 7b8ba 7b
0x0e8407c_bb5df9d_57 0xbcf19db_fd7dda6_6070
0x082061dc595 | 8e9dd_6e1b212_7el601 4fe_0a9e816_1645fbc_7b | 0x366938
67 133 | 90289 3 78ef703 - - 03898 06
0Oxabddb90_19d2b4a 75 0x394¢745_ec99143 _e3f8
0x015269d498 | 40b7a_458c215 014c75 f19 375ec6ec_39cTcef ba | 0x8908e8
103 205 | 73dléc 6 _aca7735 - 0xb1db 78801 ac
0x924eb87_b7a728b_8f 0x398¢cfb0_51408ef 9500
0x02a4d3a938e | 829c6_35dd971_63dasSb 162_2935d4f 835f420 da | Ox1d74ba
104 207 | 782d8 0 486ff01 0x97 0xd7a3 | 99144 a3
0x711d28b_ffa6fca 923 0xde9d7cl_83df898 le55
0x0549af5279¢ | e67b_15707a7_42a4bb2 332 _ddc9add_a82acb2 2 0xd88355
105 209 | f05bl _2deda6d 0xbb 0xb0f9 | 885c03 87
Oxeff1213 232620 00 0xd887f8b_5d37e0d_fe4d
0x0a935¢a4f39 | 64b82_ac1968a 4a3cba 145_6a55c¢77_9369bfb_5 0xaf70715
106 211 | e2b63 4 40cb306 0x62 0x84bb 028d20 f
0Oxeff1213_€232b20_00 0xb77694_6fed836_ec5f
0x0a935ea4f39 | 64b82 ae1968a 4a3cba bda befa034 2c5d690 ae | 0xc86166
107 213 | e2b63 4 40cb306 0x62 0x84bb 478e9 5f
Oxeff1213 232620 00 0xa67d45e_0b30f7d_2bb
0x0a935¢a4f39 | 64b82_ac1968a 4a3cba 93be_e09b5f5_22ca847 b | 0x2bbcf09
108 215 | e2b63 4 40cb306 0x62 0x84bb 849198 a
0Oxeff1213_€232b20_00 0x6886c93_2065¢45 773
0x0a935¢a4f39 | 64b82 ae1968a 4a3cba f684 822378 df3ef7a ca | OxcO7ece?
127 253 | e2b63 4 40cb306 0x62 0x84bb e90a7 6
128 255 | 0x0a935ea4f39 | Oxeffl213 €232b20 00 0x62 0x84bb 0x9359a39 d450a12 Slc | OxedfO8af
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e2b63 64b82_ac1968a 4a3cba e5bc_d3062b6 2c9cca3 ¢ | 9
4 40cb306 74edc4
Oxeff1213 ¢232b20 00 Oxeff1213 €232b20 0064
0x0a935¢a4f39 | 64b82 ael968a 4a3cba b82 ael968a 4a3cbad 40 | 0xb86284
129 257 | e2b63 4 40cb306 0x62 0x84bb cb306 bb
0xddd552f 3d3bac2_fb 0xddd552f 3d3bac2 {b23
0x0526b549¢7 | 230d5_83a2d78 Salda4 0d5_83a2d78 Salda4l 8f | 0xb87439
130 259 | 3c76c7 1 8fed1d6 0x74 0x39a6 | edld6 ab
Line rekey started
Sym OF0[23:1 | OFO0[15: OF1[31:0
clk | clk LFSR[59:0] BMO[167:0] 6] 0] BM1[167:0] | ]
Oxeff1213_€232b20 00 0x9359a39 d450a12 51c
0x0a935¢a4f39 | 64b82 ae1968a 4a3cba e5bc_d3062b6 2c9cca3 ¢ | OxedfO8af
-3 -- e2b63 4 40cb306 -- -- 74edc4 9
Oxeff1213 ¢232b20 00 Oxeff1213 232b20 0064
0x0a935¢a4f39 | 64b82 ael968a 4a3cba b82 ael968a 4a3cbad 40 | 0xb86284
-2 -- e2b63 4 40cb306 - - cb306 bb
0xddd552f 3d3bac2_fb 0xddd552f 3d3bac2 {b23
0x0526b549¢7 | 230d5_83a2d78 Salda4 0d5_83a2d78 Salda4l 8f | 0xb87439
-1 -- 3¢76¢7 1 8fed1d6 -- -- ed1d6 ab
0xddd552f 3d3bac2 fb 0xddd552f 3d3bac2 {b23
0x0526b549¢7 | 230d5 83a2d78 Salda4 0d5 83a2d78 Salda4l 8f | 0xb87439
0 260 | 3c76¢c7 1 8fed1d6 -- -- ed1d6 a6
0xc258963_5d097d0_e5 0xc258963_5d097d0_eS0
0x0a4d6293ce7 | Oaa7c fc50f00 a2a747b aa7c_fc50f00 a2a747b a 0xf701fle
1 261 | 8ed8e ~a45b784 -- -- 45b784 d
0xb06e6b7_c8209¢8 82 0xb06e6b7_c8209¢8 829
0x049ac5279cf | 982f7 4bclal3 8a3f79 82f7 4bclal3 8a3f797 9 | 0x523d12
2 263 | lfblc 7 9f0446¢ -- -- 0446¢ Ic
Oxefd27df 0e46509_e0 Oxefd27df 0e46509_eOb6
0x09358a4f31e | b63da cb3dc05 afS3ae 3da cb3dc05 af53ae8 44 | 0xf96f47a
3 265 | 3d639 8 443620 -- -- 3620 e
0x014c513_116118b_41 0x88eca24 fa0719b 0ed7
0x02694c70f74 | c9b49 a64a8b3_0ad913 Sea fd01238 77facOc_2a | 0x241e48
52 363 | dddal 5 6¢6337b -- -- 2fe35 36
0x5{74778_Tbae847_38 Ox276fafa_fb8c5a8 9521
0x04d290elee9 | 58c2e 6d9a242 bcal2 Obl _8d295f2 09e27¢6 b | 0x673be7
53 365 | bbb43 f e4fdf87 - - 737720 22
0x41c3db8 7e60b5d_ad 0xde83510 f93dd7e 809
0x09a529c3d53 | e6¢c26_0335bbl_0313ff cca_fd7¢979 439879a 58 | 0x0Oe66la
54 367 | 75686 b ce6d556 - -- 70c89 04
0xda39225 0d2f8e6_48 0x9fd4127_873eeab_d443
0x034a5387aa6 | 7ed46d l4adaff c23321e 857 _d7bc533 04fa8ab a4 | Oxe8b7eal
55 369 | eadOc 7e5a780 -- -- eee09 S
0xb6beede b0ef775 f7d 0xd5858aa_e4354ca b52f
0x0694at0f54d | 10ad_S5dce396_89b2597 efd c3e62de 3960ed5 cb | Oxac7eOeb
56 371 | d7al8 acef7ea -- -- c6baas c
0xb6bee9e b0ef775 f7d Oxed3734d _00d67¢7 eb7
0x0694af0f54d | 10ad_5dce396 89b2597 6874 _e2d404c_09ed965 | 0x233bf0c
57 373 | d7al8 _acef7ea -- -- dc23211 3
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0xb6bee9e_b0ef775 {7d Oxel7cdec_bc66357 845
0x0694af0f54d | 10ad_5dce396 89b2597 0cOe_5f72374 878db0c 6 | 0x16208c
58 375 | d7al8 ~acef7ea - - bl3dle 84
0xb6bee9e_b0ef775 {7d 0x5b908ab_b2fdadc_ab7f
0x0694af0f54d | 10ad_5dce396_89b2597 84a_88d8992_bb6fc94 3 0xe228cfc
63 385 | d7al8 ~acef7ea - - 0a7b52 1
Oxbbobee9e_b0ef775 £7d 0x9f12b63_096eeec_28e9
0x0694af0f54d | 10ad_S5dce396_89b2597 b90_a572681 09¢03f4 8 | 0x681b90
64 387 | d7al8 ~acef7ea -- -- Sa8ee3 8d
0xb6bee9e _b0ef775 {7d 0xbbbee9e b0ef775 f7d1
0x0694af0f54d | 10ad_5dce396_89b2597 Oad_5dce396_89b2597 a | Oxabaaaf5
65 389 | d7al8 _acef7ea -- -- cef7ea a
Line rekey started
Sym OF0[23:1 | OFO[15: OF1[31:0
clk | clk LFSR[59:0] BMO[167:0] 6] 0] BM1[167:0] | ]
0xb6bee9e_b0ef775 {7d 0x5b908ab_b2fdadc ab7f
0x0694af0f54d | 10ad_5dce396_89b2597 84a 88d8992 bb6fc94 3 0xe228cfc
-3 - d7al8 ~acef7ea - - 0a7b52 1
Oxbbbee9e_b0ef775 {7d 0x9f12b63_096eeec_28e9
0x0694af0f54d | 10ad_S5dce396_89b2597 b90_aS572681 09e¢03f4 8 | 0x681b90
-2 -- d7al8 _acef/ea -- -- Sa8ee3 8d
0xb6bee9e _b0ef775 {7d 0xbbbee9e b0ef775 {7d1
0x0694af0f54d | 10ad_5dce396_89b2597 Oad_5dce396_89b2597 a | Oxabaaaf5
-1 - d7al8 ~acef7ea - - cef7ea a
Oxbbbee9e_b0ef775 {7d Oxbbbee9e_b0ef775 t7d1
0x0694af0f54d | 10ad 5dce396 89b2597 Oad 5dce396 89b2597 a | Oxabaaaf5
0 390 | d7al8 ~acef7ea -- -- cef7ea a
0x0beb3a9 cb636c5 ce 0x0beb3a9 cb616c5 ce7a
0x0d29561ealb | 7a6d6_3ab9bdb_c93d31 6d6_3ab9bdb_c93d31b ¢ | 0x0b6d33
1 391 | ad430 b 325019 - - 325019 10
Ox6a3ad12 9856416 6¢ Ox6a3adl2 ba76634 6¢c9
0x0a52a43d4b7 | 93fda el4a23d fbcdd3f 3fda cl4a23d fbc4d3f cc | Oxed7c74f
2 393 | 58861 ~cceecdf -- -- eecdf 2
0x6a9b47c_328300c_49 0x8475a72_8b20bb7_494
0x04a5487a96¢ | 4b633_ca430af 69d5a8 b633_cbc72b7_69d5a81 | 0xb84090
3 395 | b30c2 1 2aca65b -- -- 0a8a65b b
0x158c91b_e318b99 be Oxdd4cbea e2291a5 079
0x09d88114a9 | b3950_3261d4d_11led2f 0d34_cd78b17_b2ba07c_ | 0xOblle3
52 493 | 1d6¢c86 c cddbf33 - - 472207a 56
Oxeal6628 c0a7e70_68 0x9ae1079_2563218 0bb
0x03b1022952 | 30104 292dab8 472ab7 4370 b3ec2a2 1237195 | 0x335ce8
53 495 | 3af90d a_94bf148 - - 9312¢25 95
0x59dfc75_a004a32_88 0xf8cfO5b_ffdSe27 f2clc
0x07620452ac7 | e6c6e fbl13a24 e0d083 c7_70c42fa_9cf89b7 bl0 | Oxe6b9cde
54 497 | 5f2la 2 527eal3 -- -- 391d a
Oxfad6e6f 5f6fdb3_d54 0xe640131_Seccf76_402b
0x0ec400a550e | 0264 dcffdd2 6¢c56b8a 806 _ab13ed0 4b35670 f | Oxc8fdaa3
55 499 | bc434 20339ee - - 66475 8
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0x3877c5f 6897166 20 Oxc4ca394 ¢370a68 af90
0x0d88014aa9d | df19d f362ef4 1d4b3ac 0b7_41db7ce_319fbf5 8a | 0x758db7f
56 501 | 78868 ~c306a61 -- -- c799¢ 6
0x3877c5f 6897f66 20 0x16e9266_d7d3dd4 e4d
0x0d88014aa9%d | df19d f362ef4 1d4b3ac eb61 S5defle 3c5¢946 ¢ | 0x8bd0f8a
57 503 | 78868 c306a61 -- -- 4682¢7 c
0x3877c5f 6897166 20 0x18fbf5e 2fco6fSe 559b2
0x0d88014aa9d | df19d f362ef4 1d4b3ac 5b a26b764 2f36fa3 d30 | Oxcbf58ee
58 505 | 78868 ~c306a61 -- - 1a85 5
0x3877c5f 6897166 20 0x7e0ael6_884db5b_0bb
0x0d88014aa9%d | df19d f362ef4 1d4b3ac 4b68 0ale5f8 6¢38195 f | 0xbl056ff
63 515 | 78868 ~c306a61 -- - f4c09b 8
0x3877c5f 6897f66 20 0x9e¢bdb99 b784a43 554
0x0d88014aa9d | df19d f362ef4 1d4b3ac b033 5068a0a_3652f72 | 0xe29bb2
64 517 | 78868 ~c306a61 - -- 45e1b03 33
0x3877c5f 6897166 20 0x3877c5f 6897f66 20df
0x0d88014aa9%d | df19d f362ef4 1d4b3ac 19d _f362ef4 1d4b3ac c3 | Oxed8f944
65 519 | 78868 ~c306a61 -- - 06261 7
Line rekey started
Sym OF0[23:1 | OFO0[15: OF1[31:0
clk | clk LFSR[59:0] BMO0[167:0] 6] 0] BM1[167:0] | ]
0x3877c5f 6897166 20 0x7e0ael6_884db5b_0bb
0x0d88014aa9%d | df19d f362ef4 1d4b3ac 4b68 0ale5f8 6¢38195 f | 0xbl056ff
-3 -- 78868 ~c306a61 - - f4c09b 8
0x3877c5f 6897f66 20 0x9e¢bdb99 b784a43 554
0x0d88014aa9d | df19d f362ef4 1d4b3ac b033 5068a0a_3652f72 | 0xe29bb2
-2 -- 78868 c306a61 -- -- 45e1b03 33
0x3877c5f 6897166 20 0x3877c5f 6897f66 20df
0x0d88014aa9%d | df19d f362ef4 1d4b3ac 19d _f362ef4 1d4b3ac c3 | Oxed8f944
-1 - 78868 ~c306a61 - -- 06a61 7
0x3877c5f 689766 _20 0x3877c5f 689766 _20df
0x0d88014aa9d | df19d f362efd 1d4b3ac 19d f362ef4 1d4b3ac c3 | Oxed8f944
0 520 | 78868 ~c306a61 - -- 06a61 7
0xee5976d_b4255e6 00 0xee5976d_b4275¢6_00a
0x0b100a955ba | a9f64 cb596c6 165b07 964 cb596c6 165b075 a | Oxac6eca86
1 521 | £10d0 5 aac6b82 -- -- ac6b82 f
0xdcf5875_52832e7_c6 0xdcf5875_70a30c5_c6b9
0x0620152ab7 | b95ed 4af3a31 4761d3 Sed 6af3a31 4761d31 42 | 0x097cba
2 523 | 5e01a0 1 42d51ac -- -- dSlac 38
0x3a50a7a_cf93a57 d4 Oxd4bed74 76321ec_d44
0x0c4022556eb | 4036c 637c92a 2c8387 036¢_62f8b32 2c8387b | 0x38e5e6
3 525 | c0341 b 1906d46 -- - 3946d46 8b
0x094£d46_c5f35dc_49 0x81c9562_18b96ef 00fb
0x08804caadd7 | aa945 61af390 c6fbcba 99b 2elal2b 4e73c32 7 0x8laca34
4 527 | 80683 ~1eaa206 - -- cd8ee2 7
0x7a6ae83 d368595 b0 0x34fff33 8d55bcO_8e80
0x06825f6d671 | 7ea04 7e7838e blcd85 626 247612b_0df8888 5 | 0xb38a77
52 623 | e2e00 a bfdcec5 -- -- 54e3a9 8d
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0xdd556b1_d83e031_6 0x5039243 2¢6¢320 41a
0x0d04bedac63 | 9733ba_750£95d_0836d 3b08_26d877e b3t96ee 7 | Oxeel78f0
53 625 | c7c01 6b 2234cfc -- -- 9afb57 a
0xa537290 0223b9d fd 0x5f703b5_cac4f78 3346
0x0a0975b58¢7 | c79e4 5776298 3dad3d 3ca_b6e708a 568b2al a0 | 0x6547cl
54 627 | 8802 8 d4fdc71 -- -- 632d4 64
0xb45badb_b6d21ce 37 0xdf5278d_79d9e22 34d
0x0412e36b18f | aS5b20_4d251e0 264ccc 08ae_aed2457_206b9a7_e | Oxcfbe319
55 629 | 11005 8 8d30739 -- -- 0b8eld 8
0x12fb7db_8ddeb78 06 0x01e7b9%e 1b89938 651
0x0825ced639¢ | aba23 b39837b_c40ad5 18be 6579fd3 5a040ff a | Oxc5a370
56 631 | 3e00b 6 1£15¢73 -- -- 9ce078 7e
0x12fb7db_8ddeb78 06 0x924e8c5_eOccec7_06de
0x0825ced639¢ | aba23 b39837b c40ad5 74a 04c8464 b8cc7ff 79 | 0xd376a2
57 633 | 3e00b 6 1£15¢73 -- -- fle68 49
0x12fb7db_8ddeb78 06 0xddb674d_b26e6e5 1e2
0x0825ced639¢ | aba23 b39837b_c40ad5 663d_4e90e02 07ffbaa 8 | 0x02f0d7a
58 635 | 3e00b 6 1£15¢73 -- -- 25f148 9
0x12fb7db_8ddeb78 06 0x0ec9923_487a5ad_024
0x0825ced639e | aba23 b39837b_c40adS 7aa0_6b80eb2 146d209 | 0x3608f5f
63 645 | 3e00b 6 1£15¢73 - -- eddle23 0
0x12fb7db_8ddeb78 06 0xdcd97ff ad691cf c283
0x0825ced639¢ | aba23 b39837b c40ad5 195 73£2e0f 555ee7f 46 | 0x259¢60
64 647 | 3e00b 6 1f15¢73 - - d6ab8 71
0x12fb7db_8ddeb78 06 0x12fb7db_8ddeb78 06a
0x0825ced639¢ | aba23 b39837b c40ad5 ba23 b39837b _c40ad56 | Oxelddb4
65 649 | 3e00b 6 1£15¢73 - -- 1f15¢73 95
Frame key calc started
Sym OF0[23:1 | OF0[15: OF1[31:0
clk | clk LFSR[59:0] BMO[167:0] 6] 0] BM1[167:0] | ]
0x12fb7db_8ddeb78 06 0x0ec9923_487a5ad_024
aba23 b39837b_c40ad5 7aa0_6b80eb2 146d209 | 0x3608f5f
-3 -- -- 6 1£15¢73 - -- eddle23 0
0x12fb7db_8ddeb78 06 0xdcd97ff ad691cf c283
aba23 b39837b_c40ad5 195 73£2e0f 555ee7f 46 | 0x259¢60
-2 -- -- 6 1f15¢73 - - d6ab8 71
0x12fb7db_8ddeb78 06 0x12fb7db_8ddeb78 06a
aba23 b39837b_c40ad5 ba23 b39837b_c40ad56_ | Oxelddb4
-1 -- -- 6 1£15¢73 - -- 1f15¢73 95
0x12fb7db_8ddeb78 06 0x12fb7db_8ddeb78 06a
aba23 b39837b_c40ad5 ba23 b39837b c40ad56 | Oxelddb4
0 650 -- 6 1f15¢73 -- - 1£15¢73 95
0xc040e35_54294b7_00 OxbadSdac_5b7b2fl 20e8
00000_7a3b0f9 42bldb ec2_e3383e4_6bd240c 3c | 0x9d8630
1 651 -- d 000006a -- -- 3d602 3¢
0x6666ade_47b5444 93 0xcc686b2_640bbe5_e3c
d46aa_e4f374f 3cd0333 929¢ ¢c421126 890af42 1 | 0xObedcO
2 653 -- ~212d6ab - - 6c4796 7d
3 655 -- 0x1232d67 ef6a7aS 60 -- -- 0xf54e27f 1c5cel0 adde 0xc3b619
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55678_d509b9f 427d38 €23_a345b6e_c05059f bb | 33
7 e30af77 6df7a

Table B-30. Cipher State in SST mode for 2-lane, Inter-BS Spacing = 130
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encrypted

Sym clk stream cipher stream
-3 Oxlclc 0x6559c03e Oxlclc
-2 0x3c3c 0x6559c03e 0x3c3c
-1 0x3c3c 0x6559c03e 0x3c3c
0 Oxlclc 0x6559c03e Oxlclc
1 0x3939 0xb79ee5fe 0Oxdcc?
2 0x0000 0xb79ee5fe 0xb79%¢
3 0x0000 0x289af919 0xf919
4 0x3939 0x289af919 0x11a3
5 0x0000 0xd25b5d6c 0x5d6¢
6 0x0000 0xd25b5d6c 0xd25b
7 0x0000 Oxed55dcde Oxdcde
91 0x0000 0x37affe86 0xfe86
92 0x0000 0x37affe86 0x37af
93 0x0000 0x49152bc4 0x2bc4
94 0x0000 0x49152bc4 0x4915
95 0x0000 0x1f068148 0x8148
96 0x0000 0x1f068148 0x1f06
97 0x0000 0xb79cb954 0xb954
98 0x0000 0xb79cb954 0xb79¢c
99 0x0000 0xfe492f2a 0x2f2a
100 0x0000 0xfe492f2a 0xfe49
101 0x0000 0x53331el8 Oxlel8
102 0x0000 0x53331e18 0x5333
103 0x0000 0x5c0e4039 0x4039
104 0x0000 0x5c0e4039 0x5c0e
105 0x0000 0x4a040224 0x0224
127 Oxbcbe 0xc5f3500b 0Oxbcbe
128 0x3c3c 0xc5f3500b 0x3c3c
129 0x3c3c 0xf254{fb6 0x3c3c
130 Oxbcbe 0xf254{fb6 Oxbcbe
131 0x3939 0x14b8b17b 0x8842
132 0x0000 0x14b8b17b 0x14b8
133 0x0000 0x36693806 0x3806
205 0x0000 0x8908e8ac Oxe8ac
206 0x0000 0x8908e8ac 0x8908
207 0x0000 0x1d74baa3 Oxbaa3
208 0x0000 0x1d74baa3 0x1d74
209 0x0000 0xd8835587 0x5587
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210 0x0000 0xd8835587 0xd883
211 0x0000 0xaf70715f 0x715f
212 0x0000 0xaf70715f Oxaf70

213 0x0000 0xc861665f 0x665f
214 0x0000 0xc861665f 0xc861
215 0x0000 0x2bbcf09a 0xf09a

253 0x0000 0xc07ece76 0xce76
254 0x0000 0xc07ece76 0xc07e
255 0x0000 Oxedf08af9 0x8afd

256 0x0000 0Oxedf08af9 0xedf0

257 Oxbcbe 0xb86284bb 0Oxbcbe
258 0x3c3c 0xb86284bb 0x3c3c
259 0x3c3c 0xb87439a6 0x3c3c
260 Oxbcbc 0xb87439a6 Oxbcbe
261 0x3939 0xf701fled 0xc8d4
262 0x0000 0xf701fled 0xf701

263 0x0000 0x523d121c 0x121c
264 0x3939 0x523d121c 0x6b04
265 0x0000 0x96f47ae 0x47ae
266 0x0000 0xf96f47ae 0xf96f
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Table B-31. 2-lane Encrypted Output in SST mode for Inter-BS Spacing = 130
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Test Vectors for 2-Lane Main Link Configuration in SST Mode (Inter-BS
spacing = 131, CPSR Interval =5)

Authentication
Table B-3 and Table B-4 provide the LFSR and Block module states during the first part of authentication.

Initial Bootstrapping
Table B-25 provides test vectors during the initial bootstrapping operation.

After start of encryption
Table B-32 provides test vectors generated after the start of encryption (beginning with the first CPSR symbol set
that triggers encryption). Table B-33 provides encrypted cipher outputs.

Frame key calc started

Sym
clk | clk LFSR[59:0] BMO0[167:0] OF0[23:16] | OFO0[15:0] BM1[167:0] OF1[31:0]
0xd20317a_3725bc8_256af5e 0xd20317a_3725bc8 256af5e_6b9cc06
-3 - - 6b9cc06 7d7aal8 879092 -- -- ~7d7aal8 8719092 0x6559c03e
0xd20317a_3725bc8 256af5e 0xd20317a_3725bc8_256at5e_6b9cc06
-2 - - 6b9cc06_7d7aal8 879092 -- -- _7d7aal8 8719092 0x6559c03e
0xd20317a_3725bc8 256af5e 0xd20317a_3725bc8_256at5e_6b9cc06
-1 - - 6b9cc06_7d7aal8 879092 -- -- 7d7aal8 8719092 0x6559c03e
0xd20317a_3725bc8_256af5e 0xd20317a_3725bc8_256afSe_6b9cc06
0 0 - 6b9cc06 _7d7aal8 879092 -- -- _7d7aal8 8719092 0x6559c03e
0xc040e35_54294b7_0000000 0x9b48c65_3f7de85_4cfb937_50d9c10
1 1 - _£523e56 _bfd4e50 000001d -- -- 5d7fbdc_6a03908 0xb79ee5fe
0x6666a4e_47b5444 93d46aa_ 0x94ede66_8141634_5f900d1_5f7a0f0_
2 3 -- ala9cb4 a206aaa cacfa30 -- -- f291dcb Salce6e 0x289af919
0x1232d67_ef6a7a5_6055678_ 0x1f69314_9a31990_c4b92db_31a6525
3 5 -- 533e54c e4b418a 91fbcbb -- -- ~ 6ab1304 928c3d8 0xd25b5d6c
0x811566¢_dal4697_66£89db_ 0x7f0a70c_d1bda54 34c9929 7df4b37
4 7 - d9ced6b c89e263 9e3097e -- -- _d8d588c_855d111 Oxed55dcde
0x57dd199_d4{7¢9b_b85862b_ 0x2789d57_f53ee8a_3cfeaf5_817480c_
46 91 - 5cc55f4 2b5efea 85611 - -- c30af76 2f49767 0x37affe86
0xc9472f7_c4371c6_667db05_ 0xfa07250_f725212_9bc279d_76fe61a_
47 93 - 9¢19673 1fcfb80 9e1665f - -- el521fc fb331b7 0x49152bc4
0x2aeaf01 beef443 eOcd9al0 d Oxcaf5121_1129806_3836e0a_9051c5e
48 95 -- 83548d 480c50a S5d4edOe -- -- ~34551ae 7f7b35a 0x1f068148
0x5cfb3bd_bb2eS5ca 6£52793 0x62e765a_09101ee f92cabl 4cfd7ca
49 97 - 8bb82fe_ea7c298 d9as59fa -- -- 8ad063 1197804 0xb79cb954
0x8bb82fe ea7c298 d9a59fa f 0x960d99e_e9b8b0f 782d158 645c7a9
50 99 | 0x0f53e0a6257702fe 523e56_bf44e50 000001d - - 312615f ca46465 0xfe492f2a
0xb486149 ccabe3d 0355dff 0xb72431d 495294 abal3a4 claSedc
51 101 | OxOea7c94c42ee05fd 2262329 a206aaa cacfa30 -- -- ~d8ea59b 2cbcad0d 0x53331e18
0x120ec20_al030d1_4¢72806 0xe94a5e8 bad382a bS516ee3 2aeala
52 103 | 0x0d4929885dcObfb a00fb45 e4b418a 75af954 -- -- 04f35¢9 6a44723 0x5c0e4039
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0x8b46a53_283034d_84a452f 9958918

53 105 | 0x0a9£253103b837{6 ~079525¢ aef8cSe ada7f43 -- -- - 06c7952 3d3b8d2 0x4a040224
0xa45476a_cc524a0 e8b84ed 0x3256280 5052587 885c3al_e%9a868e
54 107 | 0x053e42620f704fec ed3997e 6fd0590 43c8edc -- -- ~d1e9b70 d727f22 0xd49657b0
Oxalac713 e2d283a 482c2bb 0xbdc2425 78138b1_fae8859 7b0d9b3
65 129 | 0x02281877125640a2 d437443 bd8ef95 076c262 -- -- 9007256 _f02725b 0xf254{fb6
0x3¢289¢0_1b214d0_e90ac42 Ox6ad3eed 82¢9428 1f151a0 fefclc7
66 131 | 0x045030ee2cac8144 1504b3f 58bc895 c98fa75 -- -- 231ele6 0c7b8ba 0x14b8b17b
Line rekey ignored (frame key calc in progress)
0x0e8407c_bb5df9d 578e9d
d 6e1b212_7e16013_78ef70 0xbcf19db_fd7dda6_60704fe_0a9¢816
67 133 | 0x082061dc59590289 3 - - 1645fbc 7b03898 0x36693806
0x7d0a4b8_3eda746_1d77d7 0x6fth9d8_4b94ccf 9e88e41 6fd5114
68 135 | 0x0140c3b8b2b22512 0 0293f78 0031fd6 6dab5e6 -- -- b45199e 2be2560 0x377c62a2
0x16477db_148dbef 208e96f 0x0466847_2bf5700_cf0dfcd 79a99b7
69 137 | 0x02818f7165646a25 3b2aeca_7a8ble0 2df93al - - €39c678 662432 0Ox1dae33a6
0x283bb5d_356dcld_5ef830
2 740b636_1e2bbbl_77a902 0x06af6be 8574776 _6244dcl_1c04bf2
101 201 | 0x08549a75241cec5b 4 -- -- ~7dala03 e962e82 0x96£c2396
0xd1bdb61_18b2c89 06d55f 0x8000eaf 8f340fb_57fba%a ece383b_
102 203 | 0x00a934ca4839{8b6 e 85d7861 4a2d2c4 3f0f76a -- 0x6a42 Sd4ccf2_e2ff34b 0xbc51d239
Oxabddb90 19d2b4a_7540b7
a 458c215 014c756 aca773 0x394e745 ec99143 e3f8f19 375ec6e
103 205 | 0x015269d49873d16¢c 5 -- Oxbldb 39c7cef ba78801 0x8908e8ac
0x924¢b87_b7a728b_8f829¢c
6_35dd971_63daSb0_486f10 0x398cfb0_51408ef 9500162 a935d4f
104 207 | 0x02a4d3a938e782d8 1 0x97 0xd7a3 835420 da99144 0x1d74baa3
0x711d28b_ffa6fca 923e67b 0xde9d7cl_83df898 1e55332 ddc9add
105 209 | 0x0549af5279cf0Sb1 _15707a7 42a4bb2 2deda6d 0xbb 0xb0f9 _a82acb2 2885c03 0xd8835587
0Oxeff1213_e232b20_0064b82 0xd887f8b_5d37e0d_fe4d145_6a55c¢77
106 211 | 0x0a935ca4f39e2b63 _ac1968a 4a3cba4 40cb306 0x62 0x84bb - 9369bfb 5028d20 0xaf70715f
0Oxeff1213_e232b20_0064b82 0xb77694_6fed836_ecStbda_befa034
107 213 | 0x0a935ea4f39e2b63 ~ael968a 4a3cbad 40cb306 0x62 0x84bb 2c5d690 ae478e9 0xc861665f
0Oxeff1213_€232b20_0064b82 0x6886c93_2065¢45 7731684 822378
127 253 | 0x0a935ea4f39e2b63 ae1968a_4a3cbad 40cb306 0x62 0x84bb df3ef7a_cae90a7 0xc07ece76
0Oxeff1213_€232b20_0064b82 0x9359a39_d450al2_51ceSbe_d3062b6
128 255 | 0x0a935ea4f39e2b63 ~ae1968a 4a3cba4 40cb306 0x62 0x84bb ~2c¢9cca3 c74edc4 0xedf08afY
0Oxeff1213_e232b20_0064b82 0xeff1213_¢232b20_0064b82_ac1968a
129 257 | 0x0a935ea4f39e2b63 _ac1968a 4a3cba4 40cb306 0x62 0x84bb 4a3cbad 40cb306 0xb86284bb
0xddd552f 3d3bac2_{b230d5 0xddd552f 3d3bac2_fb230d5_83a2d78
130 259 | 0x0526b549¢73c76¢7 ~ 83a2d78 S5alda4l 8fed1d6 0x74 0x3926 ~Salda4] 8fedld6 0xb87439a6
0xc258963_5d097d0_e50aa7 0xc258963_5d097d0_e50aa7c_fc5000
131 261 | 0x0a4d6293ce78ed8e ¢ fc50f00 a2a747b a45b784 0x01 Oxfled a2a747b a45b784 0xf701fled

Page 140 of 212




HDCP Amendment for DisplayPort
Revision 1.1

15 January, 2010

Digital Content Protection LLC

Line rekey started
Sym
clk | clk LFSR[59:0] BMO0[167:0] OF0[23:16] | OFO0[15:0] BM1[167:0] OF1[31:0]

0Oxeff1213_e232b20_0064b82 0xeff1213_¢232b20_0064b82_ac1968a

-3 - 0x0a935ea4f39e2b63 ~ae1968a 4a3cba4 40cb306 - - 4a3cbad 40cb306 0xb86284bb
0xddd552f 3d3bac2_{b230d5 0xddd552f 3d3bac2_{b230d5_83a2d78

-2 -- 0x0526b549¢73¢76¢7 ~83a2d78 Salda4l 8fedld6 -- -- ~5aldad] 8fed1d6 0xb87439a6
0xc258963_5d097d0_e50aa7 0xc258963_5d097d0_e50aa7c_fc5000_

-1 - 0x0a4d6293ce78ed8e c_fc50f00 a2a747b a45b784 -- -- a2a747b_a45b784 0xf701fled
0xc258963_5d097d0_e50aa7 0xc258963_5d097d0_e50aa7c_fc5000_

0 262 | 0x0a4d6293ce78ed8e c_fc50f00 a2a747b a45b784 -- -- a2a747b_a45b784 0xf701fled
0xb06e6b7_c8209e8_82982f 0xb06e6b7_c8209e8_82982f7 4bclal3

1 263 | 0x049ac5279cflfblc 7 4bclal3 8a3f797 9f0446e -- -- ~8a3f797 910446¢ 0x523d121c
0Oxefd27df 0e46509_eOb63da Oxefd27df 0e46509_e0Ob63da_cb3dc05_

2 265 | 0x09358a4f31e3d639 cb3dc05 af53ae8 4436e20 -- -- af53ae8 4436e20 0xf06f47ae
0xc479a9¢_8c09955_e4b84b 0xc479a9¢_8c0b955_e4b84be_f4d23b6

3 267 | 0x026blc9e63c7ac73 c f4d23b6 286c3cc tbefcbb -- -- 286c3cc_tbefcbb 0xba695c5b
0x5£74778_Tbae847 3858c2 Ox276fafa_fb8c5a8 95210b1 8d295f2

52 365 | 0x04d290eleedbbb43 e 6d9a242 bc9a02f e4fdf87 -- -- 09e27e6 b737720 0x673be722
0x41c3db8_7e60b5d_ade6c2 0xde83510_f93dd7e 8f09cca fd7¢979

53 367 | 0x09a529c3d5375686 6 0335bbl 0313ftb ce6d556 -- -- 439879a 5870c89 0x0e661a04
0xda39225_0d2f8e6_487e46 0x9fd4127_873ecab_d443857_d7bc533

54 369 | 0x034a5387aa6eadOc d l4adaff c23321e 7e5a780 -- -- 04fa8ab adeee09 Oxe8b7eale
0xb6bee9e b0ef775 f7d10ad 0xd5858aa_e4354ca_bS52fefd c3e62de

55 371 | 0x0694af0f54dd7al8 ~ 5dce396 89b2597 acef7ea - - 3960ed5 cbcebaas Oxac7e0ebc
0x0beb3a9 cb636c5_ce7a6d
6_3ab9bdb c93d31b_c32501 Oxed3734d_00d67¢7_eb76874 e2d404c

56 373 | 0x0d29561calbad430 9 - - ~09ed965 dc23211 0x233bf0c3
0x0beb3a9 cb636c5 ce7a6d
6_3ab9bdb_c93d31b_c32501 Oxel7cdec_bc66357_8450c0e_5f72374

57 375 | 0x0d29561ealbad430 9 - - - 878db0c 6bl3dle 0x16208c84
0x0beb3a9 cb636c5_ce7a6d
6_3ab9bdb c93d31b_c32501 0x55182ed_d8e05f7_37f417a_l4ed44b

58 377 | 0x0d29561calbad430 9 - - _585f76b 94900de 0x2acbe06b
0x0beb3a9 cb636¢5 ce7abd
6_3ab9bdb_c93d31b_c32501 0x9f12b63_096eeec_28e9b90_a572681

63 387 | 0x0d29561calbad430 9 - - 09¢03f4 85a8ee3 0x681b908d
0x0beb3a9 cb636¢5 ce7abd
6_3ab9bdb_c93d31b_c32501 0xfb4bddb_29ecd93_fee8c9d 9cef79d

64 389 | 0x0d29561ealbad430 9 - - 167d4b2 7c33{78 0x3792bbc6
0x0beb3a9 cb636¢5 ce7abd
6_3ab9bdb c93d31b ¢32501 0x0beb3a9 cb636¢5 ce7a6d6 3ab9bdb

65 391 | 0x0d29561calbad430 9 - - c93d31b ¢325019 0x0b653310
Ox6a3adl2 9854416 6c93fd Ox6a3adl2 9854416 6c93fda el4a23d

66 393 | 0x0a52a43d4b758861 a el4a23d fbedd3f cceecdf - - _fbc4d3f cceecdf 0xc63474f4

Line rekey started

Page 141 of 212




HDCP Amendment for DisplayPort
Revision 1.1

15 January, 2010

Digital Content Protection LLC

Sym
clk | clk LFSR[59:0] BMO0[167:0] OF0[23:16] | OF0[15:0] BM1[167:0] OF1[31:0]
0x0beb3a9 cb636c5 ce7a6d
6_3ab9bdb_c93d31b_c32501 0xfb4bddb_29ecd93_fee8c9d 9cef79d
-3 - 0x0d29561ealbad430 9 - - 167d4b2 7c33{78 0x3792bbc6
0x0beb3a9 cb636c5_ce7a6d
6_3ab9bdb c93d31b 32501 0x0beb3a9 cb636c5 ce7a6d6 3ab9bdb
-2 - 0x0d29561calbad430 9 - - ~¢93d31b ¢325019 0x0b653310
Ox6a3ad12_9854416_6c93fd Ox6a3ad12_9854416_6c93fda_el4a23d
-1 -- 0x0a52a43d4b758861 a el4a23d fbcdd3f cceecdf -- -- ~fbc4d3f cceecdf 0xc63474t4
0Ox6a3ad12_9854416_6c93fd Ox6a3ad12_9854416_6c93fda_e14a23d
0 393 | 0x0a52a43d4b758861 a el4a23d fbcdd3f cceecdf -- -- ~fbe4d3f cceecdf 0xc63474t4
0x6a9b47c_10a322e_494b63 0x6a9b47c_10al122e 494b633_ecad30af
1 395 | 0x04a5487a96eb30c2 3 ea430af 69d5a81 2aca65b -- -- ~69d5a81 2aca6b5b 0x9832c315
0x697465f 2138d24 6420e6
d_dc45678_b3f26bd_aclSeb 0x697465f 031af06_6420e6d_fc45678
2 397 | 0x094a98f52dd66185 d - - b3f26bd_acl5ebd OxedacSec3
0x905883e_69e67c4_f13b13
c_dde4fl6_a9419c1_17133b 0x7eb6630_267e5d_f13b13c_fc60dOe
3 399 | 0x029531ea53acc30b 1 -- -- 29419c1 37533bl Oxccfe6554
0x951alcS_af748e5 676220 0xbb0821e 652203c c692f7a be966cc
52 497 | 0x07620452ac75{21a 4 2739cla d7ca7fb 7ffebb2 -- -- _c0d3aeb_e5tb8c3 0x256d3a25
0x7dbb091_b0fe23f b67852 0x7e06bc3_deffce3_al22963_9c¢8046¢
53 499 | 0x0ec400a550ebc434 9 65a5868 35ccece OccbfV6 - - a0f5407 95d2175 0x40160ab9
0xba70910_a993630_7a0bb4 0xed60095_28f7296_5e3de79_258d6e5
54 501 | 0x0d88014aa9d78868 b 929c3fa d4032ea 3730bc5 -- -- 9808185 1f17b14 0xe58099af
0x2ead2b5_3199407_9908a2
9 b00f65¢_9bc7820 1d7be0 0x3e64190_abd2d40 133171 2088ele
55 503 | 0x0b100a955baf10d0 3 - - _054137¢_09cd3f8 0x9e1df619
0xf8fcf70_76e6257_f2af903_ 0xa57486d_59d17¢9_b6020be_95bSc4a
56 505 | 0x0620152ab75e01a0 62e652¢_6c669c8 bb8b2c3 -- -- 163fe40 _0Oae4b70 0x5c23cbee
0xf8fcf70_76e6257_f2af903_ 0x10c6a0f 37fc336_65d0558_86a6794
57 507 | 0x0620152ab75e01a0 62e652¢_6c669c8 bb8b2c3 -- -- ~5dd9ca5 7ae8a9d 0x68207f9b
0xf8fcf70_76e6257_f2af903_ 0x1be27ff 340bb29_413a310_2f0de95_
58 509 | 0x0620152ab75e01a0 62e652¢ 6c669c8 bb8b2c3 -- -- 9258438 9cele2b 0x06e1abf6
0xf8fcf70_76e6257_12af903_ 0x5cca5a8 2556138 721cd54_edOa7be
63 519 | 0x0620152ab75e01a0 62e652¢_6c669c8 bb8b2c3 -- -- 0322447 d4b665¢ 0x94f602fc
0xf8fcf70_76e6257_f2af903_ 0xf76f879_1fbb56b_258f91d_e102fc0O_
64 521 | 0x0620152ab75e01a0 62e652¢_6c669c8 bb8b2c3 -- -- ¢d59d02 20a20cl 0xf4dfb4a0
0xf8fcf70_76e6257_f2af903_ 0xf8fcf70_76e6257 f2af903_62e652¢ 6
65 523 | 0x0620152ab75e01a0 62e652¢_6c669c8 bb8b2c3 -- -- c669c8 bb8b2c3 0x29ed1fbe
Line rekey started
Sym
clk | clk LFSR[59:0] BMO0[167:0] OF0[23:16] | OF0[15:0] BM1[167:0] OF1[31:0]
0xf8fcf70_76e6257 {2af903 0x5cca5a8 2556138 721cd54 edOa7be
-3 - 0x0620152ab75e01a0 62e652e_6c669c8 bb8b2c3 -- -- _b322447 d4b665¢ 0x94£602fc
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0xf8fcf70_76e6257_f2af903_ 0xf76f879_1fbb56b_258f91d_e102fc0O_
-2 -- 0x0620152ab75¢01a0 62e652e 6c669c8 bb8b2c3 -- -- cd59d02 20a20cl 0xf4dtb4a0
0xf8fcf70_76e6257 f2af903 0xf8fcf70_76e6257 f2af903_62e652¢ 6
-1 -- 0x0620152ab75¢01a0 62e652e 6c669c8 bb8b2c3 -- -- c669c8 bb8b2c3 0x29ed1fbe
0xf8fcf70_76e6257_12af903_ 0xf8fcf70_76e6257 {2af903_62e652e 6
0 524 | 0x0620152ab75e01a0 62e652e_6c669c8 bb8b2c3 -- -- c669c8 bb8b2c3 0x29ed1fbe
0x6ec489f 457b2b0_8cal9cf 0x6ec489f 45792b0_8cal9ct 094belf
1 525 | 0x0c4022556ebc0341 094belf abecdaf 6392c¢72 -- -- a6ecdaf 6392c72 0xdb0dcbb4
0x1570e26_fd97d4e_dab6c2 0x1570e26_dfb5foc_dab6c21_40ee032_
2 527 | 0x08804caadd780683 1 60ec032 lec213f 83a1901 -- -- lec213f 83a1901 0xe292f2e8
0x496a8cb_58c35bb_4ab021 0xa7846¢5 ¢342¢22 4ab021c aaT7ee92
3 529 | 0x01009955baf02d07 c_8bfac8a cbffe7c 73d27f5 -- -- _cbffe7c 53927f5 0x224652cf
0Oxa28dadd_d6ab782 5e8673
8 2cae385 514c1d0_48c656 0xf2d12de afa231d 3f0a99d aclf00f b
51 625 | 0x0d04bedac63c7c01 1 - - 59645¢_0dd4f54 0x4c447dea
0x582¢93d_8c529de_96f465
1 3ab716e 1575947 15cedf 0xcal3929 c9e789 ea3d3dS 7b767be
52 627 | 0x0a0975b58c78{802 0 - - 59685 8ccd51b 0xad273750
0x116d712_1c678db_3d9252
2 08ba027_3e26f74_0Obel43 0xc0527¢9_£598826_faebefl 156832 _
53 629 | 0x0412e36b18f1f005 a - - 458dal6 b1f001f 0xd1b3765a
0x43a027c_087701¢_28e98a
b_3548c6f 05357d_1b03d5 0x8532407_0b10fa7_22aae39_30e473a
54 631 | 0x0825ced639e3e00b 1 -- -- ~Tedfttf 9319a8d 0x6fcb7c49
0x8d2dabb 2310c83 81d3el
b_355c68e_e949cd8 579914 OxefSbea9 2dfb784 23544a0 70143cl
55 633 | 0x004b9dac7bc7e016 3 - - c333be5_32610df 0xcdb013bf
0x20132f5_3be281d_adlf6ca 0x56d33f3_d815596_69e95be_88b187b
56 635 | 0x00973b58f78fc02d _ 5bdffof 6e8007e 760fb37 -- -- ~692bce7 8c7e3f8 0x30d7d101
0x20132f5_3be281d_adlf6ca 0xb4062al_bedb528 7468ee8 25¢538
57 637 | 0x00973b58f78fc02d ~ 5bdffof 6e8007e 760fb37 -- -- 5e80888 37e3221 0x5da46729
0x20132f5 3be281d_adlf6ca 0x7¢3f37b_5e68111_ffee55d 858d359
63 649 | 0x00973b58f78fc02d Sbdff9f 6e8007e_760fb37 -- -- d604f53 40b70fd 0x2077f4ea
0x20132f5_3be281d_adlf6ca 0xb54e4d2_8ca945e_7881d64_2347782
64 651 | 0x00973b58f78fc02d _Sbdff9f 6e8007e 760fb37 -- -- _d160f10 44cccOd 0x0835d911
0x20132f5_3be281d_adlf6ca 0x20132f5_3be281d_ad1f6ca_SbdffOf
65 653 | 0x00973b58f78fc02d _ 5bdffof 6e8007e 760fb37 -- -- 6e8007¢_760fb37 0x7f81abbc
Frame key calc started
Sym
clk | clk LFSR[59:0] BMO0[167:0] OF0[23:16] | OF0[15:0] BM1[167:0] OF1[31:0]
0x20132f5_3be281d_adlf6ca 0x7c3f37b_5e68111_ffee55d_858d359
-3 - - _5bdffof 6e8007e_760fb37 -- -- d604£53_40b70fd 0x2077f4ea
0x20132f5_3be281d_adlf6ca 0xb54e4d2_8ca945e 7881d64 2347782
-2 - - _5bdffof 6e8007e 760fb37 -- -- _d160f10_44cccOd 0x0835d911
-1 - - 0x20132f5 3be281d adlfbca - - 0x20132f5 3be281d adlf6ca Sbdffof 0x7f81abbc
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6e8007e_760fb37

0x5392729 645129 2allad
7 387e18d 2114556 _d7188a

0x53927a9_6f45129 2alla47_387e18d

655 - 6 - - 2114556 d7188a6 0x23d38fdf
0xc040e35_54294b7_000000
0_7a3b0f9_42bldbd_000006 0xc848319 9f9aabl_20cb2c8 bf7e6c4

656 -- a - - 1425538 6d27dfa 0x9486041b
0x6666ade_47b5444 93d46a Oxaa05ee4 5f3caS0_ff75fa2 151450c 1

658 - a_e4f374f 3cd0333 212d6ab - - 7b33e6_e01b935 0x13e73875
0x1232d67_ef6a7a5_605567 0xc3080b2_5d79eae_9201cda_37c8dc5

660 - 8 d509b9f 427d387 e30af77 - - 4318278 5e138b7 0x790f10b8
0x811566¢_dal4697_66£89d 0x889d6b6_6dbed45_8bd69f7_136a3d0

662 - b 84306fc 411d172 19e3620 -- -- - b995996 159c4e9 Ox5ac4a8c4
0xf7027a4_dc24164_29716cf 0x8fbe53f 23a7a5f d3dSdle d7615¢2

664 - _f0cd06e 9fad21f 41cbe8S -- -- 493400f d6051fe 0xea9be05f
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clk stream cipher enc stream
-3 Oxlclc 0x6559c03e Oxlclc
-2 0x3c3c 0x6559c03e 0x3c3c
-1 0x3c3c 0x6559c03e 0x3c3c
0 Oxlclc 0x6559c03e Oxlclc
1 0x3939 0xb79ee5fe 0Oxdcc?
2 0x0000 0xb79ee5fe 0xb79¢
3 0x0000 0x289af919 0xf919
4 0x3939 0x289af919 Ox11a3
5 0x0000 0xd25b5d6¢ 0x5d6c
6 0x0000 0xd25b5d6e 0xd25b
7 0x0000 Oxed55dcde Oxdcde
91 0x0000 0x37affe86 0xfe86
92 0x0000 0x37affe86 0x37af
93 0x0000 0x49152bc4 0x2bc4
94 0x0000 0x49152bc4 0x4915
95 0x0000 0x1f068148 0x8148
96 0x0000 0x1f068148 0x1f06
97 0x0000 0xb79cb954 0xb954
98 0x0000 0xb79cb954 0xb79¢
99 0x0000 Oxfe492f2a 0x2f2a
100 0x0000 0xfe492f2a 0xfe49
101 0x0000 0x53331e18 Oxlel8
102 0x0000 0x53331e18 0x5333
103 0x0000 0x5c0e4039 0x4039
104 0x0000 0x5c0e4039 0x5c0e
105 0x0000 0x4a040224 0x0224
106 0x0000 0x4a040224 0x4a04
107 0x0000 0xd49657b0 0x57b0
129 0x3c3c 0xf254{fb6 0x3c3c
130 0x3c3c 0xf254{fb6 0x3c3c
131 Oxbcbe 0x14b8b17b Oxbcbe
132 0x3939 0x14b8b17b 0x2d81
133 0x0000 0x36693806 0x3806
134 0x0000 0x36693806 0x3669
135 0x3939 0x377c62a2 0x5b9b
136 0x0000 0x377c62a2 0x377c
137 0x0000 Ox1dae33a6 0x33a6
201 0x0000 0x96fc2396 0x2396
202 0x0000 0x96fc2396 0x96fc
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203 0x0000 0xbc51d239 0xd239
204 0x0000 0xbc51d239 0xbc51

205 0x0000 0x8908e8ac Oxe8ac

206 0x0000 0x8908e8ac 0x8908
207 0x0000 0x1d74baa3 Oxbaa3

208 0x0000 0x1d74baa3 0x1d74
209 0x0000 0xd8835587 0x5587
210 0x0000 0xd8835587 0xd883
211 0x0000 0xaf70715f 0x715f
212 0x0000 0xaf70715f Oxaf70

213 0x0000 0xc861665f 0x665f
253 0x0000 0xc07ece76 0xce76
254 0x0000 0xc07ece76 0xc07e
255 0x0000 Oxedf08afd 0x8afd

256 0x0000 0xedf08af9 0xedf0

257 0x0000 0xb86284bb 0x84bb
258 0x0000 0xb86284bb 0xb862
259 Oxbcbe 0xb87439a6 Oxbcbe
260 0x3c3c 0xb87439a6 0x3c3c
261 0x3c3c 0xf701fled 0x3c3c
262 Oxbcbe 0xf701fled Oxbcbe
263 0x3939 0x523d121c 0x2b25
264 0x0000 0x523d121c 0x523d
265 0x0000 0xf96f47ae 0x47ae
266 0x3939 0xf96f47ae 0xc056
267 0x0000 0xba695cSb 0x5c5b
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Test Vectors for 1-Lane Main Link Configuration in SST Mode (Inter-BS
spacing = 130, CPSR Interval = 9)

Authentication
Table B-3 and Table B-4 provide the LFSR and Block module states during the first part of authentication.

Initial Bootstrapping
Table B-25 provides test vectors during the initial bootstrapping operation.

After start of encryption
Table B-34 provides test vectors generated after the start of encryption (beginning with the first CPSR symbol set
that triggers encryption). Table B-35 provides encrypted cipher outputs.

Frame key calc started
Sym
clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0xd20317a_3725bc8_256af5e_6b 0xd20317a_3725bc8_256afSe_6b9cc06_7
-3 - - 9cc06 7d7aal8 879092 - -- d7aal8 8719092 0x6559c03e
0xd20317a_3725bc8_256af5e_6b 0xd20317a_3725bc8_256afSe_6b9cc06_7
-2 - - 9cc06 7d7aal8 879092 - -- d7aal8 8719092 0x6559c03e
0xd20317a_3725bc8 256af5e_6b 0xd20317a_3725bc8 256af5e_6b9cc06_7
-1 -- -- 9cc06 7d7aal8 87{9092 -- -- d7aal8 879092 0x6559c03e
0xd20317a_3725bc8 256af5e_6b 0xd20317a_3725bc8_256af5e_6b9cc06_7
0 0 - 9cc06_7d7aal8 8719092 - -- d7aal8 8719092 0x6559c03e
0xc040e35_54294b7_0000000_f5 0x9b48c65_3f7de85_4cfb937 50d9c10 5
1 1 -- 23e56_bf44e50 _000001d - - d7tbdc_6a03908 0xb79eeSfe
0x6666a4e_47b5444_93d46aa_al 0x94ede66_8141634_5f900d1_5f7a0f0_{2
2 5 - a9cb4 a206aaa_cacfa30 - - 91dcb_Salce6e 0x289af919
0x1232d67_ef6a7a5_6055678_53 0x1f69314_9a31990_c4b92db_31a6525_6
3 9 - 3e54c e4b418a 91fbebb - - ab1304 928c3d8 0xd25b5d6c
0x811566¢_dal4697_66£89db_d9 0x7f0a70c_d1bda54_34c9929 7df4b37_d
4 13 - ce46b c89¢263 9¢3097e - - 8d588c 855d111 Oxed55dcde
0x58f7c56_81f3888 97eb44c 25¢ 0x2221028_0c49069_b9a604c_d5025c1_0
32 125 -- 4ala 310ffac 84d8e08 -- -- 52df5f 59112d6 0x2f4436¢cb
0x315c455_d59f35b_40693cd_5d 0x3596433_4643480_8853c0f 95d957d_e
33 129 - bf7bd 2df8f08 22cacad - - 351de7 9412e3e 0x7847ef0d
Line rekey ignored (frame key calc in progress)
0x080bdOf_043ff91 b512030_bbf 0x6267937_99593b7_3013a64_3alaa4d_b
34 133 - a516 f3753d8 957c88c - - 46¢a95 199035 0xf96f47cd
0x65b6244 8461884 2bftcba_a8f OxdcSled3_daadefl S5dafba7 4ea8052_6f
35 137 - 7581 264cecb 2cca0f2 - - 0f06e 712dc22 0x30f12a24
0x259b412_3a73ddc_ddfObe5_87 0x4b2ad3d_Oaed7f5_9a40045_ f0dcObd_12
36 141 - 94752 £7203fa_f4acfo8 - - 077f3 dcSbdc2 0xd47a2546
0x8b0a742_b70dalc_2307640_ {0 0x4736b27_c7ebcal _aa86bef 4539c7b_6¢
45 177 - 093a0 6¢69ad6 2dfc26d - - 6bdec c4blfll 0x1021d66
0x57dd199_d4f7¢9b_b85862b_5¢ 0x2789d57_f53ee8a_3cfeaf5 817480c_c3
46 181 -- c55f4 2bSefea 85611ff -- - 0af76_2f49767 0x37affe86
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0xfa07250_725212_9bc279d_76fe61a_el

47 185 - 19673 1fctb80 9e1665f - -- 521fc tb331b7 0x49152bc4
0x2acaf01_beef443_eOcd9a0_d83 Oxcaf5121_1129806_3836e0a_9051c5e 3

48 189 -- 548d 480c50a S5d4edOe -- -- 4551ae 7f7b35a 0x11068148
0x5cfb3bd_bb2e5ca 6£52793_8bb 0x62e765a_09101ee f92cabl 4cfd7ca 8

49 193 -- 82fe ea7c298 d9a59fa -- -- ad063 1197804 0xb79cb954
0x8bb&2fe _ea7c298 d9a59fa 52 0x960d99e_e9b8b0f 782d158 645c¢7a9 3

50 197 | 0x0f53e0a6257702fe | 3e56 bf44e50 000001d - - 12615f ca46465 0xfe492f2a
0xb486149 cca6e3d 0355dff 226 0xb72431d 495294 abal3a4 claSedc d

51 201 | 0OxOea7c94c42ee05fd 2329 a206aaa_cacfa30 - - 8ea59b_2cbcad0 0x53331el8
0x120ec20_al1030d1_4c72806 a0 0xe94a5e8 bad382a b516ee3 2acal2a 04

52 205 | 0x0d4f929885dcObfb | 0fb45 ed4b418a 75af954 - - f35¢9 6244723 0x5c0e4039
0xc084d58_ee8b642_7dd6814_07 0x8b46a53_283034d_84a452f 9958918 _0

53 209 | 0x0a9f253103b837f6 | 9525¢ aef8c5e ada7f43 - - 6¢7952 3d3b8d2 0x4a040224
0xa45476a_cc524a0 e8b84ed ed 0x3256280 5052587 885c3al_e9a868e d

54 213 | 0x053e42620f704fec 3997e 6£fd0590 43c8edc - - 1e9b70 d727f22 0xd49657b0
0x5bfdd23_7calOb5a_c12f127 495 0x8020fe9_f5519f4 8fefoSe 58f4d4b bfOf

64 253 | 0x0914083b892b3051 | 854a 19f3173 lclac03 - - e4e_d6f769b 0xc5f3500b
Oxalac713_e2d283a_482c2bb_d4 0xbdc2425_78138b1_fae8859 7b0d9b3_9

65 257 | 0x02281877125640a2 | 37443 bd8ef95 076262 - - 007256 f02725b 0xf254{fb6

Line rekey ignored (frame key calc in progress)

0x3e289¢0_1b214d0_e90ac42 15 Ox6ad3eed_82¢9428 1f151a0 fefclc7 23

66 261 | 0x045030ee2cac8144 | 04b3f 58bc895 c98fa75 -- -- lele6 Oe7b8ba 0x14b8b17b
0x0e8407c_bb5df9d 578e9dd_6e 0xbcf19db_fd7dda6_60704fe_0a9%e816 16

67 265 | 0x08a061dc59590289 | 1b212 7e16013 78ef703 - - 45fbc_7b03898 0x36693806
0x7d0a4b8_3eda746_1d77d70_02 0x6£fb9d8 4b%4cct 9e88ed1 6fd5114 b4

68 269 | 0x0140c3b8b2b22512 | 93f78 0031fd6 6dabSe6 - - 5199¢ 2be2560 0x377c62a2
0xa484b59_ef409db_2099d43_fa3 0x8f75a0a_cd4dd88_485d46 9e81bdl_3

96 381 | 0x0a42a093abe0e662 | 92a8 d652e3b 858f2fc -- -- 39d041 abfc845 0x158ec50e
0x11bdfc4 344509 dc60452_8ed 0xd3b12c9 844aafa 898747c_bbbbeSe 2

97 385 | 0x0485492757clecc5 | d2ad4 e4559ab 8boddfe -- -- 227eca 65f628b 0x64408b2c
0x7b231ab_9dlallb affoble 47d 0x340a433_93e7bdf 71416c2_002b998 4

98 389 | 0x090a924ea783998b | 273f c2920f 8119565 - - c9ad89 96£283c 0x03b468b1

Line rekey ignored (frame key calc in progress)

0x42b915a_4075db8_54cbde6_2ff Ox4ece638_a7d51a9_7f9e886_f70ae3d_7b

99 393 | 0x0215249d4f073316 | 97¢ 9882703 clac336 - - b4fdb 35f33¢7 0x9328a53d
0x0960b32_d33d3ea_415be5f 66 0x0eca7d6_bdf8fd6 29fff0a_a341b36_7b8

100 397 | 0x042a493a960e662d | 2{358 ea77b3e bacl860 - - 8cea 18ceb50 0xb5e38b64
0x283bb5d_356dcld_5ef8302_74 0x06afobe_8574776_6244dcl_1c04bf2_7

101 401 | 0x08549a75241cecSb | 0b636 le2bbbl 7729024 - - dala03 e962e82 0x96£c2396
0xd1bdb61_18b2c89_06d55fe 85 0x8000caf 8f340fb_57fba%a_ece383b_5d

102 405 | 0x002934¢a4839f8b6 | d7861 4a2d2c4 3f0f76a - 0x62a42 4ccf2_e2ff34b 0xbc51d239

103 409 | 0x015269d49873d16¢ - 0xbldb 0x8908e8ac
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0Oxabddb90_19d2b4a_7540b7a_45 0x394e745_ec99143_e3£8f19_375ec6e_39
8c215 014c756 aca7735 c7cef ba78801
0x924¢b87_b7a728b_81829c6_35 0x398cfb0_51408ef 9500162_a935d4f 83
104 413 | 0x02a4d3a938e782d8 | dd971 63da5b0 48601 0x97 0xd7a3 5420 da99144 0x1d74baa3
0x711d28b_ffa6fca 923e67b_157 0xde9d7cl_83df898_1e¢55332_ddc9add_a
105 417 | 0x0549af5279cf05b1 07a7 42a4bb2 2deda6d 0xbb 0xb0f9 82acb2 2885c03 0xd8835587
Oxeff1213_e232b20_0064b82_ael 0xd887f8b_5d37e0d_fe4d145_6a55¢77_9
106 421 | 0x0a935ea4f39¢2b63 | 968a 4a3cbad 40cb306 0x62 0x84bb 369bfb 5028420 0xaf70715f
Oxeff1213 €232b20_0064b82_ael 0xb771694_6fed836_ec5fbda_befa034 2c
107 425 | 0x0a935ea4f39¢2b63 | 968a 4a3cba4 40cb306 0x62 0x84bb 5d690_ae478e9 0xc861665f
Oxeff1213_€232b20_0064b82_ael Oxa67d45¢_0b30f7d_2bb93be e09b5f5 2
108 429 | 0x0a935ea4f39¢2b63 | 968a 4a3cba4 40cb306 0x62 0x84bb 2ca847 b849198 0x2bbcf09a
Oxeff1213_e232b20_0064b82_ael 0OxbcOeacd_d272a44 b4bd07a_9968125_9
109 433 | 0x0a935ea4f39¢2b63 | 968a 4a3cbad4 40cb306 0x62 0x84bb 08c788 adl214e 0xd4bd6f59
Oxeff1213_e232b20_0064b82_ael 0x6886c93_2065¢45_ 7731684 822378 df
127 505 | 0x0a935ea4f39¢2b63 968a 4a3cba4 40cb306 0x62 0x84bb 3ef7a cae90a7 0xc07ece76
Oxeff1213 €232b20 0064b82 ael 0x9359a39_d450a12 S51ceSbc_d3062b6_2
128 509 | 0x0a935ea4f39e2b63 968a 4a3cbad 40cb306 0x62 0x84bb c9cca3 c74edcd 0xedf08af9
Oxeff1213 €232b20 0064b82 ael Oxeff1213 €232b20 0064b82_ae1968a 4a
129 513 | 0x0a935ea4f39e2b63 | 968a 4a3cbad 40cb306 0x62 0x84bb 3cbad 40cb306 0xb86284bb
0xddd552f 3d3bac2_fb230d5_83a 0xddds552f 3d3bac2_fb230d5_83a2d78_5
130 517 | 0x0526b549¢73c76¢7 | 2d78 Salda41 8fed1d6 0x74 0x39a6 alda41l 8fed1d6 0xb87439a6
Line rekey started
Sym
clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OFO0[15:0] BM1[167:0] OF1[31:0]
Oxeff1213_e232b20_0064b82_ael 0x9359a39_d450a12_51ceSbe_d3062b6_2
-3 -- 0x0a935ea4f39e2b63 968a 4a3cba4 40cb306 -- -- c9cca3 c74edcd Oxedf08afd
Oxeff1213_e232b20_0064b82_ael 0xeff1213_€232b20_0064b82_ae1968a_4a
-2 -- 0x0a935ea4f39e2b63 968a 4a3cbad 40cb306 -- -- 3cba4 40cb306 0xb86284bb
0xddd552f 3d3bac2 {b230d5_83a 0xddd552f 3d3bac2_fb230d5_83a2d78 5
-1 - 0x0526b549¢73c76¢7 | 2d78 Salda41 8fed1d6 - - alda41 8fed1d6 0xb87439a6
0xddd552f 3d3bac2 {b230d5_83a 0xddd552f 3d3bac2_{b230d5_83a2d78 5
0 520 | 0x0526b549¢73c76¢7 | 2d78 Salda4l 8fed1d6 - - alda41 8fed1d6 0xb87439a6
0xc258963 5d097d0_eS0aa7c fc5 0xc258963 5d097d0_e50aa7c fcS0f00 a2
1 521 | 0x0a4d6293ce78ed8e | 0f00 a2a747b a45b784 - - a747b_a45b784 0xf701fled
0xb06e6b7_c8209¢8_82982f7_4b 0xb06e6b7_c8209e8_82982f7 4bclal3_8
2 525 | 0x049ac5279cflfblc clal3 8a3f797 9f0446e - - a3f797 9f0446e 0x523d121c
Oxefd27df 0e46509_e0Ob63da_cb3 Oxefd27df 0e46509_e0Ob63da_cb3dc05_af
3 529 | 0x09358a4f31e3d639 | dc05 af53ae8 4436e20 -- -- 53ae8 4436e20 0x196f47ae
Oxleddec2 367c831 dfa58d0 bde 0xf05af93 ac6c798 15d7af6_0645bf3 b3
32 645 | 0x0alff9b72023b8b0 | 33d6 c404795 6d6649¢c - - db41 8ac0307 0x7accebl5
0x4a342ae_82a9a69_1f8a0d6_785 0x126d6al_c8267al_d20ba63_1d62a80_4
33 649 | 0x043ffb6e40477160 | 2eba 50bcd92 fOcal9b - - 849d54 c22adc6 0xcafb3096

Line rekey ignored (line rekey in progress)
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OxacdObda_d7d29d8_a2da5ac 53 0x090c831_428d360 ae27819 7cdfcea 2f
34 653 | 0x087ff6dc808ee2c0 Sabbe 7b87b62 3dc28c5 -- -- 86695 f5113b9 0xc50ff5¢c5
0xfe540b1_c0aa0d3 dc2cc45 c9a 0xd90e59c_9f3d1b_6480004 14d76a9 b
35 657 | 0x00ffedb9091de580 ce54 b5a739e 9384394 -- -- a528a2 170c303 0xce6d0db0
0xb39166a_8c1b092_ 9679527 b3 0x01eab39 3961796 _96cf800_65550a2 2
51 721 | 0x0934a6387ba6fed) | 4e394 86a9ea3 8c02b91 -- -- 86c641 1cfSec3 Oxcdd5ddb2
0x014c513_1161f8b_41c9b49 a6 0x88eca24 fa0719b_0e475ea_fd01238 77
52 725 | 0x02694c70f74dddal | 4a8b3 0ad9135 6¢6337b - -- fac9c 2a2fe35 0x241e4836
0x5f74778_Tbae847 3858c2e 6d 0x276fafa_fb8c5a8 95210b1 8d295f2 09
53 729 | 0x04d290eleedbbb43 | 9a242 bc9a02f e4fdf87 - - €27e6 b737720 0x673be722
0x41c3db8_7e60b5d_ade6c26 03 0xde83510_f93dd7e 8f09cca fd7¢979 43
54 733 | 0x09a529¢3d5375686 | 35bbl 0313ffb ce6d556 - -- 9879a 5870c89 0x0e661a04
0xda39225 0d2f8e6 487e46d 14 0x9fd4127_873eeab_d443857_d7bc533 0
55 737 | 0x034a5387aa6ead0c | adaff c23321e 7e5a780 - - 4fa8ab adeee09 Oxe8b7eale
Oxbbbee9e_b0ef775_f7d10ad_Sdc 0xd5858aa_e4354ca_b52fefd c3e62de 39
56 741 | 0x0694af0f54dd7al8 €396 89b2597 acefT7ea -- -- 60edS5 cbcbaas Oxac7e0ebc
0xb6bee9e b0ef775 f7d10ad Sdc 0xed3734d_00d67¢7 eb76874 €2d404c 0
57 745 | 0x0694af0f54dd7al8 | €396 89b2597 acef7ea -- -- 9ed965 dc23211 0x233bf0c3
0xbobee9e b0ef775 {7d10ad_Sdc Oxel7cdec_bc66357 8450c0e 5£72374 8
58 749 | 0x0694af0f54dd7al8 | €396 89b2597 acefiea -- -- 78db0c 6b13dle 0x16208c84
Oxbbbee9e_b0ef775_f7d10ad_Sdc 0x5b908ab_b2fdadc_ab7{84a 88d8992_bb
63 769 | 0x0694af0f54dd7al8 €396 89b2597 acef7ea - - 6fc94 30a7b52 0xe228cfcl
0xb6bee9e b0ef775 f7d10ad Sdc 0x9f12b63_096ecec 28e9b90 a572681 0
64 773 | 0x0694af0f54dd7al8 | €396 89b2597 acef7ea -- -- 9¢03f4 85a8ee3 0x681b908d
0xb6bee9e b0ef775 f7d10ad Sdc 0xb6bee9e b0ef775 f7d10ad Sdce396 89
65 777 | 0x0694af0f54dd7al8 €396 89b2597 acef7ea -- -- b2597 acef7ea OxabaaafSa
Line rekey started
Sym
clk | clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0xbbbee9e b0ef775 {7d10ad 5dc 0x5b908ab_b2fdadc ab7{84a 88d8992 bb
-3 -- 0x0694at0t54dd7al18 €396 89b2597 acef7ea -- -- 6fc94 30a7b52 0xe228cfcl
0xbbbee9e b0ef775 f7d10ad 5dc 0x9f12b63_096eeec_28e9b90 a572681 0
-2 - 0x0694af0f54dd7al8 €396 89b2597 acef7ea - - 9e03f4 85a8ee3 0x681b908d
Oxbbbee9e_b0ef775_f7d10ad_Sdc 0Oxb6beede_b0ef775_f7d10ad_5dce396_89
-1 - 0x0694af0f54dd7a18 €396 89b2597 acef7ea - - b2597 acef7ea OxabaaafSa
0xb6bee9e b0ef775 f7d10ad Sdc 0xb6bee9e b0ef775 f7d10ad Sdce396 89
0 780 | 0x0694af0f54dd7al8 €396 89b2597 acefTea -- -- b2597 acefT7ea OxabaaafSa
0x0beb3a9 cb636¢5 ce7a6d6 3a 0x0beb3a9 cb616¢5 ce7a6d6 3ab9bdb ¢
1 781 | 0x0d29561ealbad430 | b9bdb c93d31b ¢325019 -- -- 93d31b ¢325019 0x0b6d3310
Ox6a3adl2 9856416 6c93fda el Ox6a3adl2 ba76634 6¢c93fda_cl4a23d_fb
2 785 | 0x0a52a43d4b758861 | 4a23d fbc4d3f cceecdf -- -- c4d3f cceecdf Oxcd7c742
0x6a9b47c 328300c_494b633 ca 0x8475a72_8b20bb7_494b633 cbc72b7 6
3 789 | 0x04a5487a96eb30c2 | 430af 69d5a81 2aca65b -- -- 9dS5a81 0a8a65b 0xb840f90b
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0x9e20232_1b8852c_da7850c_69 0x6346d78_498b996 2df1893 143ec9a 4
32 905 | 0x0faa8d210bbc53cc alccf 097118 1bff46c - - 8ea3a7 698c386 0x28dfb66d
0xc0cbd80_ad28630 d9d0al9 42 0x35¢5b26_85f8221 89bcebe ca3cBe8 07
33 909 | 0x0f5512421f78a798 | 2eade bddd575 6d11e44 - - 59551 7f7f36b 0xd332bbd6
Line rekey ignored (line rekey in progress)
0x794a3d2_b913293_dc1755f 03 0x436£362_313a7d9_749699_db94187 ¢
34 913 | 0xOeaa24843ef16f31 94182 e94bdc4 3b60b30 - -- 869310 3leaal3 0Ox14ad3c71
0xe2b3f71_443f61a_93d67b_c72 0x7f867d8_37dccb8_{9ad872 ebba5chb_40
35 917 | 0x0d54490875e2de63 | 66b5 c10857c_08a2e37 - - 6c9e¢0_cb2389a Oxaleeb626
0x158c91b_e318b99_beb3950_32 Oxdd4cbea_e2291a5_0790d34_cd78b17_b
52 985 | 0x09d88114a91d6c86 | 61d4d 1led2fc cddbf33 - - 2ba07c 472207a 0x0b11e356
0Oxeal6628_c0a7e70_6830104_29 0x9ae1079_2563218_0bb4370_b3ec2a2 1
53 989 | 0x03b10229523af90d | 2dab8 472ab7a 94bf148 - - 237195 9312c25 0x335ce895
0x59dfc75 a004a32 88e6ecobe fbl 0xf8cfO5b_ffd5e27 f2clcc7 70c42fa 9cf8
54 993 | 0x07620452ac75f21a | 3a24 e0d0832 527eal3 -- -- 9b7 b10391d Oxe6b9cdca
Oxfad6e6f 5f6fdb3 d540264 dcff 0xe640131_Seccf76_402b806_abl13ed0_4
55 997 | 0x0ec400a550ebc434 | dd2 6c56b8a_20339ee - - b35670 _f6e6475 0Oxc8fdaa38
0x3877c5f 6897f66_20df19d {36 0xc4ca394_c370a68_af00b7_41db7ce 31
56 1001 | 0x0d88014aa9d78868 | 2efd4 1d4b3ac c306a61 - - 9fbf5 8ac799% 0x758db7f6
0x3877c5f 6897f66_20df19d_f36 0x16€9a66_d7d3dd4_e4deb61_55defle 3
57 1005 | 0x0d88014aa9d78868 | 2efd 1d4b3ac c306a61 - - c5e946_c4682¢7 0x8bd0f8ac
0x3877c5f 6897f66_20df19d_f36 0x18fbfSe_2fc6fSe 559b25b_a26b764 2f
58 1009 | 0x0d88014aa9d78868 | 2efd 1d4b3ac c306a61 - - 36fa3 d301a85 0xcbf58ee5
0x3877c5f 6897f66_20df19d_f36 0x7e0ac16_884db5b_0bb4b68 0Oale5f8 6
63 1029 | 0x0d88014aa9d78868 | 2ef4 1d4b3ac c306a61 - - c38195 ff4c09b 0xb1056ft8
0x3877c5f 6897f66_20df19d_f36 0x9eb4b99_b784a43_554b033_5068a0a_3
64 1033 | 0x0d88014aa9d78868 | 2efd4 1d4b3ac c306a61 - - 65272 45e1b03 0xe29bb233
0x3877c5f 6897f66_20df19d_f36 0x3877c5f 6897f66_20df19d_f362ef4 1d
65 1037 | 0x0d88014aa9d78868 | 2ef4 1d4b3ac c306a61 - - 4b3ac_c306a61 0xed8f9447
Line rekey started
Sym
clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OFO0[15:0] BM1[167:0] OF1[31:0]
0x3877c5f 6897f66_20df19d_f36 0x7e0ac16_884db5b_0bb4b68 0Oale5f8 6
-3 - 0x0d88014aa9d78868 | 2ef4 1d4b3ac c306a61 - - c38195 ff4c09b 0xb1056ff8
0x3877c5f 6897f66_20df19d_f36 0x9eb4b99 b784a43 554b033_5068a0a_3
-2 - 0x0d880142a9d78868 | 2ef4 1d4b3ac c306a61 -- -- 652£72 45e1b03 0xe29bb233
0x3877c5f 6897f66_20df19d_f36 0x3877c5f 6897f66_20df19d_f362ef4 1d
-1 -- 0x0d88014aa9d78868 | 2ef4 1d4b3ac c306a61 - - 4b3ac_c306a61 0xed8f9447
0x3877c5f 6897f66_20df19d_f36 0x3877c5f 6897f66_20df19d_f362ef4 1d
0 1040 | 0x0d88014aa9d78868 | 2efd4 1d4b3ac c306a61 - - 4b3ac_c306a61 0xed8f9447
0xee5976d_b4255e6_00a9f64_cb 0xee5976d_b4275e6_00a9f64 cb596c6_1
1 1041 | 0x0b100a955baf10d0 | 596¢6 165b075 aac6b82 - - 65b075 aac6b82 Oxac6ca86f

Page 151 of 212




HDCP Amendment for DisplayPort

Revision 1.1

15 January, 2010

Digital Content Protection LLC

0xdcf5875_52832¢7_c6b95ed_4af 0xdcf5875_70a30c5_c6b95ed_6af3a3l_47
2 1045 | 0x0620152ab75e01a0 | 3a31 4761d31 42d5lac -- -- 61d31 42dS5lac 0x097cba38
0x3a50a7a_cf93a57_d44036c_637 0xd4bed74_76321ec_d44036c_62{8b32 2
3 1049 | 0x0c4022556ebc0341 | c92a 2c8387b 1906d46 - - c8387b 3946d46 0x38e5¢68b
OxfdcScc7_b507124_be32f03_7b3 0x89b5021_93d5992_50ac7bl_adf6adl_3
31 1161 | 0x06c95fc7cbd4caca d7e2 ed85fe6 e096f6f - - 03116d a26b698 0x0c32ffa3
0xc804851_43465fa_79550d0_ae 0xd4e7f92_5925086_19e3242_e4cb6b6 _1
32 1165 | 0x0d92bf8f97a9b5d4 | 63875 3cef24d 0449077 - - 61696 becbdad 0x3d5ca893
0x86182cc_e8la4a7_e001066_T7e 0xa40e296_6736de2_ce6f048_8320090_0
33 1169 | 0x0b2577112f534ba8 | 05787 fefO1ff fd56f44 - - 918877 ac4839b 0xb2d49ebf
Line rekey discarded, frame key calc started
Sym
clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0OxfdcSce7_b507124 be32f03_7b3 0x89b5021_93d5992 50ac7bl_adf6adl 3
-3 - - d7e2_ed85fe6_e096f6f - - 03116d_a26b698 0x0c32ffa3
0xc804851_43465fa_79550d0_ae 0xd4e792_5925086_19e3242_e4cb6b6_1
-2 - - 63875 3cef24d 0449077 - - 61696 becodad 0x3d5ca893
0x86182cc_e8la4a7_e001066_7e 0xa40e296_6736de2_ce6f048_8320090_0
-1 - - 05787 fefO1ff fd56f44 - - 918877 ac4839b 0xb2d49ebf
0x86182cc_e8la4a7_e001066_T7e 0xa40e296_6736de2_ce6f048_8320090_0
0 1170 - 05787 fefO1ff fd56f44 - - 918877 ac4839b 0xb2d49ebf
0xc040e35_54294b7_0000000_7a 0x6a27a80_79a39b3_a6lea62_7d71689 8
1 1171 - 3b0f9 42bldbd 000006a - - 3bd599 d357fa6 0x8a74734e
0x6666a4e_47b5444 93d46aa_e4 0xfe39743_4a35128 1b32a92_9b496ba_7
2 1175 -- f374f 3cd0333 212d6ab - - 394c08 7ca393c 0x027787b2
0x1232d67_ef6a7a5_6055678_dS 0x8e9c0fa_71756da_8a609cd_e818b0c_b3
3 1179 - 09b9f 427d387 e30af77 - - 3990f d316390 0xa8067c60
0x811566¢_dal4697_66{89db_84 0x0401baf 6698ed7_9e69ef2_8d1ab25 f2
4 1183 - 306fe 411d172 9e3620 - - ecea2 a7l4dée 0xc0a584a5
0xf7027a4 dc24164 29716cf fOc 0Oxebbc23c Sca8af6_b67bell 2c4afl0 e4
5 1187 - d06e 9fad21f 41cbe85 3694 _661bc55 0xebf55¢01

Table B-34. Cipher State in SST

Mode for 1-lane, Inter-B
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encrypted
Sym clk stream cipher stream
-3 Oxlc 0x6559c03e Oxlc
-2 0x3c 0x6559c03e 0x3c
-1 0x3c 0x6559c03e 0x3c
0 Oxlc 0x6559c03e Oxlc
1 0x39 0xb79ee5fe 0xc7
2 0x00 0xb79eeSfe 0xe5
3 0x00 0xb79ee5fe 0x9e
4 0x39 0xb79eeSfe 0x8e
5 0x00 0x289af919 0x19
6 0x00 0x289af919 0xf9
7 0x39 0x289af919 Oxa3
8 0x00 0x289af919 0x28
9 0x00 0xd25b5d6c 0x6¢
10 0x39 0xd25b5d6c 0x64
11 0x00 0xd25b5d6c 0x5b
12 0x00 0xd25b5d6¢c 0xd2
13 0x00 Oxed55dcde Oxde
125 0x00 0x2f4436cb 0xcb
126 0x00 0x2f4436¢cb 0x36
127 0xbc 0x2f4436¢cb 0xbc
128 0x3c 0x2f4436¢cb 0x3c
129 0x3c 0x7847ef0d 0x3c
130 0Oxbc 0x7847ef0d Oxbc
131 0x39 0x7847ef0d 0x7e
132 0x00 0x7847ef0d 0x78
133 0x00 0xf96f47cd Oxcd
134 0x39 0x96f47cd 0x7e
135 0x00 0xf96f47cd 0x6f
136 0x00 0xf96f47cd 0xf9
137 0x39 0x30f12a24 Ox1d
138 0x00 0x30f12a24 0x2a
139 0x00 0x30f12a24 0xfl
140 0x39 0x30f12a24 0x09
141 0x00 0xd47a2546 0x46
177 0x00 0x10f21d66 0x66
178 0x00 0x10f21d66 0x1d
179 0x00 0x10f21d66 0xf2
180 0x00 0x10f21d66 0x10
181 0x00 0x37affe86 0x86
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182 0x00 0x37affe86 Oxfe
183 0x00 0x37affe86 Oxaf
184 0x00 0x37atfe86 0x37
185 0x00 0x49152bc4 Oxc4
186 0x00 0x49152bc4 0x2b
187 0x00 0x49152bc4 0x15
188 0x00 0x49152bc4 0x49
189 0x00 0x1f068148 0x48
190 0x00 0x1f068148 0x81
191 0x00 0x1f068148 0x06
192 0x00 0x 1068148 Ox1f
193 0x00 0xb79cb954 0x54
194 0x00 0xb79cb954 0xb9
195 0x00 0xb79cb954 0x9c
196 0x00 0xb79cb954 0xb7
197 0x00 0xfe492f2a 0x2a
198 0x00 Oxfe492f2a 0x2f
199 0x00 0xfe492f2a 0x49
200 0x00 0xfe492f2a Oxfe
201 0x00 0x53331el8 0x18
202 0x00 0x53331el8 Oxle
203 0x00 0x53331el8 0x33
204 0x00 0x53331el8 0x53
205 0x00 0x5c0e4039 0x39
206 0x00 0x5c0e4039 0x40
207 0x00 0x5c0e4039 0x0e
208 0x00 0x5c0e4039 0x5¢c
209 0x00 0x4a040224 0x24
210 0x00 0x4a040224 0x02
211 0x00 0x4a040224 0x04
212 0x00 0x4a040224 Ox4a
213 0x00 0xd49657b0 0xb0
253 0x00 0xc5f3500b 0x0b
254 0x00 0xc5f3500b 0x50
255 0x00 0xc5f3500b 0xf3
256 0x00 0xc5f3500b 0xc5
257 0Oxbc 0xf254{fb6 0Oxbc
258 0x3c 0xf2541£fb6 0x3c
259 0x3c 0xf254{fb6 0x3c
260 0Oxbc 0xf254{fb6 Oxbc
261 0x39 0x14b8b17b 0x42
262 0x00 0x14b8b17b 0xbl
263 0x00 0x14b8b17b 0xb8
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264 0x39 0x14b8b17b 0x2d
265 0x00 0x36693806 0x06
266 0x00 0x36693806 0x38
267 0x39 0x36693806 0x50
268 0x00 0x36693806 0x36
269 0x00 0x377c62a2 Oxa2
381 0x00 0x158ec50e 0x0e
382 0x00 0x158ec50e 0xc5
383 0x00 0x158ec50e 0x8e
384 0x00 0x158ec50e 0x15
385 0x00 0x64408b2c 0x2c
386 0x00 0x64408b2c 0x8b
387 0Oxbc 0x64408b2c 0Oxbc
388 0x3c 0x64408b2c 0x3c
389 0x3c 0x03b468b1 0x3c
390 0Oxbc 0x03b468b1 0Oxbc
391 0x39 0x03b468b1 0x8d
392 0x00 0x03b468b1 0x03
393 0x00 0x9328a53d 0x3d
394 0x39 0x9328a53d 0x9c
395 0x00 0x9328a53d 0x28
396 0x00 0x9328a53d 0x93
397 0x39 0xb5e38b64 0x5d
398 0x00 0xb5e38b64 0x8b
399 0x00 0xb5e38b64 0Oxe3
400 0x39 0xb5e38b64 0x8c
401 0x00 0x96fc2396 0x96
402 0x00 0x96fc2396 0x23
403 0x00 0x96fc2396 Oxfc

404 0x00 0x96fc2396 0x96
405 0x00 0xbc51d239 0x39
406 0x00 0xbc51d239 0xd2
407 0x00 0xbc51d239 0x51
408 0x00 0xbc51d239 0Oxbc
409 0x00 0x8908e8ac Oxac
410 0x00 0x8908e8ac 0xe8
411 0x00 0x8908e8ac 0x08
412 0x00 0x8908e8ac 0x89
413 0x00 0x1d74baa3 Oxa3
414 0x00 0x1d74baa3 Oxba
415 0x00 0x1d74baa3 0x74
416 0x00 0x1d74baa3 Ox1d
417 0x00 0xd8835587 0x87
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418 0x00 0xd8835587 0x55
419 0x00 0xd8835587 0x83
420 0x00 0xd8835587 0xd8
421 0x00 0xaf70715f 0x5f
422 0x00 0xaf70715f 0x71
423 0x00 0xaf70715f 0x70
424 0x00 0xaf70715f Oxaf
425 0x00 0xc861665f 0x5f
426 0x00 0xc861665f 0x66
427 0x00 0xc861665f 0x61
428 0x00 0xc861665f 0xc8
429 0x00 0x2bbcf09a 0x9a
430 0x00 0x2bbcf09a 0xf0
431 0x00 0x2bbcf09a 0Oxbc
432 0x00 0x2bbcf09a 0x2b
433 0x00 0xd4bd6£59 0x59
505 0x00 0xc07ece76 0x76
506 0x00 0xc07ece76 Oxce
507 0x00 0xc07ece76 0x7e
508 0x00 0xc07ece76 0xc0
509 0x00 0xedf08afY 0xf9
510 0x00 0xedf08af9 0x8a
511 0x00 0xedf08af9 0x10
512 0x00 0xedf08af9 Oxed
513 0x00 0xb86284bb 0xbb
514 0x00 0xb86284bb 0x84
515 0x00 0xb86284bb 0x62
516 0x00 0xb86284bb 0xb8
517 0Oxbc 0xb87439a6 0Oxbc
518 0x3c 0xb87439a6 0x3c
519 0x3c 0xb87439a6 0x3c
520 0Oxbc 0xb87439a6 0Oxbc
521 0x39 0xf701fled 0xd4
522 0x00 0xf701fled 0xfl
523 0x00 0xf701fled 0x01
524 0x39 0xf701fled Oxce
525 0x00 0x523d121c Oxlc

Table B-35. 1-lane Encrypted Output in SST mode for Inter-BS Spacing = 130
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Test Vectors for 1-Lane Main Link Configuration in SST Mode (Inter-BS
spacing = 131, CPSR Interval = 9)

Authentication
Table B-3 and Table B-4 provide the LFSR and Block module states during the first part of authentication.

Initial Bootstrapping
Table B-25 provides test vectors during the initial bootstrapping operation.

After start of encryption
Table B-36 provides test vectors generated after the start of encryption (beginning with the first CPSR symbol set
that triggers encryption). Table B-37 provides encrypted cipher outputs.

Frame key calc started
Sym
clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OFO0[15:0] BM1[167:0] OF1[31:0]
0xd20317a_3725bc8 256af
0xd20317a_3725bc8 256af5e Se_6b9cc06 7d7aal8 8790
-3 -- -- 6b9cc06 7d7aal8 879092 -- -- 92 0x6559c03e
0xd20317a_3725bc8 256af
0xd20317a_3725bc8 256af5e Se_6b9cc06_7d7aal8 8790
-2 -- -- 6b9cc06 7d7aal8 879092 -- - 92 0x6559c03e
0xd20317a_3725bc8 256af
0xd20317a_3725bc8 256af5e Se_6b9cc06 7d7aal8 8790
-1 - - 6b9cc06 7d7aal8 879092 - - 92 0x6559c03e
0xd20317a_3725bc8 256af
0xd20317a_3725bc8 256af5e Se_6b9cc06_7d7aal8 8790
0 0 -- 6b9cc06 7d7aal8 879092 -- - 92 0x6559c03e
0x9b48c65_3f7de8S5_4cfbo3
0xc040e35_54294b7 0000000 7 50d9¢10 5d7fbdc 6a039
1 1 -  £523e56 bf44e50 000001d — — 08 0xb79ee5fe
0x94ede66 8141634 5900
0x6666a4e_47b5444 93d46aa_ dl_5f7a0f0_f291dcb_5alce
2 5 -- ala9cb4 a206aaa cacfa30 -- -- 6e 0x289af919
0x1f69314 9a31990 c4b92
0x1232d67_ef6a7a5 6055678 db 31a6525 6ab1304 928c
3 9 -- 533e54c_e4b418a 91tbcbb -- -- 3d8 0xd25b5d6e
0x7f0a70c_d1bda54 34c992
0x811566¢_dal4697 66f89db 9 7df4b37 d8d588c 855d1
4 13 -- d9ce46b c89¢263 9e3097¢ -- -- 11 Oxed55dcde
0x2221028 0c49069 b9a60
0x58f7c56_8ff3888 97ebddc 4c d5025c1 052df5f 59112
32 125 - 25c4ala 310ffac 84d8e08 - - d6 0x2f4436¢b
0x3596433_ 4643480 _8853c
0x315¢455_d59f35b_40693cd 0f 95d957d e351de7 9412
33 129 -- 5dbf7bd 2df8f08 22cacad -- - e3e 0x7847ef0d
Line rekey ignored (frame key calc in progress)
0x080bd0f 043ff91 b512030 0x6267937 99593b7 3013264
34 133 -- bbfa516 f3753d8 957c88c -- - 3a0aadd b46ead5 199035 0xf96f47cd
0x65b6244 8461884 2bffcba Oxdc51ed3 daadefl Sdafba7 4
35 137 -- a8f7581 264cecb 2ccalf2 -- -- ¢a8052 6f0f06e 712dc22 0x30f12a24
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0x259b412_3a73ddc_ddfObeS5_ 0x4b2ad3d_Oaed7f5_9a40045_

36 141 - 8794752 £7203fa f4acf98 -- - f0dcObd 12077f3 dc5bdc2 0xd47a2546
0x57dd199_d4{7e9b_b85862b_ 0x2789d57_f53ee8a_3cfeaf5S 8

46 181 - Scc55f4 2bSefea 856111F - - 17480c_c30af76 _2f49767 0x37affe86
0xc9472f7_c4371c6_667db05_ 0xfa07250_£725212_9bc279d

47 185 - 9¢19673 1fcfb80 9e1665f - - 76fe6la el521fc H331b7 0x49152bc4
Ox2aeaf01 beefd43 eOcd9a0 d Oxcaf5121_1129806_3836¢e0a

48 189 - 83548d _480c50a S5d4edOe -- - 9051c5e 34551ae 7f7b35a 0x1f068148
0x5cfb3bd_bb2e5ca 6£52793 0x62¢765a_09101ee_f92cabl_

49 193 - 8bb82fe ea7c298 d9a59fa -- - 4cfd7ca f8ad063 197804 0xb79cb954
0x8bb82fe_ea7c298_d9as9fa f 0x960d99e_e9b8b0f 782d158

50 197 | 0x0f53e0a6257702fe | 523e56 bf44e50 000001d - - 645c7a9 312615f ca46465 0xfe492f2a
0xb486149_ccabe3d_0355dff 0xb72431d_495294_abal3a4_

51 201 | Ox0Oea7c94c42ee05fd 2262329 a206aaa cacfa30 -- -- claSedc d8ea59b 2cbcad0 0x53331e18
0x120ec20_a1030d1_4c72806_ 0xe94a5e8_bad382a b516ee3

52 205 | 0x0d4929885dcObfb | a00fb45 e4bd18a 75af954 -- - 2aeal2a 04f35¢9 6a44723 0x5c0e4039
Oxalac713_e2d283a 482c2bb_ Oxbdc2425_78138b1_fae8859

65 257 | 0x02281877125640a2 | d437443 bd8efd5 076c262 -- - 7b0d9b3 9007256 f02725b 0xf254{fb6
0x3e289¢0_1b214d0_e90ac42 Ox6ad3eed 829428 1f151a0

66 261 | 0x045030ee2cac8144 | 1504b3f 58bc895 c98fa75 -- - fefclc7 231ele6 Oe7b8ba 0x14b8b17b

Line rekey ignored (frame key calc in progress)

0x0e8407c_bb5df9d 578e9dd_ 0xbcf19db_fd7dda6_60704fe

67 265 | 0x08a061dc59590289 | 6elb212 7e16013 78ef703 -- - 0a9e816_1645fbc_7b03898 0x36693806
0x7d0a4b8_3eda746_1d77d70 0x6ffb9d8_4b94cct 9e88e4l 6

68 269 | 0x0140c3b8b2b22512 | 029378 0031fd6_6dabSe6 -- - fd5114 b45199¢ 2be2560 0x377c62a2
0x16477db_148dbef 208e96f 0x0466847_2bf5700_cfodfco

69 273 | 0x02818f7165646a25 | 3b2aeca 7a8ble0 2df93al - - 79a99b7 e39c678 6e62432 0x1dae33a6
0x11bdfc4 344509 dc60452_ 0xd3b12c9 844aafa 898747c

97 385 | 0x0485492757clcce5 | 8edd2a4 e4559ab 8b6d4fe -- -- bbbb6eSe 2227eca 65628b 0x64408b2c
0x7b231ab_9dlallb_affoble 0x340a433_93e7bdf 71416c2_

98 389 | 0x090a924ea783998b | 47d273f c29f20f 819565 -- - 002b998 4c9ad89 96f283c 0x03b468b1
0x42b915a_4075db8_54cbde6d Ox4ece638_a7d51a9_ 79886 _

99 393 | 0x0215249d4f073316 | 2fff97e 9882703 clac336 -- - f70ae3d_7bb4fdb 35f33c7 0x9328a53d

Line rekey ignored (frame key calc in progress)

0x0960b32_d33d3ea_415beS5f 0x0eea7d6_bdf8fd6_29fff0a_a

100 397 | 0x042a493a960e662d | 662358 ea77b3e bael860 -- -- 341b36 7b88cea 18ceb50 0xb5e38b64
0x283bb5d_356dcld_5ef8302 0x06afobe_8574776_6244dcl

101 401 | 0x08549a75241cec5b | 740b636 1e2bbbl 77a9024 -- - 1c04bf2 7dala03 €962e82 0x96£c2396
0xd1bdb61 18b2c89 06d55fe 0x8000eaf 8f340tb_57fba%a e

102 405 | 0x002934ea4839f8b6 | 85d7861 4a2d2c4 3f0f76a -- 0x6a42 ce383b_Sddccf2 e2ff34b 0xbc51d239

103 409 | 0x015269d49873d16¢ -- 0xbldb 0x8908e8ac
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0Oxabddb90_19d2b4a_7540b7a 0x394e745_ec99143_e3f8f19
- 458c215 014c756 aca7735 375ec6c 39c7cef ba78801
0x924¢b87_b7a728b_81829c6_ 0x398cfb0_51408ef 9500162
104 413 | 0x02a4d3a938e782d8 | 35dd971 63da5b0 486ff01 0x97 0xd7a3 2935d4f 835f420 da99144 0x1d74baa3
0x711d28b_ffa6fca 923e67b_1 0xde9d7cl_83df898 1e55332_
105 417 | 0x0549at5279cf05b1 5707a7 42a4bb2 2deda6bd 0xbb 0xb019 ddc9add a82acb2 2885c03 0xd8835587
0Oxeff1213_e232b20_0064b82_ 0xd887{8b_5d37e0d_fedd145
106 421 | 0x0a935ea4f39e2b63 ae1968a 4a3cba4 40cb306 0x62 0x84bb 6a55c77 9369bfb 5028d20 0xaf70715f
Oxeff1213 €232b20_0064b82_ 0xb77t694_6fed836_ec5fbda_b
107 425 | 0x0a935ea4f39e2b63 ac1968a 4a3cbad 40cb306 0x62 0x84bb efa034 2¢5d690 ae478e9 0xc861665f
Oxeff1213_€232b20_0064b82_ Oxa67d45¢_0b30f7d_2bb93be
108 429 | 0x0a935ea4f39¢2b63 | ac1968a 4a3cba4 40cb306 0x62 0x84bb e09b5f5 22ca847 b849198 0x2bbcf09a
0Oxeff1213_e232b20_0064b82_ 0x6886c93_2065¢45_ 7731684
127 505 | 0x0a935eadf39¢2b63 ae1968a 4a3cbad 40cb306 0x62 0x84bb 822378 df3ef7a cae90a7 0xc07ece76
Oxeff1213_e232b20_0064b82_ 0x9359a39_d450a12_51ceSbe
128 509 | 0x0a935ea4f39e2b63 ae1968a 4a3cbad 40cb306 0x62 0x84bb d3062b6 2c9cca3 c74edcd Oxedf08afd
Oxeff1213_€232b20_0064b82_ 0xeff1213 €232b20_0064b82_
129 513 | 0x0a935ea4f39e2b63 ac1968a 4a3cbad 40cb306 0x62 0x84bb ac1968a 4a3cbad 40cb306 0xb86284bb
0xddd552f 3d3bac2 {b230d5_ 0xddd552f 3d3bac2_{b230d5
130 517 | 0x0526b549¢73c76c7 | 83a2d78 Saldadl 8fed1d6 0x74 0x3926 83a2d78 Salda41 8fed1d6 0xb87439a6
0xc258963 5d097d0_eS0aa7c 0xc258963 5d097d0_eS0aa7c
131 521 | 0x0a4d6293ce78ed8e | fc50f00 a2a747b a45b784 0x01 Oxfled fc50f00 a2a747b a45b784 0xf701fled
Line rekey started
Sym
clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OFO0[15:0] BM1[167:0] OF1[31:0]
Oxeff1213_e232b20_0064b82_ Oxeff1213_¢232b20_0064b82_
-3 -- 0x0a935ea4f39e2b63 ac1968a 4a3cbad 40cb306 -- -- ae1968a 4a3cbad 40cb306 0xb86284bb
0xddd552f 3d3bac2 {b230d5_ 0xddd552f 3d3bac2_fb230d5_
-2 - 0x0526b549¢73c76¢7 | 83a2d78 5alda4l 8fedld6 -- - 83a2d78 Salda4l 8fedld6 0xb87439a6
0xc258963_5d097d0_eS50aa7c 0xc258963_5d097d0_e50aa7c
-1 - 0x0a4d6293ce78ed8e | fc50f00 a2a747b_a45b784 -- - fc50f00 a2a747b a45b784 0xf701fled
0xc258963_5d097d0_eS50aa7c 0xc258963_5d097d0_e50aa7c
0 524 | 0x0a4d6293ce78ed8e | fc50f00 a2a747b a45b784 -- - fc50f00 a2a747b_a45b784 0xf701fled
0xb06e6b7_c8209e8_82982f7_ 0xb06e6b7_c8209e8_82982f7
1 525 | 0x049ac5279cflfblc 4bclal3 8a3f797 9f0446e -- - 4bclal3 8a3f797 9f0446e 0x523d121c
Oxefd27df 0e46509_e0Ob63da Oxefd27df 0e46509_eOb63da_
2 529 | 0x09358a4f31e3d639 | cb3dc05 af53ae8 4436¢20 -- - cb3dc05 af53ae8 443620 0xf96f47ae
0xc479a9¢_8c09955_e4b84bc_ 0xc479a9¢_8c0b955_e4b84be_
3 533 | 0x026blc9e63c7ac73 | f4d23b6 286c3cc tbefcbb -- -- f4d23b6 286c3cc tbefcbb 0xba695cSb
0x4a342ae 82a9a69 1f8a0d6 0x126d6al c8267al d20ba63
32 649 | 0x043ffb6e40477160 | 7852eba_50bcd92 fOcalob -- - 1d62a80 4849d54 c22adc6 0xcafb3096
OxacdObda_d7d29d8 a2daSac 0x090c831 428d360 ae27819
33 653 | 0x087ff6dc808ee2cO 535a6be_7b87b62 3dc28c5 -- - Tcdfcea 286695 £5113b9 0xc50ff5¢5

Line rekey ignored (line rekey in progress)
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0xfe540b1_c0aa0d3_dc2cc45 0xd90e59¢_19f3d1b_6480004

34 657 | 0x00ffedb9091de580 c9ace54 b5a739%e 9384394 -- -- 14d76a9 ba528a2 170c303 0xce6d0db0
0x591fc74_00754¢e2_bfad739 0x7f99cd9_7bcd777_4£5593a

35 661 | 0x01ffd3721a3beb00 | d848399 afdObfb 726948b -- - 643b662 d78d88d 1dd73e0 0x704bd830
0x43b5667_02d61d2_f5812e5 0x4b13e¢98_07bda78 c94b39a

36 665 | 0x03ffa6e43c77d601 4e9c794 3d4cdb0 9530772 -- -- f0laddb 0943b5d 1f7d73a 0x81196994
0x014c513_116118b_41c9b49 0x88eca24 fa0719b_0e475ea_f

51 725 | 0x02694c70f74dddal | a64a8b3 0ad9135 6c6337b -- - d01238 77fac9c 2a2fe35 0x241e4836
0x5f74778_Tbae847_3858c2e 0x276fafa_fb8c5a8 95210b1_8

52 729 | 0x04d290eleedbbb43 | 6d9a242 bc9a02f e4fdfB7 -- - d295f2 09e27¢6 b737720 0x673be722
0x41c3db8_7e60b5d_ade6c26 0xde83510_f93dd7e_8f09cca_f

53 733 | 0x092529¢3d5375686 | 0335bbl 0313ffb ce6d556 -- -- d7e979 439879a 5870c89 0x0e661a04
0xda39225_0d2f8e6_487e46d_ 0x9fd4127_873ecab_d443857

54 737 | 0x034a5387aa6eadOc 14adaff c23321e 7e5a780 - - d7bc533 04fa8ab adeee09 Oxe8b7eale
Oxbobee9e b0ef775 f7d10ad_ 0xd5858aa_e4354ca_b52fefd c

55 741 | 0x0694af0f54dd7al8 | Sdce396 89b2597 acefea - - 3e62de 3960edS _cbcbaas Oxac7e0ebc
0x0beb3a9 cb636¢5 ce7a6d6 0xed3734d_00d67¢7 eb76874

56 745 | 0x0d29561ealbad430 | 3ab9bdb c93d31b c325019 -- - _e2d404c_09ed965 dc23211 0x233bf0c3
0x0beb3a9 cb636¢5_ce7a6d6 Oxel7cdec_bc66357_8450c0e

57 749 | 0x0d29561calbad430 | 3ab9bdb c93d31b ¢325019 -- - 5£72374 878db0c 6bl3dle 0x16208c84
0x0beb3a9 cb636¢5_ce7a6d6 0x55182ed_d8e05f7 37f417a

58 753 | 0x0d29561ealbad430 | 3ab9bdb c93d31b c325019 -- -- 14ed44b 585f76b 94900de 0x2acbe06b
0x0beb3a9 cb636¢5 ce7a6d6 0x9f12b63_096eeec 28e9b90

63 773 | 0x0d29561ealbad430 | 3ab9bdb c93d31b ¢325019 -- - a572681 09e03f4 85a8ee3 0x681b908d
0x0beb3a9 cb636¢5 ce7a6d6 0xfb4bddb 29ecd93 fee8c9d

64 777 | 0x0d29561ealbad430 | 3ab9bdb c93d31b ¢325019 -- - 9cef79d_167d4b2 7c33{78 0x3792bbc6
0x0beb3a9 cb636¢5_ce7a6d6 0x0beb3a9 cb636¢5 ce7a6d6

65 781 | 0x0d29561calbad430 | 3ab9bdb c93d31b ¢325019 -- - 3ab9bdb c93d31b ¢325019 0x0b653310
0Ox6a3ad12_9854416_6c93fda Ox6a3ad12_9854416_6c93fda

66 785 | 0x0a52a43d4b758861 | el4a23d fbcd4d3f cceecdf -- -- el4a23d fbc4d3f cceecdf 0xc6347414

Line rekey started
Sym

clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0x0beb3a9 _cb636¢5_ce7a6d6 0xfb4bddb_29ecd93_fee8c9d

-3 -- 0x0d29561ealbad430 | 3ab9bdb c93d31b 325019 -- -- 9cef79d 167d4b2 7c33f78 0x3792bbc6
0x0beb3a9 cb636¢5 ce7a6d6 0x0beb3a9 cb636¢5 ce7a6d6

-2 - 0x0d29561ealbad430 | 3ab9bdb c93d31b ¢325019 -- - 3ab9bdb c93d31b ¢325019 0x0b653310
Ox6a3adl2 9854416 _6c93fda Ox6a3ad12 9854416 6c93fda

-1 - 0x0a52a43d4b758861 | el4a23d fbedd3f cceecdf - -- el4a23d fbedd3f cceecdf 0xc63474f4
0Ox6a3ad12_9854416_6c93fda Ox6a3ad12_9854416_6c93fda

0 786 | 0x0a52a43d4b758861 | el4a23d fbedd3f cceecdf - -- el4a23d fbedd3f cceecdf 0xc63474f4
0x6a9b47c_10a322e_494b633_ 0x6a9b47c_10al122e 494b633

1 789 | 0x04a5487a96eb30c2 | ea430af 69d5a81 2aca65b -- -- ea430af 69d5a81 2aca65b 0x9832¢3f5
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0x697465f 2138d24_6420e6d 0x697465f 031af06_6420e6d_
2 793 | 0x094a98f52dd66185 | dc45678 b3f26bd aclSebd -- -- fc45678 b3f26bd aclSebd Oxedac5ec3

Oxa7aa4f2_ab024a6_1526ded 0xe302e64 32b8cel ¢3235dS

32 913 | 0x0Oeaa24843ef16f31 bd54215 b7616e3 f6b9ac -- - d7e3d88 62b6ba0 596e2e7 0x7fc7073d
0x743b6b3_47964b3_aeldca7_ 0x6c7478d_7db25¢0_9090e3b

33 917 | 0x0d54490875¢2de63 | be3fbb3 75aa0de e57713d -- - c771065 0e48dc5 76362fc 0xb0623f59

Line rekey ignored (line rekey in progress)

Oxeb2c3b9_13e277a 67aba2b_ 0x1026dae_539147f d4370ae

34 921 | 0x0aa89alOe3cSbcco | 11b6e45 1067bcd d84489c -- - 301ftb6_c109d01 155524 0x9979fe29
0xc72febl_8e34f2c_afY6fob e 0x094395¢ de6afl0_6feefl6 5

35 925 | 0x05513421c78b598c | 0d7889 e3al68f a0c4b77 -- - a53cld 95183c3 574ee5f 0x19764485
0xf812b8c_1e9b06f 6b8d523_ 0xf103087_0ca8df6_9ff9562 0

36 929 | 0x0aa2604387169318 | 2a37cf3 8953118 c8047ae -- - 88d55d_9dc44ff 5987962 0x240ebacf
0x951alc5_af748e5 6762204 0xbb0821e_652203c_c692f7a

52 993 | 0x07620452ac75f21a | 2739cla d7ca7fb 7ffebb2 -- -- be966cc cOd3aeb e5fb8c3 0x256d3a25
0x7dbb091_b0fe23f b678529 0x7e06bc3_deffce3 al22963

53 997 | 0x0ec400a550ebc434 | 65a5868 35ccece 0ccbfHo - - 9c8046¢_a0f5407 95d2175 0x40160ab9
0xba70910_a993630_7a0bb4b 0xed60095_28f7296_5e3de79

54 1001 | 0x0d88014aa9d78868 929c3fa_d4032ea_3730bcS -- - 258d6e5 9808185 1f17b14 0xe58099af
0Ox2ead2b5_3199407_9908a29 0x3e64190_abd2d40_{t33171_

55 1005 | 0x0b100a955baf10d0 | b00f65c 9bc7820 1d7be03 - - 2088ele 054137c 09cd3f8 0x9e1df619
0xf8fcf70_76e6257_f2af903_6 0xa57486d_59d17c¢9_b6020be

56 1009 | 0x0620152ab75e01a0 | 2e652e 6c669c8 bb8b2c3 -- - ~95b5c4a 163fe40 Oaedb70 0x5¢c23cbee
0xf8fcf70_76e6257_f2af903_6 0x10c6a0f 37fc336_65d0558

57 1013 | 0x0620152ab75e01a0 | 2e652e 6c669c8 bb8b2c3 -- -- 8626794 5dd9ca5 7ae8a9d 0x68207f9
0xf8fcf70_76e6257 f2af903_6 0x1be27ff 340bb29_413a310_

58 1017 | 0x0620152ab75e01a0 | 2e652e 6c669c8 bb8b2c3 -- -- 2f0de95 9258438 9cele2b 0x06e1abf6
0xf8fcf70 76e6257 f2af903 6 0x5cca5a8 2556f38 721cd54

63 1037 | 0x0620152ab75e01a0 | 2e652e 6c669c8 bb8b2c3 -- - ed0a7be b322447 d4b665¢ 0x94f602fc
0xf8fcf70_76e6257_f2af903_6 0xf76f879_1fbb56b_25891d_e

64 1041 | 0x0620152ab75e01a0 | 2e652e 6c669c8 bb8b2c3 -- - 102fc0 _cd59d02 20a20cl 0xf4dfb4a0
0xf8fcf70_76e6257_f2af903_6 0xf8fcf70_76e6257 f2af903_6

65 1045 | 0x0620152ab75e01a0 | 2e652e 6c669c8 bb8b2c3 -- -- 2e652e 6c669c8 bb8b2c3 0x29ed1tbe

Line rekey started
Sym

clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0xt8fcf70_76e6257_f2at903_6 OxScca5a8 2556138 721cd54

-3 - 0x0620152ab75e01a0 | 2e652e 6c669c8 bb8b2c3 -- - ed0a7be b322447 d4b665c 0x94f602fc
0xf8fcf70_76e6257_f2af903_6 0xf76f879_1fbb56b_25891d_e

-2 - 0x0620152ab75e01a0 | 2e652e 6c669c8 bb8b2c3 -- - 102fc0_cd59d02 20a20cl 0xf4dfb4a0
0xf8fcf70_76e6257_f2af903_6 0xf8fcf70_76e6257_f2af903_6

-1 - 0x0620152ab75e01a0 | 2e¢652e 6c669c8 bb8b2c3 -- - 2e652e_6c669c8 bb8b2c3 0x29ed1fbe
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0xf8fcf70_76e6257 £2af903_6

0 1048 | 0x0620152ab75e01a0 | 2e652e 6c669c8 bb8b2c3 -- -- 2e652e 6c669c8 bb8b2c3 0x29ed1tbe
0x6ec489f 457b2b0_8cal9cf 0x6ec489f 45792b0_8cal9cf
1 1049 | 0x0c4022556ebc0341 | 094belf abecdaf 6392c72 -- -- 094belf abecdat 6392c72 0xdb0dcbb4
0x1570e26_fd97d4e_dab6e21 0x1570e26_dfb5f6c_dab6c21
2 1053 | 0x08804caadd780683 | 60ee032 lec213f 83a1901 -- - 40ee032_lec213f 83a1901 0xe292{2e8
0x496a8cb_58c35bb_4ab021c 0xa7846¢c5_c342¢22 4ab021c
3 1057 | 0x01009955baf02d07 | 8bfac8a cbffe7c 73d27f5 - - aa7ec92 cbffe7c 53927f5 0x224652cf
0xa52286b_3054187_31a82e6 0x811db73_a2b5101_0d9534e
32 1173 | 0x064aee3e56a6b751 | e0e7c66 2d487f1 2660968 -- -- - 976eb27 d6359b0 17b2ab9 0xd6cbi92e
Oxcfocf56_9ccacl8 ca94c9c 1 0x600d794 eaefdb6 2109242
33 1177 | 0x0c95d47ca54d6ea2 | 0lc2a2 e80365¢ 97324c9 -- -- 2f572ec_b5dbal6 7a872d9 0x£34£7270
Line rekey discarded, frame key calc started
Sym
clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0xcb389f7 a24e0f5 eb23921 0xf3dc76¢c 3a76ad4b e271ebf
-3 - - 7e44al4 S53aabbc leac782 - - 98ad64a_e44febd cadeBac 0xb554bcc8
0xa52286b_3054187_31a82e6 0x811db73_a2b5101_0d9534e
-2 - - _e0e7c66 2d487f1 2660968 -- - - 976eb27 d6359b0 17b2ab9 0xd6cbf92e
0Oxcf6cf56_9ccacl8 ca%4cic 1 0x600d794 _eaefdb6 2109242
-1 - - 01c2a2 e80365¢ 97324c9 -- - 2f572ec_b5dbal6 7a872d9 0xf34£7270
Oxcfocf56_9ccacl8 ca94c9c 1 0x600d794 eaefdb6 2109242
0 1179 -- 01c2a2 e80365¢ 97324cH -- -- 2f572ec_b5dbal6 7a872d9 0x£34£7270
0xc040e35_54294b7_0000000 0x028caf0_8778f88_b616f0a
1 1180 - _7a3b0f9 42b1dbd_000006a -- - 09e755b_b2838fe_e410d5d 0x404f661b
0x6666a4e_47b5444 93d46aa_ Oxcc05aba_a660bd4_2e010e0
2 1184 -- e4f374f 3cd0333 212d6ab - - 8410 _0b7603a_c894453 0xf8b70a3c
0x1232d67_ef6a7a5_6055678_ Oxaf62cda_ 4928645 fbb5620
3 1188 - d509b9f 427d387 e30af77 -- - 9cc01dd b989bfl 7alad6a 0x51de8dfe
0x811566¢_dal4697_66£89db_ 0x1eb5935_9814a53_b06003d
4 1192 - 84306fe 411d172 19e3620 -- - ~dd01355_680b268 1db2636 0xe679bb16
0xf7027a4_dc24164_29716cf 0x32ae238 2alfaa2 f48728f 9
5 1196 f0cd06e 9fad21f 41cbe85 - 74c785 020e18¢ 46e182b 0xbdbd6c65

Table B-36. Cipher

State in SST mode for 1-lane,
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clk stream cipher enc stream
-3 Oxlc 0x6559c03e Oxlc
-2 0x3c 0x6559c03e 0x3c
-1 0x3c 0x6559c03e 0x3c
0 Oxlc 0x6559c03e Oxlc
1 0x39 0xb79eeSfe 0xc7
2 0x00 0xb79ee5fe 0xe5
3 0x00 0xb79eeSfe 0x%e
4 0x39 0xb79ee5fe 0x8e
5 0x00 0x2892af919 0x19
6 0x00 0x289af919 0xf9
7 0x39 0x289af919 0Oxa3
8 0x00 0x289af919 0x28
9 0x00 0xd25b5d6c 0x6¢
10 0x39 0xd25b5d6¢ 0x64
11 0x00 0xd25b5d6e 0x5b
12 0x00 0xd25b5d6¢ 0xd2
13 0x00 Oxed55dcde Oxde
125 0x00 0x2f4436¢cb 0Oxcb
126 0x00 0x2f4436¢cb 0x36
127 0x00 0x2f4436¢cb 0x44
128 0Oxbc 0x2f4436¢cb 0Oxbc
129 0x3c 0x7847ef0d 0x3c
130 0x3c 0x7847ef0d 0x3c
131 0Oxbc 0x7847ef0d 0Oxbc
132 0x39 0x7847ef0d 0x41
133 0x00 0xf96f47cd Oxcd
134 0x00 0x196f47cd 0x47
135 0x39 0xf96f47cd 0x56
136 0x00 0xf96f47cd 0xf9
137 0x00 0x30f12a24 0x24
138 0x39 0x30f12a24 0x13
139 0x00 0x30f12a24 0xf1
140 0x00 0x30f12a24 0x30
141 0x39 0xd47a2546 0x7f
181 0x00 0x37affe86 0x86
182 0x00 0x37atte86 Oxfe
183 0x00 0x37affe86 Oxaf
184 0x00 0x37atte86 0x37
185 0x00 0x49152bc4 Oxc4
186 0x00 0x49152bc4 0x2b
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187 0x00 0x49152bc4 0x15
188 0x00 0x49152bc4 0x49
189 0x00 0x1f068148 0x48
190 0x00 0x1f068148 0x81

191 0x00 0x1f068148 0x06
192 0x00 0x11068148 Ox1f
193 0x00 0xb79cb954 0x54
197 0x00 0xfe492f2a 0x2a
198 0x00 0xfe492f2a 0x2f
199 0x00 0xfe492f2a 0x49
200 0x00 0xfe492f2a Oxfe

201 0x00 0x53331el8 0x18
202 0x00 0x53331e18 Oxle
203 0x00 0x53331el8 0x33
204 0x00 0x53331el8 0x53
205 0x00 0x5c0e4039 0x39
257 0x00 0xf254£tb6 0xb6
258 0x00 0xf254£tb6 0xff

259 0Oxbc 0xf254ffb6 0Oxbc
260 0x3c 0xf254ffb6 0x3c
261 0x3c 0x14b8b17b 0x3c
262 0Oxbc 0x14b8b17b 0Oxbc
263 0x39 0x14b8b17b 0x81

264 0x00 0x14b8b17b 0x14
265 0x00 0x36693806 0x06
266 0x39 0x36693806 0x01
267 0x00 0x36693806 0x69
268 0x00 0x36693806 0x36
269 0x39 0x377c62a2 0x9b
270 0x00 0x377c62a2 0x62
271 0x00 0x377c62a2 0x7c
272 0x39 0x377c62a2 0x0e
273 0x00 0x1dae33a6 Oxa6
385 0x00 0x64408b2c 0x2c
386 0x00 0x64408b2c 0x8b
387 0x00 0x64408b2c 0x40
388 0x00 0x64408b2c 0x64
389 0x00 0x03b468b1 0xbl
390 0Oxbc 0x03b468b1 0Oxbc
391 0x3c 0x03b468b1 0x3c
392 0x3c 0x03b468b1 0x3c
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393 0Oxbc 0x9328a53d 0Oxbc
394 0x39 0x9328a53d 0x9¢
395 0x00 0x9328a53d 0x28
396 0x00 0x9328a53d 0x93
397 0x39 0xb5e38b64 0x5d
398 0x00 0xb5e38b64 0x8b
399 0x00 0xb5e38b64 0xe3
400 0x39 0xb5e38b64 0x8¢c
401 0x00 0x96£c2396 0x96
402 0x00 0x96£c2396 0x23
403 0x39 0x96£c2396 0xc5
404 0x00 0x96£c2396 0x96
405 0x00 0xbc51d239 0x39
406 0x00 0xbc51d239 0xd2
407 0x00 0xbc51d239 0x51
408 0x00 0xbc51d239 0Oxbc
409 0x00 0x8908e8ac Oxac
410 0x00 0x8908e8ac 0xe8
411 0x00 0x8908e8ac 0x08
412 0x00 0x8908e8ac 0x89
413 0x00 0x1d74baa3 0Oxa3
414 0x00 0x1d74baa3 Oxba
415 0x00 0x1d74baa3 0x74
416 0x00 0x1d74baa3 0x1d
417 0x00 0xd8835587 0x87
418 0x00 0xd8835587 0x55
419 0x00 0xd8835587 0x83
420 0x00 0xd8835587 0xd8
421 0x00 0xaf70715f 0x5f
422 0x00 0xaf70715f 0x71
423 0x00 0xaf70715f 0x70
424 0x00 0xaf70715f Oxaf
425 0x00 0xc861665f 0x5f
426 0x00 0xc861665f 0x66
427 0x00 0xc861665f 0x61
428 0x00 0xc861665f 0xc8
429 0x00 0x2bbcf09a 0x9a
505 0x00 0xc07ece76 0x76
506 0x00 0xc07ece76 Oxce
507 0x00 0xc07ece76 0x7e
508 0x00 0xc07ece76 0xc0
509 0x00 0xedf08af9 0xf9
510 0x00 Oxedf08afd 0x8a
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511 0x00 0xedf08af9 0xf0
512 0x00 0xedf08af9 Oxed
513 0x00 0xb86284bb 0xbb
514 0x00 0xb86284bb 0x84
515 0x00 0xb86284bb 0x62
516 0x00 0xb86284bb 0xb8
517 0x00 0xb8743926 0xa6
518 0x00 0xb87439a6 0x39
519 0x00 0xb8743926 0x74
520 0x00 0xb87439a6 0xb8
521 Oxbc 0xf701fled 0Oxbc
522 0x3c 0xf701fled 0x3c
523 0x3c 0xf701fled 0x3c
524 0Oxbc 0xf701fled 0xbe
525 0x39 0x523d121c 0x25
526 0x00 0x523d121c 0x12
527 0x00 0x523d121c 0x3d
528 0x39 0x523d121c 0x6b
529 0x00 0xf96f47ae Oxae
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Test Vectors for 1-Lane Main Link Configuration in SST Mode (Inter-BS
spacing = 132, CPSR Interval = 9)

Authentication
Table B-3 and Table B-4 provide the LFSR and Block module states during the first part of authentication.

Initial Bootstrapping
Table B-25 provides test vectors during the initial bootstrapping operation.

After start of encryption
Table B-38 provides test vectors generated after the start of encryption (beginning with the first CPSR symbol set

that triggers encryption). Table B-39 provides encrypted cipher outputs.

Frame key calc started
Sym
clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0xd20317a_3725bc8_256af5e 0xd20317a_3725bc8_256af5e_6b
-3 - - 6b9cc06 7d7aal8 879092 -- - 9cc06 7d7aal8 879092 0x6559c03e
0xd20317a_3725bc8_256af5e 0xd20317a_3725bc8_256af5e_6b
-2 - - 6b9cc06 7d7aal8 879092 -- - 9cc06 7d7aal8 879092 0x6559c03e
0xd20317a_3725bc8_256af5e 0xd20317a_3725bc8 256af5e_6b
-1 -- -- 6b9cc06 7d7aal8 879092 -- -- 9cc06 7d7aal8 879092 0x6559c03e
0xd20317a_3725bc8_256af5e 0xd20317a_3725bc8 256af5e_6b
0 0 - 6b9cc06_7d7aal8 879092 -- - 9cc06_7d7aal8 879092 0x6559c03e
0xc040e35_54294b7_0000000 0x9b48c65_3f7de85_4cfb937 50
1 1 -- _523e56_bfd4e50 _000001d -- - d9c10_5d7fbdc_6a03908 0xb79eeSfe
0x6666a4e_47b5444 93d46aa_ 0x94ede66_8141634_5f900d1_5f
2 5 - ala9cb4 a206aaa_cacfa30 - -- 7a0f0_f291dcb_Salcebe 0x289af919
0x1232d67_ef6a7a5_6055678_ 0x1f69314_9a31990_c4b92db_31
3 9 - 533e54c_e4b418a 91fbebb - -- 26525 6ab1304 928c3d8 0xd25b5d6c
0x811566¢_dal4697_66£89db_ 0x7f0a70c_d1bdaS4_34c9929 7d
4 13 - d9ced6b c89¢263 9e3097¢ -- - f4b37 d8d588c 855d111 Oxed55dcde
0x58f7c56_81f3888 97eb44c 0x2221028 _0c49069_b9a604c_d
32 125 - 25c4ala_310ffac_84d8e08 -- -- 5025c1 052df5f 59112d6 0x2f4436¢cb
0x315c455_d59f35b_40693cd 0x3596433_4643480_8853c0f 95
33 129 - 5dbf7bd_2df8f08 22cacad - - d957d e351de7 9412e3e 0x7847ef0d
Line rekey ignored (frame key calc in progress)
0x080bdOf 04391 b512030_ 0x6267937_99593b7_3013a64 3
34 133 -- bbfa516 f3753d8 957c88c -- -- a0aadd b46ead5 199035 0x196f47cd
0x65b6244 8461884 2bffcba OxdcSled3_daadefl Sdafba7_4ea
35 137 - a8f7581 264cecb 2cca0f2 - -- 8052 6f0f06e 712dc22 0x30f12a24
0x259b412_3a73ddc_ddfObe5_ 0x4b2ad3d_Oaed7f5_9a40045_f0
36 141 - 8794752 7203fa_f4acf98 -- - dcObd _12077f3 dcSbdc2 0xd47a2546
0xc9472f7_c4371c6_667db05_ 0xfa07250_£725212 9bc279d_76
47 185 - 9¢19673 1fcfb80 9e1665f - - fe6la el521fc b331b7 0x49152bc4
0x2acaf01_beef443_eOcd9a0_d Oxcaf5121_1129806_3836e0a_90
48 189 - 83548d_480c50a_S5d4edOe -- - Slc5e 34551ae 7f7b35a 0x1f068148
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49 193 -- 8bb82fe ea7c298 d9a59fa -- -- d7ca f8ad063 1197804 0xb79cb954
0x8bb82fe_ea7c298 d9a59fa f 0x960d99¢_e9b8b0f 782d158 64

50 197 | 0x0f53e0a6257702fe | 523e56 bf44e50 000001d - - 5c¢7a9 312615f ca46465 0xfe492f2a
0xb486149_ccabe3d_0355dff 0xb72431d_495f294 abal3a4 cl

51 201 | Ox0Oea7c94c42ee05fd 2262329 a2(06aaa cacfa30 - - aSedc d8ea59b 2cbcad0 0x53331e18
0x120ec20_al030d1_4c72806_ 0xe94aSe8 bad382a b516ee3 2a

52 205 | 0x0d41929885dcObfb | a00fb45 e4b418a 75af954 -- - cal2a 04f35¢9 6a44723 0x5c0e4039
0xc084d58_ee8b642_7dd6814 0x8b46a53_283034d_84a452f 99

53 209 | 0x0a9f253103b837f6 079525¢_aef8cSe_ada7f43 - -- 58918 06c7952 3d3b8d2 0x4a040224
Oxalac713_e2d283a_482c2bb_ 0xbdc2425_78138b1_fae8859 7b

65 257 | 0x02281877125640a2 | d437443 bd8ef95 076c262 -- - 0d9b3 9007256 102725b 0xf254{tb6
0x3e289¢0 1b214d0_e90ac42 Ox6ad3eed 82e9428 1f151a0 fef

66 261 | 0x045030ec2cac8144 | 1504b3f 58bc895 c98fa75 -- -- clc7 231ele6 0e7b8ba 0x14b8b17b

Line rekey ignored (frame key calc in progress)

0x0e8407c_bb5df9d_578e9dd_ 0xbcf19db_fd7dda6_60704fe_0a9

67 265 | 0x08a061dc59590289 | 6e1b212 7e16013 78ef703 -- - e816 1645fbc_7b03898 0x36693806
0x7d0a4b8_3eda746_1d77d70 0x6ffb9d8_4b94ccf 9e88e41_6fd

68 269 | 0x0140c3b8b2b22512 | 029378 0031fd6 6dab5e6 -- - 5114 b45199¢ 2be2560 0x377c62a2
0x7b231ab 9dlallb_afféble 0x340a433_93e7bdf 71416¢c2_00

98 389 | 0x090a924ea783998b | 47d273f c29f20f 819565 -- - 2b998 4c9ad89 96f283c 0x03b468b1
0x42b915a_4075db8_54cbde6 Ox4ece638_a7d51a9_719e886_f70

99 393 | 0x0215249d4f073316 | 2fff97e 9882703 clac336 -- - ae3d 7bb4fdb 35f33c7 0x9328a53d

Line rekey ignored (frame key calc in progress)

0x0960b32_d33d3ea_415beS5f 0x0Oeea7d6_bdf8fd6 29fft0a a34

100 397 | 0x042a4932960e662d | 662358 ea77b3e bael860 -- - 1b36_7b88cea_18ceb50 0xb5e38b64
0x283bb5d_356dcld_5ef8302 0x06af6be 8574776 _6244dcl_lc

101 401 | 0x08549a75241cecSb | 740b636 1e2bbbl 7729024 -- - 04bf2_7dala03 96282 0x96£c2396
0xd1bdb61 18b2c89 06d55fe 0x8000eaf 8f340fb 57fba9a ece

102 405 | 0x00a934ea4839f8b6 | 85d7861 4a2d2c4 3f0f76a -- 0x6a42 383b_S5d4ccf2_e2ff34b 0xbc51d239
0Oxabddb90_19d2b4a_7540b7a 0x394¢745_ec99143_e3£8f19_37

103 409 | 0x015269d49873d16¢c | 458c215 014c756 aca7735 -- 0xb1db Sec6e _39c7cef ba78801 0x8908e8ac
0x924¢b87_b7a728b_81829c6_ 0x398¢cfb0_51408ef 9500162_a9

104 413 | 0x02a4d3a938e782d8 | 35dd971 63da5b0 486ff01 0x97 0xd7a3 35d4f 835f420 da99144 0x1d74baa3
0x711d28b_ffa6fca 923e67b_1 0Oxde9d7cl_83df898 1e55332_dd

105 417 | 0x0549at5279cf05b1 5707a7 42a4bb2 2deda6d 0xbb 0xb019 c9add a82acb2 2885c03 0xd8835587
Oxeff1213_€232b20_0064b82_ 0xd887f8b_5d37e0d_fe4d145_6a

106 421 | 0x0a935ea4f39¢2b63 | ac1968a 4a3cba4 40cb306 0x62 0x84bb 55¢77_9369bfb_5028d20 0xaf70715f
Oxeff1213 €232b20_0064b82_ 0xb77£694 6fed836_ecSfbda_bef

107 425 | 0x0a935ea4f39¢2b63 | ac1968a 4a3cba4 40cb306 0x62 0x84bb a034 2c5d690 ae478e9 0xc861665f
Oxeff1213_e232b20_0064b82_ 0x6886c93_2065¢45 7731684 82

127 505 | 0x0a935eadf39¢2b63 ae1968a 4a3cbad 40cb306 0x62 0x84bb 23718 df3ef7a cae90a7 0xc07ece76
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0Oxeff1213_e232b20_0064b82_ 0x9359a39_d450a12_51ceSbe_d3
128 509 | 0x0a935ea4f39e2b63 ae1968a 4a3cbad 40cb306 0x62 0x84bb 062b6 2c9cca3 c74edcd Oxedf08afd
Oxeff1213_e232b20_0064b82_ Oxeff1213_e232b20_0064b82_ae
129 513 | 0x0a935ea4f39e2b63 ac1968a 4a3cba4 40cb306 0x62 0x84bb 1968a 4a3cbad 40cb306 0xb86284bb
0xddd552f 3d3bac2 {b230d5_ 0xddd552f 3d3bac2 {b230d5_83
130 517 | 0x0526b549e73c76c7 | 83a2d78 Salda4l 8fed1d6 0x74 0x39a6 a2d78 Salda41 8fed1d6 0xb87439a6
0xc258963_5d097d0_eS50aa7c 0xc258963_5d097d0_e50aa7c_fc
131 521 | 0x0a4d6293ce78ed8e | fc50f00 a2a747b a45b784 0x01 Oxfled 50f00_a2a747b a45b784 0xf701fled
0xb06e6b7_c8209e8_82982f7_ 0xb06e6b7_c8209e8_82982f7_4b
132 525 | 0x049ac5279cflfblc 4bclal3 8a3f797 9f0446e 0x3d 0x121c clal3 8a3f797 9f0446e 0x523d121c
Line rekey started
Sym
clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0xddds52f 3d3bac2_{b230d5_ 0xddd552f 3d3bac2 {b230d5_83
-3 - 0x0526b549¢73c76¢7 | 83a2d78 5aldadl 8fedld6 -- - a2d78 5alda4l 8fed1d6 0xb87439a6
0x¢c258963 5d097d0_eS0Oaa7c 0x¢c258963 _5d097d0_eS0aa7c fc
-2 -- 0x0a4d6293ce78ed8e | fc50f00 a2a747b a45b784 -- -- 5000 a2a747b a45b784 0xf701fled
0xb06e6b7_c8209¢8 829827 0xb06e6b7_c8209¢8 8298217 4b
-1 - 0x049ac5279cf1fblc 4bclal3 8a3f797 9f0446e -- - clal3 8a3f797 9f0446e 0x523d121c
0xb06e6b7_c8209¢8 829827 0xb06e6b7_c8209¢8_82982f7 4b
0 528 | 0x049ac5279cflfblc 4bclal3 8a3f797 9f0446e -- - clal3 8a3f797 9f0446e 0x523d121c
Oxefd27df 0e46509 eOb63da Oxefd27df 0e46509 eOb63da cb
1 529 | 0x09358a4f31e3d639 | cb3dc05 af53ae8 4436¢20 -- - 3dc05_af53ae8 443620 0xf96f47ae
0xc479a9¢_8c09955_e4b84bc 0xc479a9¢_8c0b955_e4b84be 4
2 533 | 0x026blc9e63c7ac73 | f4d23b6 286c3cc fbefcbb - -- d23b6 286c3cc fbefecbb 0xba695c5b
0x6f9b366_49610cf 895¢70f 0x6f9b366_6b432ed_895c70f caf
3 537 | 0x04d6313ccfBf58e6 eaf2c27 410aaa3 e0e83bf -- -- 2c27 410aaa3 e0e83bf 0x1163a5e9
OxacdObda_d7d29d8_a2daSac 0x090c831_428d360_ae27819 7c
32 653 | 0x087ffodc808ee2cO 535a6be_7b87b62 3dc28c5 -- - dfcea 2{86695 f5113b9 0xc50ff5c5
0xfe540b1_c0aa0d3_dc2cc45 0xd90e59c_9f3d1b_6480004_14
33 657 | 0x00ffedb9091de580 | c9ace54 b5a739¢ 9384394 -- - d76a9 ba528a2 170c303 0xce6d0db0
Line rekey ignored (line rekey in progress)
0x591fc74_00754¢e2_bfad739 0x7f99cd9_7bcd777_4£5593a_64
34 661 | 0x01ffd3721a3beb00 | d848399 afdObfb 726948b -- - 3b662_d78d88d_1dd73e0 0x704bd830
0x43b5667_02d61d2_f5812e5 0x4b13e98_07bda78 c94b39a_f0
35 665 | 0x03ffa6e43c77d601 4e9c794 3d4cdb0 9530772 -- - laddb_0943b5d_1f7d73a 0x8196994
0x5f74778_Tbae847_3858c2e 0x276fafa_fb8c5a8 95210b1_8d2
51 729 | 0x04d290eleedbbb43 | 6d9a242 bc9a02f e4fdfB7 -- -- 952 09e27e6 b737720 0x673be722
0x41c3db8_7e60b5d_ade6c26 0xde83510_93dd7e_8f09cca_fd7
52 733 | 0x09a529c3d5375686 | 0335bbl 0313ffb ce6d556 -- - €979 439879a 5870c89 0x0e661a04
0xda39225_0d2f8e6_487e46d_ 0x9fd4127 873eeab_d443857_d7
53 737 | 0x034a5387aa6eadOc 14adaff c23321e 7e5a780 - - bc533 04faBab adece09 Oxe8b7eale
54 741 | 0x0694af0f54dd7al8 Oxbbbee9e b0ef775 t7d10ad -- -- 0xd5858aa e4354ca b52fefd c3e | Oxac7eOebc

Page 169 of 212




HDCP Amendment for DisplayPort
Revision 1.1

15 January, 2010
Digital Content Protection LLC

S5dce396 _89b2597 acef7ea 62de 3960edS cbcbaas
0x0beb3a9 cb636¢5_ce7a6d6 Oxed3734d_00d67e7_eb76874 e2
55 745 | 0x0d29561ealbad430 | 3ab9bdb c93d31b c325019 -- -- d404c 09ed965 dc23211 0x233bf0c3
Ox6a3ad12 9856416 6¢c93fda Oxel7cdec bc66357 8450c0e Sf
56 749 | 0x0a52a43d4b758861 | el4a23d fbedd3f cceecdf - - 72374 878db0c_6b13dle 0x16208c84
Ox6a3adl2 9856416 6c93fda 0x55182ed_d8e05f7 37f417a 14
57 753 | 0x0a52a43d4b758861 | el4a23d fbedd3f cceecdf - - ed44b 585f76b 94900de 0x2acbe06b
0Ox6a3ad12_9856416_6c93fda 0x56aafod_07f58d8_abfa327_62d
58 757 | 0x0a52a43d4b758861 | el4a23d fbedd3f cceecdf - - 4dd6_601966f d4fe34f 0xe856019a
Ox6a3adl2 9856416 _6c93fda 0xtb4bddb_29ecd93_fee8c9d_9ce
63 777 | 0x0a52a43d4b758861 | el4a23d fbcdd3f cceecdf -- -- £79d_167d4b2_7c33178 0x3792bbc6
Ox6a3adl2 9856416 6c93fda 0x6a915c3_b74a718_800888e_a7
64 781 | 0x0a52a43d4b758861 | el4a23d fbedd3f cceecdf - - c90f3_64965d8 d4ac098 0x5807ee8e
Ox6a3adl2 9856416 6c93fda Ox6a3adl2 9856416 6c93fda el
65 785 | 0x0a52a43d4b758861 | el4a23d fbe4d3f cceecdf -- -- 4a23d fbc4d3f cceecdf 0xc63c74f4
0x6a9b47c_328300c_494b633 0x6a9b47c_328300c_494b633_ca
66 789 | 0x04a5487a96eb30c2 | ca430af 69d5a81 2aca65b -- -- 430af 69d5a81 2aca65b 0x937ac3f3
Line rekey started
Sym
clk | clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
Ox6a3adl2 9856416 _6c93fda 0x6a915c3_b74a718_800888e_a7
-3 - 0x0a52a43d4b758861 | el4a23d fbcdd3f cceecdf - - c90f3 64965d8 d4ac098 0x5807ee8e
Ox6a3ad12_9856416_6c93fda Ox6a3ad12_9856416_6c93fda el
-2 - 0x0a52a43d4b758861 | el4a23d fbedd3f cceecdf - - 4a23d_fbc4d3f cceecdf 0xc63c74f4
0x6a9b47c_328300c_494b633 0x6a9b47c_328300c_494b633_ca
-1 -- 0x04a5487a96eb30c2 | ca430af 69d5a81 2aca65b -- -- 430af 69d5a81 2aca65b 0x937ac3f3
0x6a9b47c_328300c_494b633 0x6a9b47c_328300c_494b633_ca
0 792 | 0x04a5487a96eb30c2 | ca430af 69d5a81 2aca65b -- -- 430af 69d5a81 2aca65b 0x937ac3f3
0x879a851_989969f 6420e6d 0x879a851_989b69f 6420e6d_dd
1 793 | 0x094a98f52dd66185 | ddc1460 b3f26bd 8c556ad -- - c1460 b3f26bd 8c556ad 0x79dale88
0x18de0la_54aedf7 218387 _ 0x18de0la_768c6d5 218387 a3
2 797 | 0x029531ea53acc30b | 8350cbc 03ebbdb 154508 -- -- 50cbc_03ebb4b 154508 0x67f2a9¢2
0xf77d2c6_a95dfb3_6962b83 0x1993cc8_32de62a_6962b83_4d
3 801 | 0x052a6bd4a759a617 | 6c086e6_e2f16b4 cbb7986 -- - 8cdfe e2f16b4_ebf7986 0x083a8ba3
0xe2b3f71_443f61a_93d67b_ 0x0fd7f64_5d9elc4_ae918db_fSe
32 917 | 0x0d54490875e2de63 | c7266b5 c10857c 08a2e37 -- - 9bbe dla8c02 9ed8cf5 Oxcd4bea37
0x69f7a55_ff47835_424a6bl_ 0x51a294a_276600b_d59545¢ 6
33 921 | 0x0aa89al0e3c5bccod Iclcef2 €948f48 lee2fc8 -- -- 8635da_c45c0e7 a962e89 0x8b73649f
Line rekey ignored (line rekey in progress)
0x9085754 _5e74852_d131846 Oxd7aca29_889bac2 f{fd8d76 44
34 925 | 0x05513421c78b598¢c 017bde7 7bf9ecO_focf74b -- - 6ecbe_b8ee2lc 69d14b3 0x02ba87f6
Ox1b15e6b_b38f913 90d8adl 0x3ccd221_f7a33c¢5 b9cfdd3 13
35 929 | 0x0aa2604387169318 | 54df227 d51128b fc3845¢ -- - 34641 674cc6d 039ed41 0x41a13092
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0x59dfc75_a004a32_88e6coe 0x69424dd_aa8bcal0_76430el_eb
51 993 | 0x07620452ac75f21a | fb13a24 e0d0832 527eal3 -- -- d8622 e7alec3 5a39904 Ox4bdel1221
Oxfad6eo6f Sfofdb3 d540264 d 0x18df1d0_28e2827 eb3147b_dc
52 997 | 0x0ec400a550ebc434 | cffdd2 6¢56b8a 20339ee - -- df2d9 c411a74 €9829bc 0xc6999ae5
0x3877c5f 6897f66_20df19d f 0x2db5093_9288b13 3eedfda 80
53 1001 | 0x0d88014aa9d78868 | 362ef4 1d4b3ac c306a61 - -- f7eb9 290e217 d92e5f4 0xcbf473a9
0xee5976d_b4255¢6_00a9f64 0xbf50be3_a693358 38a4a80_21
54 1005 | 0x0b100a955baf10d0 | cb596¢c6 165b075 aac6b82 - -- 86957 ba82f6c 8895fa2 0x673542a6
0xdcf5875_52832¢7_c6b95ed 0xae00e68_517b4b4_7de84dc_{7
55 1009 | 0x0620152ab75e01a0 | 4af3a31 4761d31 42dS5lac -- -- 234 4bca73f 80f4c73 0x3173e010
0x3a50a7a_cf93a57_d44036c_ 0x2cd390c_12f1d92 _ccb0f59_1d
56 1013 | 0x0c4022556ebc0341 | 637c92a 2c8387b 1906d46 -- - 1860 16aa9fb 304a3dc 0x459d0f2f
0x3a50a7a_cf93a57_d44036¢c _ 0xe29dc85_2ed2398 372616 42
57 1017 | 0x0c4022556ebc0341 | 637c92a 2c8387b 1906d46 -- -- a9516_d3aa0c8 e268bd9 0x96e30b57
0x3a50a7a_cf93a57_d44036¢c 0x57a3287_dob745b_d715c19 0
58 1021 | 0x0c4022556ebc0341 | 637c92a 2c8387b_1906d46 -- - e684e5 ffb924e 5478cea 0x9624dba8
0x3a50a7a_cf93a57_d44036c_ 0xa49f8d6_e3d322b_634677c_9f
63 1041 | 0x0c4022556ebc0341 | 637c92a 2c8387b 1906d46 -- - 212al 05db67f e4bf49b 0x693505a8
0x3a50a7a_cf93a57_d44036c_ 0xb02007d_130a847_06de012_2
64 1045 | 0x0c4022556ebc0341 | 637c92a 2c8387b 1906d46 -- -- bfecc2 9a26f56_d516b99 Oxbccbeeab
0x3a50a7a_cf93a57_d44036¢c _ 0x3a50a7a_cf93a57_d44036¢c_63
65 1049 | 0x0c4022556ebc0341 | 637c92a 2c8387b 1906d46 -- -- 7¢92a 2¢8387b 1906d46 0x0252ac66
0x094£d46_c5f15dc_49aa%45 0x094£d46_c5f15dc_49aa945 61
66 1053 | 0x08804caadd780683 | 61af390 c6fbcba 1eaa206 - - af390 c6fbcba 1e€aa206 0x84ab700f
Line rekey started
Sym
clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OFO0[15:0] BM1[167:0] OF1[31:0]
0x3a50a7a_cf93a57_d44036c_ 0xb02007d_130a847_06de012_2
-3 - 0x0c4022556ebc0341 | 637c92a 2c¢8387b 1906d46 -- - bfecc2 9a26£56 d516b99 Oxbccbeeab
0x3a50a7a_cf93a57 d44036¢c 0x3a50a7a_cf93a57 d44036¢ 63
-2 - 0x0c4022556ebc0341 | 637c92a 2c8387b 1906d46 -- - 7¢92a 2c8387b 1906d46 0x0252ac66
0x094fd46_c5f15dc_49aa945 0x094£d46_c5f15dc_49aa945 61
-1 - 0x08804caadd780683 | 61af390 c6fbcba 1eaa206 - - af390 c6fbcba 1eaa206 0x84ab700f
0x094fd46 c5f15dc 49aa%45 0x094fd46 c5f15dc 49aa%45 61
0 1056 | 0x08804caadd780683 | 61af390 c6fbcba 1eaa206 - - af390 c6fbcba 1eaa206 0x84ab700f
0xd3f72fa_72933¢3_99994fb 0xd3f72fa_72913c3_99994fb_9e7
1 1057 | 0x01009955baf02d07 | 9¢79e94 5fa70d1 £704527 -- - 9¢94 5fa70d1_f704527 0x692cc554
0x4377c9f 267d429 1248fa0 0x4377c9f 045d60b_1248fa0 9dc
2 1061 | 0x02013aab7de05a0e | bdc63ce 3356361 839d9c4 -- - 63ce 3356361 839d9c4 0x5250cb8c
0x5cd53b7_9b184aa_127¢149 0xb23bdb9_22b9f11_127¢149 aa
3 1065 | 0x04027d56f3cOb41d | ab4dda9 535832c b2aed33 -- - c9fbl 535832c 92ee523 0xb79a0877
32 1181 | 0x092ba0f9429afd45 0x7fd3b56 20a21e9 9676568 -- -- 0xc1d738e 2f7cda6 bl9cal9 64 0x210190a4
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addas_5f013a9 569784

0x3270393_ca8b412_d539c4d

0xfd4a918_35a8503d_7£3df16_dO

33 1185 | 0x025749f28d35da8b | 98f03fe 6ee3b48 cOfc7fa -- - 0b92b_175a37c_74b4cea 0x16b4575f
Line rekey discarded, frame key calc started
Sym
clk | clk LFSR[59:0] BMO[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0x9456894_4c2e428 f2b5681_ 0x90e1384_c6d7bce_4a6b23c_9b
-3 - - d808d47 5e¢773fe b4b20b2 -- - 126ae_a75b8¢2 9b31934 0x8fd0fabd
0x7fd3b56_20a21e9_9676568 0xc1d738e_2f7cda6_bl9cal9 64
-2 -- -- 7da63eb cbb2c4l 3fSae3f -- -- a4da5 5f013a9 56978d4 0x2f0f90a4
0x3270393_ca8b412_d539c4d 0xfd4a918 5a8503d_7f3df16_doO
-1 -- -- _98f03fe 6ee3b48 cOfc7fa -- -- 0b92b 175a37c 74bdcea 0x16b4575f
0x3270393_ca8b412_d539c4d 0xfd4a918 5a8503d_7f3df16_doO
0 1188 - _98103fe_6ee3b48 cOfc7fa -- - 0b92b_175a37c_74b4cea 0x16b4575f
0xc040e35_54294b7_0000000 0x79ale2f 56762af 4729924 e8
1 1189 - _7a3b0f9 42b1dbd_000006a -- - 161bd_436adaf b679¢37 0x69f0745b
0x6666a4e_47b5444 93d46aa_ Oxe5ae184_653d0d6_422cdb0_93
2 1193 - e4{374f 3cd0333 212d6ab - - 26751 8b5b722 ac8c588 0xe5251ab5
0x1232d67_ef6a7a5_6055678_ 0Oxa3ba60c_7603384 Sfecb24_al
3 1197 - d509b9f 427d387 e30af77 -- - 8686f e876abd c64f9a5 0xc3d0c8b0
0x811566¢_dal4697_66£89db_ 0x6906bae_8dc0578_5d70a0d_ba
4 1201 - 84306fe 411d172 19e3620 -- - 5d190 c7a72b9 a417c09 Oxac19348a
0xf7027a4_dc24164 29716cf 0x3d7c¢436_17b78b9_16aed72_d
5 1205 -- f0cd06e 9fad21f 41cbe8S -- 5984c5 204904c aSel35b 0xb7a819tb

Table B-38. Cipher State in SST mode for 1-lane, Inter-BS Spacing = 132
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clk stream cipher enc stream
-3 Oxlc 0x6559c03e Oxlc
-2 0x3c 0x6559c03e 0x3c
-1 0x3c 0x6559c03e 0x3c
0 Oxlc 0x6559c03e Oxlc
1 0x39 0xb79ee5fe 0xc7
2 0x00 0xb79eeSfe 0xe5
3 0x00 0xb79eeSfe 0x%e
4 0x39 0xb79ee5fe 0x8e
5 0x00 0x2892af919 0x19
6 0x00 0x289af919 0xf9
7 0x39 0x289af919 Oxa3
8 0x00 0x289af919 0x28
9 0x00 0xd25b5d6c 0x6c
10 0x39 0xd25b5d6¢ 0x64
11 0x00 0xd25b5d6c 0x5b
12 0x00 0xd25b5d6¢ 0xd2
13 0x00 Oxed55dcde Oxde
125 0x00 0x2f4436¢cb 0xcb
126 0x00 0x2f4436¢cb 0x36
127 0x00 0x2f4436¢cb 0x44
128 0x00 0x2f4436¢cb 0x2f
129 0Oxbc 0x7847ef0d 0Oxbc
130 0x3c 0x7847ef0d 0x3c
131 0x3c 0x7847ef0d 0x3c
132 0xbc 0x7847et0d Oxbc
133 0x39 0xf96f47cd 0xf4
134 0x00 0xf96f47cd 0x47
135 0x00 0xf96f47cd 0x6f
136 0x39 0xf96f47cd 0xc0
137 0x00 0x30f12a24 0x24
138 0x00 0x30f12a24 0x2a
139 0x39 0x30f12a24 0xc8
140 0x00 0x30f12a24 0x30
141 0x00 0xd47a2546 0x46
185 0x00 0x49152bc4 Oxc4
186 0x00 0x49152bc4 0x2b
187 0x00 0x49152bc4 0x15
188 0x00 0x49152bc4 0x49
189 0x00 0x1f068148 0x48
190 0x00 0x1f068148 0x81
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191 0x00 0x1f068148 0x06
192 0x00 0x1f068148 0x1f
193 0x00 0xb79cb954 0x54
194 0x00 0xb79cb954 0xb9
195 0x00 0xb79cb954 0x9c
196 0x00 0xb79cb954 0xb7
197 0x00 0xfe492f2a 0x2a
198 0x00 Oxfe492f2a 0x2f
199 0x00 0xfe492f2a 0x49
200 0x00 Oxfe492f2a Oxfe

201 0x00 0x53331el8 0x18
202 0x00 0x53331el8 Oxle
203 0x00 0x53331el8 0x33
204 0x00 0x53331el8 0x53
205 0x00 0x5c0e4039 0x39
206 0x00 0x5c0e4039 0x40
207 0x00 0x5c0e4039 0x0e
208 0x00 0x5c0e4039 0x5¢c
209 0x00 0x4a040224 0x24
257 0x00 0xf254{fb6 0xb6
258 0x00 0xf254{tb6 Oxff

259 0x00 0xf254{tb6 0x54
260 0x00 0xf254{fb6 0xf2

261 0Oxbc 0x14b8b17b Oxbc
262 0x3c 0x14b8b17b 0x3c
263 0x3c 0x14b8b17b 0x3c
264 0Oxbc 0x14b8b17b 0Oxbc
265 0x39 0x36693806 0x3f
266 0x00 0x36693806 0x38
267 0x00 0x36693806 0x69
268 0x39 0x36693806 0x0f
269 0x00 0x377c62a2 Oxa2
389 0x00 0x03b468b1 0xb1
390 0x00 0x03b468b1 0x68
391 0x00 0x03b468b1 0xb4
392 0x00 0x03b468b1 0x03
393 0xbc 0x9328a53d Oxbc
394 0x3c 0x9328a53d 0x3c
395 0x3c 0x9328a53d 0x3c
396 0Oxbc 0x9328a53d 0Oxbc
397 0x39 0xb5e38b64 0x5d
398 0x00 0xb5e38b64 0x8b
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399 0x00 0xb5e38b64 Oxe3
400 0x39 0xb5e38b64 0x8c
401 0x00 0x96£c2396 0x96
402 0x00 0x96£c2396 0x23
403 0x39 0x96£c2396 0xc5
404 0x00 0x96fc2396 0x96
405 0x00 0xbc51d239 0x39
406 0x39 0xbc51d239 Oxeb
407 0x00 0xbc51d239 0x51
408 0x00 0xbc51d239 Oxbc
409 0x00 0x8908e8ac Oxac
410 0x00 0x8908e8ac 0xe8
411 0x00 0x8908e8ac 0x08
412 0x00 0x8908e8ac 0x89
413 0x00 0x1d74baa3 Oxa3
414 0x00 0x1d74baa3 Oxba
415 0x00 0x1d74baa3 0x74
416 0x00 0x1d74baa3 Ox1d
417 0x00 0xd8835587 0x87
418 0x00 0xd8835587 0x55
419 0x00 0xd8835587 0x83
420 0x00 0xd8835587 0xd8
421 0x00 0xaf70715f 0x5f
422 0x00 0xaf70715f 0x71
423 0x00 0xaf70715f 0x70
424 0x00 0xaf70715f Oxaf
425 0x00 0xc861665f 0x5f
505 0x00 0xc07ece76 0x76
506 0x00 0xc07ece76 Oxce
507 0x00 0xc07ece76 0x7e
508 0x00 0xc07ece76 0xc0
509 0x00 0xedf08af9 0xf9
510 0x00 Oxedf08af9 0x8a
511 0x00 0Oxedf08af9 0x10
512 0x00 Oxedf08af9 Oxed
513 0x00 0xb86284bb 0xbb
514 0x00 0xb86284bb 0x84
515 0x00 0xb86284bb 0x62
516 0x00 0xb86284bb 0xb8
517 0x00 0xb87439a6 0xab
518 0x00 0xb87439a6 0x39
519 0x00 0xb87439a6 0x74
520 0x00 0xb87439a6 0xb8

Page 175 of 212

15 January, 2010
Digital Content Protection LLC



HDCP Amendment for DisplayPort

Revision 1.1

521 0x00 0xf701fled Oxed
522 0x00 0xf701fled 0xf1

523 0x00 0xf701fled 0x01
524 0x00 0xf701fled 0xf7
525 Oxbc 0x523d121c 0Oxbc
526 0x3c 0x523d121c 0x3c
527 0x3c 0x523d121c 0x3c
528 0xbc 0x523d121c Oxbc
529 0x39 0xf96f47ae 0x97

15 January, 2010
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Table B-39. 1-lane Encrypted Output in SST mode for Inter-BS Spacing = 132
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Test Vectors for 1-Lane Main Link Configuration in SST Mode (Inter-BS
spacing = 133, CPSR Interval = 9)

Authentication

Table B-3 and Table B-4 provide the LFSR and Block module states during the first part of authentication.

Initial Bootstrapping

Table B-25 provides test vectors during the initial bootstrapping operation.

After start of encryption

Table B-40 provides test vectors generated after the start of encryption (beginning with the first CPSR symbol set
that triggers encryption). Table B-41 provides encrypted cipher outputs.

Frame key calc started

clk Sym clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0xd20317a_3725bc8_256af5e_ 0xd20317a_3725bc8_256af5e_6b
-3 - - 6b9cc06_7d7aal8 879092 - -- 9cc06_7d7aal8 879092 0x6559c03e
0xd20317a_3725bc8_256af5e_ 0xd20317a_3725bc8_256af5e_6b
-2 - - 6b9cc06_7d7aal8 879092 - -- 9cc06_7d7aal8 879092 0x6559c03e
0xd20317a_3725bc8_256afSe 0xd20317a_3725bc8_256afSe_6b
-1 - - 6b9cc06_7d7aal8 879092 - -- 9cc06_7d7aal8 879092 0x6559c03e
0xd20317a_3725bc8_256afSe 0xd20317a_3725bc8_256afSe_6b
0 0 - 6b9cc06 7d7aal8 879092 - -- 9cc06 7d7aal8 879092 0x6559c03e
0xc040e35_54294b7_0000000 0x9b48c65_317de85_4cfb937_50
1 1 - 52356 bf44e50 000001d - — d9c10 5d7fbdc 603908 0xb79ee5fe
0x6666ade_47b5444 93d46aa_ 0x94ede66_8141634_5f900d1_5f
2 5 -- ala9cb4 a206aaa cacfa30 -- -- 7a0f0 f291dcb Salcebe 0x289af919
0x1232d67_ef6a7a5_6055678_ 0x1f69314_9a31990_c4b92db 31
3 9 - 533e54c_e4b418a 91fbcbb - - a6525 6ab1304 928c3d8 0xd25b5d6e
0x811566¢_dal4697 66f89db_ 0x7f0a70c_dIbda54 34c9929 7d
4 13 - d9ce46b c89¢263 9e¢3097e - -- f4b37 d8d588c 855d111 Oxed55dcde
0x315¢455_d59f35b_40693cd_ 0x3596433_4643480_8853c0f 95
33 129 -- 5dbf7bd 2df8f08 22cacad -- -- d957d e351de7 9412e3e 0x7847ef0d
0x080bd0f_043ff91_b512030_ 0x6267937_99593b7_3013a64_3
34 133 -- bbfa516 f3753d8 957c88c -- -- a0aadd b46ead5 1€99035 0xf96£47cd
Line rekey ignored (frame key calc in progress)
0x65b6244 8461884 2bffcba Oxdc51ed3 daadefl Sdafba7 4ea
35 137 - a8f7581 264cecb 2ccalf2 - - 8052 6f0f06e 712dc22 0x30f12a24
0x259b412_3a73ddc_ddfObeS_ 0x4b2ad3d_0Oaed7f5_9a40045_f0
36 141 - 8794752 {7203fa f4acf98 - -- dcObd 12077f3 dc5bdc2 0xd47a2546
0x690258d_d03b464_369aede 0x9d9faf8 16fc911_3eb2leb 939
37 145 -- _focad0a 6018395 Oad8b2a -- -- e3bf 17ecf2e 9fcdfo 0x2e79fa0f
0xc9472f7_c4371c6_667db05_ 0xfa07250_£725212_9bc279d_76
47 185 - 9¢19673 1fcfb80 9e1665f -- -- fe6la el521fc fb331b7 0x49152bc4
0x2aeaf01 beef443 eOcd9a0 d Oxcaf5121_1129806_3836e0a_90
48 189 - 83548d 480c50a S5d4edOe - -- 51c5e 34551ae 7f7b35a 0x1f068148
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0x62¢765a_09101ee f92cabl 4cf

49 193 -- 8bb82fe ea7c298 d9a59fa -- -- d7ca f8ad063 197804 0xb79cb954
0x8bb82fe_ea7c298 d9a59fa_f 0x960d99¢_e9b8b0f 782d158 64

50 197 | 0x0f53e0a6257702fc 523e56 bf44e50 000001d -- - 5c¢7a9 312615f cad6465 0xfe492f2a
0xb486149_ccabe3d_0355dff 0xb72431d 4951294 abal3a4 cl

51 201 | Ox0Oea7c94c42eec05fd 2262329 a2(06aaa cacfa30 - - aSedc d8ea59b 2cbcad0 0x53331el8
0x120ec20_al030d1_4c72806_ 0xe94a5e8_bad382a b516ee3 2a

52 205 | 0x0d41929885dcObfb a00fb45 e4b418a 75af954 - -- eal2a 04f35¢9 6a44723 0x5c0e4039
0xc084d58_ee8b642_7dd6814 0x8b46a53_283034d_84a452f 99

53 209 | 0x0a9f253103b837f6 079525¢_aef8cSe_ada7f43 - - 58918 067952 3d3b8d2 0x4a040224
0x3e289¢0_1b214d0_e90ac42 Ox6ad3eed_82e¢9428 1f151a0_fef

66 261 | 0x045030ee2cac8144 1504b3f 58bc895 c98fa75 -- -- clc7 231ele6 Oe7b8ba 0x14b8b17b
0x0e8407c_bb5df9d_578e9dd_ Oxbcfl19db_fd7dda6_60704fe_0a9

67 265 | 0x08a061dc59590289 6e1b212 7e16013 78ef703 - -- e816_1645fbc_7b03898 0x36693806

Line rekey ignored (frame key calc in progress)

0x7d0a4b8_3eda746_1d77d70 0x6ffb9d8_4b94ccf 9e88e41_6fd

68 269 | 0x0140c3b8b2b22512 029378 0031fd6_6dab5e6 - -- 5114 b45199¢ 2be2560 0x377c62a2
0x16477db_148dbef 208e96f 0x0466847_2bf5700_cfodfco_79a

69 273 | 0x02818f7165646a25 3b2aeca 7a8ble0 2df93a0 -- -- 99b7 e39c678 6e62432 Ox1dae33a6
0x45¢e715d_f0a0b8b_2ecd869 0xd39af3a_26aa551_1820274 {0

70 277 | 0x050316e2cac8fdda 23fc80c 2466dbb f235be8 - - a7d41 ce6244a lc5aale 0xbcde2a64
0x7b231ab_9dlallb_affoble 0x340a433_93e7bdf 71416c2_00

98 389 | 0x090a924ea783998b 47d273f c29£20f 819565 - -- 2b998 4c9ad89 96{283c 0x03b468b1
0x42b915a_4075db8_54cbde6 0Ox4ece638_a7d51a9_719e886_{70

99 393 | 0x0215249d4f073316 ~2fff97e 9882703 clac336 - -- ae3d 7bb4fdb 35f33c7 0x9328a53d
0x0960b32_d33d3ea_415be5f 0x0cca7d6_bdf8fd6_29fff0a_a34

100 397 | 0x042a4932960e662d 6621358 ea77b3e bael860 -- -- 1b36 7b88cea 18cebS0 0xb5e38b64

Line rekey ignored (frame key calc in progress)

0x283bb5d_356dc1d_5ef8302_ 0x06afobe_8574776_6244dcl_lc

101 401 | 0x08549a75241cec5b 740b636 _1e2bbbl 7729024 - -- 04bf2_7dala03 96282 0x96fc2396
0xd1bdb61_18b2c89_06d55fe 0x8000caf 8f340fb_57fba%a ece

102 405 | 0x00a934¢a4839f8b6 85d7861 4a2d2c4 3f0f76a - 0x6a42 383b_S5d4ccf2 e2ff34b 0xbc51d239
0Oxabddb90_19d2bda_7540b7a 0x394¢745_ec99143_e3{8f19 37

103 409 | 0x015269d49873d16¢c ~458c215 014c756 aca7735 -- Oxbldb Sec6e 39c7cef ba78801 0x8908e8ac
0x924eb87_b7a728b_8f829c6 0x398cfb0_51408ef 9500162_a9

104 413 | 0x02a4d3a938e782d8 35dd971 63da5b0 486ff01 0x97 Oxd7a3 35d4f 835f420 da99144 0x1d74baa3
0x711d28b_ffabfca 923e67b_1 Oxde9d7cl_83df898 1e55332_dd

105 417 | 0x0549af5279cf05b1 5707a7_42a4bb2_2deda6d 0xbb 0xb0f9 c9add_a82acb2 2885c03 0xd8835587
Oxeff1213 €232b20_0064b82_ 0xd887{8b_5d37e0d_fe4d145 6a

106 421 | 0x0a935ea4f39¢2b63 ac1968a_4a3cba4 40cb306 0x62 0x84bb 55¢77 9369bfb_5028d20 0xaf70715f
Oxeff1213 €232b20_0064b82_ 0xb77f694_6fed836_ecStbda_bef

107 425 | 0x0a935ea4f39¢2b63 ac1968a_4a3cba4 40cb306 0x62 0x84bb a034 2c5d690 ae478¢9 0xc861665f

108 429 | 0x0a935ea4f39e2b63 0x62 0x84bb 0x2bbcf9a
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Oxeff1213 €232b20_0064b82_ 0xa67d45e_0b30f7d_2bb93be_e0
ac1968a_4a3cba4 40cb306 9b5f5 22ca847 b849198
Oxeff1213_€232b20_0064b82_ 0x6886c93_2065¢45_ 7731684 82
127 505 | 0x0a935ea4f39e2b63 ac1968a 4a3cbad 40cb306 0x62 0x84bb 2378 df3ef7a cae90a7 0xc07ece76
Oxeff1213 €232b20 0064b82 0x9359a39_d450al2_51ceSbc_d3
128 509 | 0x0a935ea4f39e2b63 ac1968a 4a3cbad 40cb306 0x62 0x84bb 062b6 2c9cca3 c74edcd 0xedf08af9
Oxeff1213 €232b20_0064b82_ Oxeff1213 €232b20_0064b82_ae
129 513 | 0x0a935ea4{39e2b63 ac1968a_4a3cba4 40cb306 0x62 0x84bb 1968a_4a3cba4 40cb306 0xb86284bb
0xddd552f 3d3bac2_fb230d5_ 0xddds52f 3d3bac2_fb230d5_83
130 517 | 0x0526b549¢73c76c7 83a2d78 Salda41 8fed1d6 0x74 0x39a6 a2d78 Salda41 8fed1d6 0xb87439a6
0xc258963_5d097d0_e50aa7c_ 0xc258963_5d097d0_e50aa7c_fc
131 521 | 0x0a4d6293ce78ed8e fc50f00 a2a747b a45b784 0x01 Oxfled 50f00 a2a747b a45b784 0xf701fled
0xb06e6b7_c8209e8_82982f7 0xb06e6b7_c8209e8_82982f7_4b
132 525 | 0x049ac5279cfliblc 4bclal3 8a3f797 910446e 0x3d 0x121c clal3 8a3f797 910446e 0x523d121c
Oxefd27df 0e46509 eOb63da_ Oxefd27df 0e46509_e0Ob63da_cb
133 529 | 0x09358a4f31e3d639 cb3dc05 af53ae8 4436e20 0x6f 0x47ae 3dc05 af53ae8 4436e20 0xf96f47ae
Line rekey started
clk Sym clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0xc258963_5d097d0_e50aa7c 0xc258963_5d097d0_e50aa7c_fc
-3 -- 0x0a4d6293ce78ed8e fc50f00 a2a747b a45b784 -- -- 50100 a2a747b a45b784 0xf701fled
0xb06e6b7_c8209e8_82982f7 0xb06e6b7_c8209e8_82982f7 4b
-2 -- 0x049ac5279cflfblc 4bclal3 8a3f797 9f0446e -- -- clal3 8a3f797 9f0446e 0x523d121c
Oxefd27df 0e46509_eOb63da_ Oxefd27df 0e46509 eOb63da_cb
-1 - 0x09358a4f31e3d639 cb3dc05_af53ae8 443620 - -- 3dc05_af53ae8 443620 0xf96f47ae
Oxefd27df 0e46509 eOb63da Oxefd27df 0e46509 eOb63da cb
0 532 | 0x09358a4f31e3d639 cb3dc05_af53ae8 443620 - -- 3dc05_af53ae8 443620 0xf96f47ae
0xc479a9¢_8c09955_e4b84bc_ 0xc479a9¢_8c0b955_e4b84be_f4
1 533 | 0x026blc9e63c7ac73 f4d23b6 286c3cc_fbefcbb - - d23b6 286c3cc_fbefcbb 0xba695c5b
0x6f9b366_49610cf 895¢70f 0x6f9b366_6b432ed_895¢70f caf
2 537 | 0x04d6313ccf8f58e6 eaf2c27 410aaa3 e0e83bf -- -- 2c27 410aaa3 e0e83bf 0x1163a5¢9
0xfe540bl_c0aa0d3 dc2ccd5 0xd90e59c_9f3d1b 6480004 14
32 657 | 0x00ffedb9091de580 c9ace54 b5a739 9384394 - -- d76a9 ba528a2 170c303 0xce6d0db0
0x591fc74_00754e2_bfa4739 0x7f99c¢d9_7bc4777_4£5593a_64
33 661 | 0x01ffd3721a3beb00 d848399 afdObfb 726948b - -- 3b662 d78d88d 1dd73e0 0x704bd830
0x43b5667_02d61d2_£5812e5 0x4b13e98_07bda78 c94b39a_f0
34 665 | 0x03ffa6e43c77d601 4e9¢794 3d4cdb0 9530772 - -- laddb 0943b5d 1f7d73a 0x81196994
Line rekey ignored (line rekey in progress)
Oxe50cdad_3747032_e95e7aS 0x1102567_0a2efl5_2a264cf 360
35 669 | 0x07ff4dc870ef8c02 fbc8ebe_e00ef74 445984d - -- 62be b694461 9d4aa76 0xf8ddfa97
0x9619e54 _1321c4e_8daeffc 0xd958cac_b612b7c_ffd80cl 50
36 673 | 0x0ffe9390e1df3805 2fd5d59 3c9fdlb 50801a0 - -- 1b9c0_0285d24 79ab641 0x141411f4
0x344225f a33efSd b899367_ 0Ox4aac08f 4b6a84d 858627d_d9
37 677 | 0x0ffd2721c3be700b a4f6a6d b708baa 67edac3 - - 7d18f b43bc3d 6delbbf Oxaf5a5b30
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0x41c3db8_7e60b5d_ade6c26 0xde83510_f93dd7e_8f09cca fd7
51 733 | 0x09a529c3d5375686 0335bbl_0313ffb_ce6d556 - -- €979 439879a 5870c89 0x0e661a04
0xda39225 0d2f8e6_487e46d 0x9fd4127_873eeab_d443857_d7
52 737 | 0x034a5387aa6eadOc 14adaff c23321e 7e5a780 - - bc533 04fa8ab_adeee09 Oxe8b7eale
0xb6bee9e b0ef775 f7d10ad 0xd5858aa_e4354ca b52fefd c3e
53 741 | 0x0694af0f54dd7al8 5dce396 89b2597 acef7ea -- -- 62de 3960ed5 cbcbaas Oxac7e0ebc
0x0beb3a9_cb636c5_ce7a6d6 0Oxed3734d_00d67¢7_eb76874_e2
54 745 | 0x0d29561ealbad430 3ab9bdb c93d31b 325019 -- -- d404c 09ed965 dc23211 0x233bf0c3
Ox6a3ad12_9856416_6c93fda 0Oxel7cdec_bc66357_8450c0e_Sf
55 749 | 0x0a52a43d4b758861 el4a23d fbc4d3f cceecdf -- -- 72374 878db0c 6bl3dle 0x16208c84
0x6a9b47c_328300c_494b633 0x55182ed_d8e05f7_37f417a_14
56 753 | 0x04a5487a96eb30c2 _ca430af 69d5a81 2aca65b -- -- ed44b 585f76b 94900de 0x2acbe06b
0x6a9b47c_328300c_494b633 0x56aafod_07f58d8 abfa327 62d
57 757 | 0x04a5487a96eb30c2 ca430af 69d5a81 2aca65b -- -- 4dd6 601966f d4fe34f 0xe856019a
0x6a9b47c_328300c_494b633 0x2580555_5d338c9_26f9fd1_6d
58 761 | 0x04a5487a96eb30c2 ca430af 69d5a81 2acab5b - -- 25c0e_039fddc_e85384f 0xe2966145
0x6a9b47c_328300c_494b633 0x6a915¢3_b74a718_800888e_a7
63 781 | 0x04a5487a96eb30c2 _ca430af 69d5a81 2aca65b - -- c90f3 64965d8 d4ac098 0x5807ce8e
0x6a9b47c_328300c_494b633 0x777e0ab_9d33db8_5d4bfca 8e
64 785 | 0x04a5487a96eb30c2 ~ca430af 69d5a81 2aca65b -- -- ce80c 37d57f2 24fd7b7 0x62b4clae
0x6a9b47c_328300c_494b633 0x6a9b47c_328300c_494b633_ca
65 789 | 0x04a5487a96eb30c2 _ca430af 69d5a81 2aca65b -- -- 430af 69d5a81 2aca65b 0x937ac3f3
0x879a851_989b69f 6420e6d 0x879a851_989b69f 6420e6d_dd
66 793 | 0x094a98{52dd66185 ddc1460 b3f26bd 8c556ad - -- c1460 b3f26bd 8c556ad 0x79dale88
0x18de0la 768c6d5_e218387_ 0x18de0la 768c6d5_e218387 a3
67 797 | 0x029531ea53acc30b a350cbc 03ebb4b 1e54508 - - 50cbc 03ebb4b 1e54508 0x67f2a9¢2
Line rekey started
clk Sym clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0x6a9b47c_328300c_494b633 0x6a9b47c_328300c_494b633_ca
-3 - 0x04a5487a96eb30c2 ~ca430af 69d5a81 2aca65b - - 430af 69d5a81 2aca65b 0x937ac3f3
0x879a851_989b69f 6420e6d 0x879a851_989b69f 6420e6d_dd
-2 -- 0x094a98£52dd66185 ddc1460 b3f26bd 8c556ad -- -- c1460_b3f26bd_8c556ad 0x79dale88
0x18de0la_768c6d5_e218387 0x18de0la_768c6d5_e218387_a3
-1 - 0x029531ea53acc30b a350cbc_03ebb4b 1e54508 -- -- 50cbc_03ebb4b 154508 0x67f2a9¢2
0x18de0la_768c6d5_e218387 0x18de0la_768c6d5_e218387_a3
0 798 | 0x029531ea53acc30b a350cbc_03ebb4b 154508 -- -- 50cbc_03ebb4b 154508 0x67f2a9¢2
0x1993cc8_32dc62a_6962b83_ 0x1993cc8_32de62a_6962b83_4d
1 801 | 0x052a6bd4a759a617 4d8cafe e2f16b4 ebf7986 - -- 8cdfe e2fl16b4 ebf7986 0x083a8ba3
0x0e822db_a83031f a9c4asSb_ 0x0e822db_8al1213d_a9c4a5b_09
2 805 | 0x0a54dfa946b34c2e 2943f8c cf24631 4ffcb67 - -- 43f8¢c cf24631 4ffcb67 0xf9b2505f
0x6a80987_0e95bf5_ff13137 Oxd7aca29 889bac2_ffd8d76 44
32 925 | 0x05513421c78b598c 27f90f 559cb7c 8763fl11 - -- 6ecbe b8ee2lc 69d14b3 0x02ba87f6
33 929 | 0x0aa2604387169318 - -- 0x41a13092
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0x964fcca e183cf2 cc9a9b2 d 0x3ccd221 f7a33c¢5S b9cfdd3 13
9aefoc_96b722f 9bas5081 34641 674cc6d 039ed41
Line rekey ignored (line rekey in progress)
0xd0a7549 827ecb5_0e9b0be 0x42fe8b9_145cf66_d8bb70a_b8
34 933 | 0x0544c8870e2d0631 6001de0 _120a3d0_f6e29bb -- -- e892a 5ed212b 4b15bf3 0x099981e4
0xfa86c8d_laf071c_687b404_f Oxe2cf8f4_69falf8 07d760d_aSc
35 937 | 0x0a89990e145a0c62 dd2043 264ea97 a41bbed - -- 7214 bda88c2 8f3d44a 0xb910{349
0xc34595a_3b6bd29_a9ace02 0xae00e68_517b4b4 7de84dc f7
53 1009 | 0x0620152ab75e01a0 421d3d2 98cf20a 12441ff - -- 234 4bca73f 80f4c73 0x3173e¢010
0x17b53ed 7916295 1d7c¢546_ 0x2cd390c_12f1d92_ccb0f59 _1d
54 1013 | 0x0c4022556ebc0341 51c3843 88920d9 ccfbe63 -- -- 11860 16aa9fb 304a3dc 0x459d0f2f
0xf9b9441_325afe9 ffd7607_8 0xe29dc85 2ed2398_37e2616_42
55 1017 | 0x08804caadd780683 fSclfa _88ef726 e63027d - -- a9516_d3aa0c8 e268bd9 0x96e30b57
0xb55b860_68abd28 4f65ac8 0x57a3287_d9b745b_d715¢19_0
56 1021 | 0x01009955baf02d07 383454a_8f10900 4081619 -- - e684e5_fib924e 5478cea 0x9624dba8
0xb55b860_68abd28_4f65ac8 0xble4394_55e273f 70532c8_5d
57 1025 | 0x01009955baf02d07 383454a 8f10900 4081619 -- - faa41 abb4601 d8ff7cd 0x8dec989a
0xb55b860_68abd28_4f65ac8 Ox6ee584a_348883e _f31e258 25
58 1029 | 0x01009955baf02d07 383454a 8f10900 4081619 -- - 34612 8801757 fa0915d 0x{f3d0703
0xb55b860_68abd28_4f65ac8 0Oxcebec90_3a26f7f fa84ectH_6b6
63 1049 | 0x01009955baf02d07 383454a_8f10900 4081619 -- -- 4021 7acb60a 9020769 0x14b2c410
0xb55b860_68abd28 4f65ac8 0xb71fa43_96268fa_eb8c722_56f
64 1053 | 0x01009955baf02d07 383454a 8f10900 4081619 -- - €792 22b83b0 _3a96d93 0x2564b543
0xb55b860_68abd28_4f65ac8 0xb55b860_68abd28_4f65ac8_38
65 1057 | 0x01009955baf02d07 383454a 8f10900 4081619 -- - 3454a 810900 4081619 0x71144aa6
0xc28b46c_b53905a_b27971e 0xc28b46c_b53905a_b27971e_36
66 1061 | 0x02013aab7de05a0e 368bd36 dlddedf d2632fb - -- 8bd36 dlddedf d2632fb 0xae82b903
Line rekey started
clk Sym clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0xb55b860_68abd28_4f65ac8 0xb71fa43 96268fa eb8c722_56f
-3 - 0x01009955bat02d07 383454a 8f10900 4081619 -- - €792 22b83b0 3a96d93 0x2564b543
0xb55b860_68abd28_4f65ac8 0xb55b860_68abd28_4f65ac8 38
-2 - 0x01009955bat02d07 383454a 8f10900 4081619 -- - 3454a 810900 4081619 0x71144aa6
0xc28b46c_b53905a_b27971e 0xc28b46c_b53905a_b27971e 36
-1 - 0x02013aab7de05a0e 368bd36 dlddedf d2632fb - -- 8bd36 dlddedf d2632fb 0xae82b903
0xc28b46c_b53905a_b27971e 0xc28b46c_b53905a_b27971e 36
0 1064 | 0x02013aab7de05a0e 368bd36_dlddedf d2632fb - -- 8bd36_dlddedf d2632fb 0xae82b903
Oxee77b50_0034f9a 6c6262d Oxee77b50_0036f9a_6c6262d 53
1 1065 | 0x04027d56f3c0b41d 530e647 2bdd9a7 11d3cf8 -- -- 0e647 2bdd9a7 11d3cf8 0x345dcf27
0x0dc1123_a65032¢_1c26806 0x0dc1123_847210e_1c26806_8
2 1069 | 0x0804f2adef81483b a%aae5a_le40b3e 9a04ffO - - 9aae5a_le40b3e 9a04ftY 0x15f96dbb
0x400c396_707f793_668d894 Oxaee2d98_ebfceOa_668d894_f00
3 1073 | 0x0009e55bdf02b077 d1814b4 3c09240 82d6£30 -- - 56ac_3c09240 a2d6720 Oxea8546eb
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0x5c0ad37_b7calba_f946b32

Ox7eedfe7_bb32144 9dbbade fd

32 1189 | 0x04ae9be51abbb517 8322662 1a5f634 291771 -- -- 70a6d 72e9c54 25a03d6 0x1f19ab19
0x78edlab_7507e03_3b961a0_ 0x067d1fe_363749¢_27ef059 _d0
33 1193 | 0x095d37ca3cd76a2e €02d291 65ce57c d4a3c9c -- -- 5c4f2 Ted36e6 06b050d Oxe2ceecd
Line rekey discarded, frame key calc started
clk Sym clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0x5b9dc62_cabb993 c6412b8 0x67b8eef 6080601_7077dfa 43
-3 -- -- 04f1e29 5830aec cb8bab3 -- -- 58fbc ac5f74e 4941lecf 0x6fe03b2d
0x5c0ad37 b7calba f946b32 0x7ee4fe7 bb32144 9dbba9e fd
-2 - - 8322662 1a5f634 2e91771 -- -- 70a6d _72e¢9c54 25a03d6 0x1f19ab19
0x78edlab_7507¢03_3b961a0_ 0x067d1fe_363749¢_27ef059_d0O
-1 -- -- €02d291 65ce57c d4a3c9c -- -- 5c4f2 7ed36e6 06b050d Oxe2ceecd 1
0x34931bf 7fec72a_d00e4a6_5 Oxeclfa05_dc2f319_2353dc8 99
0 1197 -- leae22 ad0c80d f18d4e6 -- -- 431ee 211e2b8 1b8671d 0xe55bdb57
0xc040e35_54294b7_0000000 0x20afe0a_406fc7b_801a956_42c
1 1198 - ~7a3b0f9 42b1dbd 000006a - -- 07ac 2048374 d872687 0x37a7ad67
0x6666ade_47b5444 93d46aa 0x0010b30_a015¢96_19a299b_8c
2 1202 - e4f374f 3c¢d0333 212d6ab - - cca7f 8d3670 4eec3el 0x4dccObld
0x1232d67_ef6a7aS 6055678 0x241b2b1_ScadSe0_e28a200_ 61
3 1206 - d509b9f 427d387 e30af77 - -- 32372 64cabb7_050fd0b 0x0a0a9458
0x811566¢_dal4697 66f89db 0x802e4a0_24e6726_230bb03_2e
4 1210 - 84306fe 411d172 19e3620 - -- 7e544 c3bSaba ba94642 0x3f6037e5
0xf7027a4_dc24164_29716¢cf 0x64e40d7_0798734_eed6444 0
5 1214 - fOcd06e 9fad21f 41cbe85 - 34e9e0 d7a7c¢97 729c38 0x3df2daf4

Table B-40. Cipher State in SST mode for 1
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clk stream cipher enc stream
-3 Oxlc 0x6559c03e Oxlc
-2 0x3c 0x6559c03e 0x3c
-1 0x3c 0x6559c03e 0x3c
0 Oxlc 0x6559c03e Oxlc
1 0x39 0xb79ee5fe 0xc7
2 0x00 0xb79eeSfe 0xe5
3 0x00 0xb79ee5fe 0x%e
4 0x39 0xb79ee5fe 0x8e
5 0x00 0x289af919 0x19
6 0x00 0x289af919 0xf9
7 0x39 0x289af919 Oxa3
8 0x00 0x289af919 0x28
9 0x00 0xd25b5d6c 0x6¢
10 0x39 0xd25b5d6¢c 0x64
11 0x00 0xd25b5d6c 0x5b
12 0x00 0xd25b5d6¢c 0xd2
13 0x00 Oxed55dcde Oxde
129 0x00 0x7847ef0d 0x0d
130 0Oxbc 0x7847ef0d 0Oxbc
131 0x3c 0x7847etf0d 0x3c
132 0x3c 0x7847ef0d 0x3c
133 0Oxbc 0xf96f47cd 0Oxbc
134 0x39 0xf96f47cd 0x7e
135 0x00 0xf96f47cd 0x6f
136 0x00 0x96f47cd 0xf9
137 0x39 0x30f12a24 Ox1d
138 0x00 0x30f12a24 0x2a
139 0x00 0x30f12a24 0xf1
140 0x39 0x30f12a24 0x09
141 0x00 0xd47a2546 0x46
142 0x00 0xd47a2546 0x25
143 0x39 0xd47a2546 0x43
144 0x00 0xd47a2546 0xd4
145 0x00 0x2¢e79fa0f 0x0f
185 0x00 0x49152bc4 Oxc4
186 0x00 0x49152bc4 0x2b
187 0x00 0x49152bc4 0x15
188 0x00 0x49152bc4 0x49
189 0x00 0x1f068148 0x48
190 0x00 0x1f068148 0x81
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191 0x00 0x1f068148 0x06
192 0x00 0x1f068148 0x1f
193 0x00 0xb79cb954 0x54
194 0x00 0xb79cb954 0xb9
195 0x00 0xb79cb954 0x9c
196 0x00 0xb79cb954 0xb7
197 0x00 0xfe492f2a 0x2a
198 0x00 Oxfe492f2a 0x2f
199 0x00 0xfe492f2a 0x49
200 0x00 Oxfe492f2a Oxfe

201 0x00 0x53331el8 0x18
202 0x00 0x53331el8 Oxle
203 0x00 0x53331el8 0x33
204 0x00 0x53331el18 0x53
205 0x00 0x5c0e4039 0x39
206 0x00 0x5c0e4039 0x40
207 0x00 0x5c0e4039 0x0e
208 0x00 0x5c0e4039 0x5¢c
209 0x00 0x4a040224 0x24
261 0x00 0x14b8b17b 0x7b
262 0x00 0x14b8b17b 0xb1
263 0Oxbc 0x14b8b17b 0Oxbc
264 0x3c 0x14b8b17b 0x3c
265 0x3c 0x36693806 0x3c
266 0Oxbc 0x36693806 0Oxbc
267 0x39 0x36693806 0x50
268 0x00 0x36693806 0x36
269 0x00 0x377c62a2 Oxa2
270 0x39 0x377c62a2 0x5b
271 0x00 0x377c62a2 0x7c
272 0x00 0x377c62a2 0x37
273 0x39 0Ox1dae33a6 0x9f
274 0x00 Ox1dae33a6 0x33
275 0x00 Ox1dae33a6 Oxae
276 0x39 Ox1dae33a6 0x24
277 0x00 Oxbcde2a64 0x64
389 0x00 0x03b468b1 0xb1
390 0x00 0x03b468b1 0x68
391 0x00 0x03b468b1 0xb4
392 0x00 0x03b468b1 0x03
393 0x00 0x9328a53d 0x3d
394 0x00 0x9328a53d Oxa5
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395 0x00 0x9328a53d 0x28
396 0Oxbc 0x9328a53d 0Oxbc
397 0x3c 0xb5e38b64 0x3c
398 0x3c 0xb5e38b64 0x3c
399 0Oxbc 0xb5e38b64 0Oxbc
400 0x39 0xb5e38b64 0x8c
401 0x00 0x96fc2396 0x96
402 0x00 0x96£c2396 0x23
403 0x39 0x96£c2396 0xc5
404 0x00 0x96£c2396 0x96
405 0x00 0xbc51d239 0x39
406 0x39 0xbc51d239 Oxeb
407 0x00 0xbc51d239 0x51
408 0x00 0xbc51d239 0Oxbc
409 0x39 0x8908e8ac 0x95
410 0x00 0x8908e8ac 0xe8
411 0x00 0x8908e8ac 0x08
412 0x00 0x8908e8ac 0x89
413 0x00 0x1d74baa3 Oxa3
414 0x00 0x1d74baa3 Oxba
415 0x00 0x1d74baa3 0x74
416 0x00 0x1d74baa3 Ox1d
417 0x00 0xd8835587 0x87
418 0x00 0xd8835587 0x55
419 0x00 0xd8835587 0x83
420 0x00 0xd8835587 0xd8
421 0x00 0xaf70715f 0x5f
422 0x00 0xaf70715f 0x71
423 0x00 0xaf70715f 0x70
424 0x00 0xaf70715f Oxaf
425 0x00 0xc861665f 0x5f
426 0x00 0xc861665f 0x66
427 0x00 0xc861665f 0x61
428 0x00 0xc861665f 0xc8
429 0x00 0x2bbcf09a 0x9a
505 0x00 0xc07ece76 0x76
506 0x00 0xc07ece76 Oxce
507 0x00 0xc07ece76 0x7e
508 0x00 0xc07ece76 0xc0
509 0x00 0xedf08af9 0xf9
510 0x00 0xedf08af9 0x8a
511 0x00 0xedf08af9 0x10
512 0x00 Oxedf08af9 Oxed
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513 0x00 0xb86284bb 0xbb
514 0x00 0xb86284bb 0x84
515 0x00 0xb86284bb 0x62
516 0x00 0xb86284bb 0xb8
517 0x00 0xb87439a6 0xab
518 0x00 0xb87439a6 0x39
519 0x00 0xb87439a6 0x74
520 0x00 0xb87439a6 0xb8
521 0x00 0xf701fled Oxed
522 0x00 0xf701fled 0xfl

523 0x00 0xf701fled 0x01
524 0x00 0xf701fled 0xf7

525 0x00 0x523d121c Oxlc
526 0x00 0x523d121c 0x12
527 0x00 0x523d121c 0x3d
528 0x00 0x523d121c 0x52
529 Oxbc 0xf96f47ae 0Oxbc
530 0x3c 0xf96f47ae 0x3c
531 0x3c 0xf96f47ae 0x3c
532 Oxbc 0xf96f47ae Oxbc
533 0x39 0xba695cSb 0x62

15 January, 2010
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Test Vectors for 1-Lane Main Link Configuration in SST Mode (Inter-BS
spacing = 607, CPSR Interval = 5)

Authentication

Table B-3 and Table B-4 provide the LFSR and Block module states during the first part of authentication.

Initial Bootstrapping

Table B-25 provides test vectors during the initial bootstrapping operation.

After start of encryption

Table B-42 provides test vectors generated after the start of encryption (beginning with the first CPSR symbol set
that triggers encryption). Table B-43 provides encrypted cipher outputs.

Frame key calc started

clk Sym clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0xd20317a_3725bc8_256atSe 0xd20317a_3725bc8 256af5e 6b
-3 - - 6b9cc06_7d7aal8 879092 - -- 9cc06_7d7aal8 879092 0x6559c03e
0xd20317a_3725bc8_256atSe 0xd20317a_3725bc8 256af5e 6b
-2 - - 6b9cc06_7d7aal8 879092 - -- 9cc06_7d7aal8 879092 0x6559c03e
0xd20317a_3725bc8_256afSe 0xd20317a_3725bc8_256afSe_6b
-1 - - 6b9cc06_7d7aal8 879092 - -- 9cc06_7d7aal8 879092 0x6559c03e
0xd20317a_3725bc8_256afSe 0xd20317a_3725bc8_256afSe_6b
0 0 - 6b9cc06 7d7aal8 879092 - -- 9cc06 7d7aal8 879092 0x6559c03e
0xc040e35_54294b7_0000000 0x9b48c65_317de85_4cfb937_50
1 1 - £523e56 bfd4e50 000001d - -- d9c10 5d7fbdc 6a03908 0xb79eeSte
0x6666ade_47b5444 93d46aa_ 0x94ede66_8141634_5f900d1_5f
2 5 -- ala9cb4 a206aaa cacfa30 -- -- 7a0f0 f291dcb Salcebe 0x289af919
0x1232d67_ef6a7aS 6055678 0x1f69314_9a31990_c4b92db_31
3 9 - 533e54c_e4b418a 91fbcbb - - a6525 6ab1304 928c3d8 0xd25b5d6e
0x811566¢_dal4697 66f89db 0x7f0a70c_d1bda54 34c9929 7d
4 13 - d9ce46b c89¢263 9e¢3097e - -- f4b37 d8d588c 855d111 Oxed55dcde
0x8b0a742_b70dalc_2307640 0x4736b27_c7ebcal _aa86bef 45
45 177 -- 1009320 6¢c69ad6 2dfc26d -- -- 39¢7b 6¢6bdec c4blfll 0x10f21d66
0x57dd199_d4f7e9b_b85862b 0x2789d57 f53ee8a_3cfeaf5 817
46 181 -- Scc55f4 2bSefea 85611ff -- -- 480c_c30af76 2f49767 0x37affe86
0xc9472£7 c4371c6_667db05_ 0xfa07250_£725212 9bc279d_76
47 185 - 9e19673_1fcfb80 9e1665f -- -- fe6la_el521fc b331b7 0x49152bc4
0x2aeaf01 beefd43 eOcd9al d Oxcaf5121 1129806 3836e0a_90
48 189 - 83548d_480c50a_Sd4edOe - -- 51c5e 34551ae 7f7b35a 0x1f068148
0x5cfb3bd _bb2e5ca 6f52793 0x62e765a 09101ee f92cabl 4cf
49 193 - 8bb82fe ea7c298 d9a59fa - -- d7ca_{8ad063 197804 0xb79cb954
0x8bb82fe_ea7c298 d9a59fa_f 0x960d99¢_e9b8bOf 782d158 64
50 197 | 0x0f53e0a6257702fc 523e56 bf44e50 000001d -- - 5c7a9 312615f cad6465 0xfe492f2a
0xb486149_cca6e3d_0355dff 0xb72431d_495f294 abal3a4 cl
51 201 | OxOea7c94c42ee05fd 2262329 a206aaa cacfa30 -- -- aSedc d8ea59b 2cbcadl 0x53331e18
0x120ec20_al030d1_4¢72806_ 0xe94a5e8_bad382a b516ee3 2a
52 205 | 0x0d4£929885dcObtb a00fb45 e4b418a 75af954 -- -- eal2a 04f35e9 6a44723 0x5c0e4039
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0xc084d58_ee8b642_7dd6814 0x8b46a53_283034d_84a452f 99

53 209 | 0x0a9£253103b837t6 ~079525¢ aef8c5e ada7f43 -- -- 58918 06¢7952 3d3b8d2 0x4a040224
0x283bb5d_356dcld_5ef8302 0x06af6be_8574776_6244dcl 1c

101 401 | 0x08549a75241cec5b 740b636 _1e2bbbl 7729024 - -- 04bf2_7dala03 96282 0x96fc2396
0xd1bdb61 18b2c89 06d55fe 0x8000caf 8f340fb 57fbaa ece

102 405 | 0x00a934¢a4839f8b6 85d7861 4a2d2c4 3f0f76a - 0x6a42 383b_Sd4ccf2 e2ff34b 0xbc51d239
0Oxabddb90_19d2bda_7540b7a 0x394¢745_ec99143_e3£8f19 37

103 409 | 0x015269d49873d16¢ 458c215 014¢756 aca7735 - 0xbldb Sec6c 39c7cef ba78801 0x8908e8ac
0x924eb87_b7a728b_8f829c6_ 0x398cfb0_51408ef 9500162_a9

104 413 | 0x02a4d3a938e782d8 35dd971 63da5b0 486ff01 0x97 0xd7a3 35d4f 835f420 da99144 0x1d74baa3
0x711d28b_ffa6fca 923e67b_1 0xde9d7cl_83df898 1e55332_dd

105 417 | 0x0549at5279cf05b1 5707a7 42a4bb2 2deda6bd 0xbb 0xb0f9 c9add a82acb2 2885c03 0xd8835587
Oxeff1213 232b20_0064b82_ 0xd887{8b_5d37e0d_fedd145 6a

106 421 | 0x0a935ea4f39e2b63 ae1968a 4a3cbad 40cb306 0x62 0x84bb 55¢77 9369bfb 5028d20 0xaf70715f
Oxeff1213 €232b20_0064b82_ 0xb77t694_6fed836_ec5fbda_bef

107 425 | 0x0a935ea4f39¢2b63 ac1968a_4a3cba4 40cb306 0x62 0x84bb a034 2c5d690 ae478¢9 0xc861665f
Oxeff1213 €232b20_0064b82_ 0xa67d45e_0b30f7d_2bb93be_e0

108 429 | 0x0a935ea4f39¢2b63 ae1968a_4a3cba4 40cb306 0x62 0x84bb 9b5f5 22ca847 b849198 0x2bbcf09a
Oxeff1213_€232b20_0064b82_ 0x166a2ba_5f9a304_a43b4df 8fb

125 497 | 0x0a935ea4f39e¢2b63 ac1968a 4a3cbad 40cb306 0x62 0x84bb e5a7 9a54da6 efc6aSc 0xee629a59
Oxeff1213 €232b20 0064b82 0x449391b_636e0e9_7fcec83_c8

126 501 | 0x0a935ea4f39¢2b63 ae1968a 4a3cbad 40cb306 0x62 0x84bb 5608 d20d4b9 1a23cd8 0x0d25408d
Oxeff1213 €232b20_0064b82_ 0x6886c93_2065¢45 7731684 82

127 505 | 0x0a935ea4f39e2b63 ac1968a_4a3cba4 40cb306 0x62 0x84bb 2378 df3ef7a_cae90a7 0xc07ece76
Oxeff1213 €232b20_0064b82_ 0x9359a39 d450al2_51ceSbe_d3

128 509 | 0x0a935ea4f39e2b63 ae1968a_4a3cba4 40cb306 0x62 0x84bb 062b6 2c9cca3 c74edcd 0xedf08af9
Oxeff1213_€232b20_0064b82_ 0Oxeff1213_¢232b20_0064b82_ae

129 513 | 0x0a935ea4f39e2b63 ae1968a_4a3cba4 40cb306 0x62 0x84bb 1968a 4a3cba4 40cb306 0xb86284bb
0xddd552f 3d3bac2_fb230d5_ 0xddd552f 3d3bac2_fb230d5_83

130 517 | 0x0526b549e73c76¢7 83a2d78 5aldad4l 8fed1d6 0x74 0x3926 a2d78 Salda4l 8fedld6 0xb87439a6
0xc258963_5d097d0_e50aa7c_ 0xc258963_5d097d0_e50aa7c_fc

131 521 | 0x0a4d6293ce78ed8e fc50f00 a2a747b a45b784 0x01 Oxfled 50100 a2a747b a45b784 0xf701fled
0x3ee198a 04b39f8 f0lee89 0x3ee198a 04b39f8 f0lee89 39

151 601 | 0x00854389327alc4b €392916 3d7¢268 0807828 0x6e 0x587b 2916 3d7c268 0807828 0x7a6e587b
0xa229e89_1f7747e_bb6ce495 0xa229e89_1f7747e_b6ece495_10

152 605 | 0x010a87126cf41896 101202e 020e264 4873cd6 0xc7 0xb3a7 1202¢ 020e264 4873cd6 0x09c7b3a7

Line rekey started

clk Sym clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0x2284715_70e251b_ec74b73 0x2284715_70e251b_ec74b73_4f

-3 - 0x0842a5c¢49d3d0e25 459d37 3639be9 33147ad - -- 59d37 3639be9 33147ad 0x07b605a2
0x3ec198a_04b39{8 f0lee89 0x3ee198a_04b39{8 f0lee89 €39

-2 -- 0x00854389327alc4b €392916 3d7¢268 0807828 -- -- 2916 3d7c268 0807828 0x7a6e587b
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0xa229¢89_1£7747¢ b6ced95 10

-1 - 0x010a87126cf41896 101202e 020e264 4873cd6 -- -- 1202e 020e264 4873cd6 0x09c7b3a7
0xa229e89_1f7747e_bb6ced95 0xa229e89_1f7747e_b6ece495 10
0 607 | 0x010a87126cf41896 101202e 020e264 4873cd6 -- -- 1202e 020e264 4873cd6 0x09c7b3a7
Oxbb4fcd4 65d2a21_9dal8b8 Oxbb4fcd4 65d0a21_9dal8b8 f7
1 609 | 0x02150e24d9e8112¢c f7¢7444 ede2441 5fb7c54 - -- c7444 ede2441 5tb7c54 0xe99f1ab9
0xf88c179_8283a29 9e918a0 0xf88¢c179_a0a380b_9e918a0 52
2 613 | 0x042alc49b3d02258 728834 dds58f33 f612d38 - -- 81834 dd58f33 f612d38 0OxeOc2bael
0x7aa576¢c_d6954c2_025f54b 0x93032a8_7eff58¢c_ccOb9fd_767
53 817 | 0x0ddf7c3b6de5087d 0597¢c54 4e0e339 50de5de - -- a3d9 1c24c82 240b8d8 0x7934d11a
Oxaaal6fl_994f7c7_416ec60_a 0xc19b327_4186271_2b65083_5
54 821 | 0xObbef876d3ca30fb S0cafd 715cb28 eed0lcd -- -- 96debl 08d0625 2d7c6b9 Oxacec5614
0x8384a84 eb31208 e891lec2 0x24a0a37_ceel60d_6b5c2a6_bb
55 825 | 0x077df0eda79461f6 baef4bc_8682091 48cdf98 - -- Obcca_8b01543 001faa2 0x4245£339
O0x2e8ead4 111923a e352ad2 0x3cbdc43_32b8e7a 92772b0_43
56 829 | 0xOefbe9db4f28e3ec 82facOc_ee8f19d b8f923f - -- 87711 510238 b79fbc6 Oxcaldf67d
0x2e8ead4 111923a e352ad2 0x899a862 d763610 0OdaaaSa 60
57 833 | 0xOefbe9db4f28e3ec 82facOc_ee8f19d b8f9H23f - -- 2aa33 755d00a c74c9ad 0xe841bd65
0x2e8ead4 111923a e352ad2 Oxcab52b0_aa02f0e_aa41b32_2d
58 837 | 0xOefbe9db4f28e3ec 82facOc_ee8f19d b8f923f - -- d31cb 4456835 13c2d55 0x4ce9f128
Ox2e8ead4 _111923a e352ad2 0x700fcce_abebaaf bc73fae 373
63 857 | 0xOefbe9db4f28e3ec 82facOc_ee8f19d_b8f9H23f - -- 7c¢9c_fa39ed7 13ceal2 0x4438a053
O0x2e8ead4 111923a e352ad2 0x63ad196_ladaaae 0a04bSe d2
64 861 | 0xOefbe9db4f28e3ec 82facOc_ee8f19d b8f923f - -- bec56_d4200b9 9df191d 0x05f192f1
Ox2e8ead4 111923a e352ad2 Ox2e8ead4 111923a e352ad2 82
65 865 | 0xOefbe9db4f28e3ec 82facOc _ee8f19d b8f923f - -- facOc_ee8f19d b8f923f 0x38f334b5
0x7de7769_467ed69_42481d2 0x7de7769_467ed69_42481d2_8
66 869 | 0x0df7d3b69651c7d9 8a6a74d 056388 a0886b6 - -- a6a74d_0563f88 a0886b6 0x4d15ca49
0x1901£63_3db4f22_cd30662 0x1901f63_3db4f22_cd30662_1la
67 873 | 0xObefafod24a3afb3 laf51fb f335afc c547562 -- -- f51fb f335afc 547562 0xa72b6£8f
0x19d38b1_1ae4799_8d65e75 0x19d38b1_1ae4799 8d65e75_d
146 1189 | 0x0d34123b6f78ee70 d9ccc48 b6413b9 0238e37 0x7f 0x7236 9cce48 b6413b9 0238e37 0x827f7236
0x1647278_26c99c0_5ae364b_ 0x1647278_26c99¢0_5ae364b_9c
147 1193 | 0x0a682476d6f1fce0 9cded6f 994a55 7a19093 0xb4 0x229d ded6f £994a55 7a19093 0x67b4229d
0x0c236d1_0c44b86_2c65940 0x0c236d1_0c44b86_2c65940 2
148 1197 | 0x04d048edade3d9cO 294db46 d4f0bd4 9d4f143 0x22 0xd36f 94db46 d4f0bd4 9d4f143 0x4922d36f
0xbf7fdbb_1c49bel_Oed1f71_ 0xbf7fdbb_1c49bel_Oed1f71_351
149 1201 | 0x092091dbSbc79380 35196be 85e46dc 07a94c3 Oxe8 0x026e 96be 85e46dc 07a94c3 0x03e8026e
Oxafdeca3 c2817f6_0b25f01 ¢ Oxafdeca3 ¢2817f6_0b25f01 ccd
150 1205 | 0x03412bb6b78f0700 cdf10b_8966e0b_740a387 0xa5 0xd0b2 f10b_8966e0b_740a387 0x37a5d0b2
0x3539b72_bc47849 3f4d63b 0x3539b72_bc47849 3f4d63b_0Oe
151 1209 | 0x06825f6d671e2e00 0247996 _d5468c8 c044629 0Oxcb 0x37de 47996_d5468c8 c044629 Oxa2cb37de
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0x70aalee_1916e53_9343318 0x70aalee_1916e53_9343318_00
152 1213 | 0x0d04bedac63c7c01 005bd33 3b75a71 09bbf47 Oxae Oxbe27 5bd33 3b75a71 09bbf47 Ox2faebe27
Line rekey started
clk Sym clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
Oxafdeca3 c2817f6_0b25f01 ¢ Oxafdeca3 c2817f6_0b25f01 ccd
-3 - 0x03412bb6b78f0700 cdf10b 8966e0b 740a387 - -- f10b 8966e0b 740a387 0x37a5d0b2
0x3539b72_bc47849 3f4d63b_ 0x3539b72_bc47849 3f4d63b_0Oe
-2 - 0x06825f6d671e2e00 0247996 d5468c8 c044629 - -- 47996 d5468c8 c044629 Oxa2cb37de
0x70aalee 1916e53 9343318 0x70aalee 1916e53 9343318 00
-1 - 0x0d04bedac63c7c01 005bd33 3b75a71 09bbfd7 -- - 5bd33 3b75a71_09bbfd7 Ox2faebe27
0x70aalee 1916e53 9343318 0x70aalee 1916e53 9343318 00
0 1214 | 0x0d04bedac63c7c01 005bd33 3b75a71 09bbfd7 -- - 5bd33 3b75a71 09bbfd7 Ox2faebe27
0x6473668_6edbd72_18cde47 0x6473668_6edbd72_18cde47 5
1 1217 | 0x0a0975b58c78{802 543cfc8 280f59¢c_4f0aadf - -- 43cfc8 280f59c 4f0aadf 0xec826407
0x4062b97_1fa7e73_56a1368_ 0x4062b97_1fa5e73_56a1368_64
2 1221 | 0x0412e36b18f1f005 64e283c _50b7071 be7ea79 - -- €283c 50b7071 be7ea79 0x08d9520f
0x187657d_1bae281_577b323 0x187657d_398e0a3_577b323_0
3 1225 | 0x0825ced639e3e00b ~27b87e3 dftf8031 776960 -- -- 7b87e¢3 dff8031 776960 0x9229ca33
0x015e056_3d174cb_61f12f7 0x427e9c7_f5e2cf2_b4bb979 2a
54 1429 | 0x02dd72ef0ad2ab2a ceaecOb_ea36d88 4{78f49 - - bdc06_af382c9 df34c0b 0x9358df33
0x6dd23f9 77a2cfe al509e3 Ox10eafbc_28d649¢ 523d073_a6
55 1433 | 0x05baeddel5a55655 6dd7565 844a532 efdedf3 - -- €6130 773879d 7aa0d48 0x59933d4f
0Oxed6c213_29d6alb_bfal457 0x1807382_897ae40_0577723 e
56 1437 | 0x0b75d3bc234a8cab 27122de 3583f4c ac0485b - -- 4bed34 14fala3 b651616 0x60f86810
0Oxed6c213_29d6alb_bfal457 Oxde91fea_e662530_3fff72a_0f4
57 1441 | 0x0b75d3bc234a8cab 27122de 3583f4c ac0485b -- -- b685 9£c8293 def8cbd Ox5ea82a7f
0Oxed6c213_29d6alb_bfal457 0x709¢987_2482dfc_eedc8fd f1f
58 1445 | 0x0b75d3bc234a8cab 27122de 3583f4c ac0485b -- -- c2b0 bbc2710 81cd189 0x648c61e4
0xed6¢213 29d6alb bfal457 0x65ae8b7 960a7cc e0b3217 81
63 1465 | 0x0b75d3bc234a8cab 27122de 3583f4c_ac0485b - -- 91988 147cfcb c90de71 0x4d425756
0Oxed6c213_29d6alb_bfal457 0xa212ff3_af64926_1cef2d6_379
64 1469 | 0x0b75d3bc234a8cab 27122de 3583f4c_ac0485b - -- 3d49 1dce673 6ec6fs5f 0x78b3b2b0
0Oxed6c213_29d6alb_bfal457 Oxed6c213_29d6alb_bfal457 27
65 1473 | 0x0b75d3bc234a8cab 27122de 3583f4c ac0485b -- -- 122de 3583f4c ac0485b 0x1a9f10bf
Oxdb2beda_e6d5coec_fd3b272 Oxdb2beda_e6d5coec_fd3b272_53
66 1477 | 0x06eba77846951957 53119bb e360e8e _e20d6ec -- -- 119bb e360e8e e20d6ec 0x10450485
0x8edb847_8675f37_836ad25_ 0x8edb847_8675f37_836ad25_46
149 1809 [ 0x03d7a5bff04e9cb4 46cbd6f 071cd46 2d7238d 0xc5 0x8401 cbd6f 071cd46 2d7238d 0x2dc58401
0x303b450_962052f 0682297 0x303b450_962052f 068a297_58
150 1813 | 0x07af437fe09d3969 586af27 1c8588c 2134010 Oxla 0x5769 6af27 1c8588c 2134010 0x471a5769
0x661e31f dad4e8d8 26blabe 0x661e31f da4e8d8 26blabe 92
151 1817 | 0x0f5e861fc93a52d2 92884a0 e7ace26 278a053 Oxfc 0xf86d 884a0 e7ace26 278a053 0x3ffct86d
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0x678bd2e_7f114df 7937faS_ 0x678bd2e_7f114df 7937fa5 98a
152 1821 | 0x0ebd0dff9274a5a4 9821699 6dfe262 931dede 0xb2 0x77e8 1699 6dfe262 931dede Oxalb277e8
Line rekey started
clk Sym clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0x303b450_962052f 0682297 0x303b450_962052f 0682297 58
-3 - 0x07af437fe09d3969 586af27 1c8588c 2134010 - -- 6af27 1c8588¢c 2134010 0x471a5769
0x661e31f dad4e8d8 26blabe 0x661e31f da4e8d8 26blabe 92
-2 -- 0x0f5e86ffc93a52d2 92884a0 e7ace26 278a053 -- -- 884a0 e7ace26 278a053 0x3ffct86d
0x678bd2e_7f114df 7937faS 0x678bd2e_7f114df 7937fa5S 98a
-1 - 0x0ebd0dft9274aS5a4 9821699 6dfe262 931dede - -- 1699 6dfe262 931dede Oxalb277e8
0x678bd2e_7f114df 7937faS 0x678bd2e_7f114df 7937fa5S 98a
0 1821 | 0x0ebd0dff9274a5a4 9821699 6dfe262 931dede - -- 1699 6dfe262 931dede Oxalb277e8
0x961d456_bad4e844 4822f7d 0x961d456_ba4c844 4822f7d_cl
1 1825 | 0x0d7albff2ce94b48 c115bb4 b9a7cd0 d1f0bda - -- 15bb4 b9a7cd0 d1f0b4a 0x20adS5acd
0x6b7b5af 6f9e49 94dd872 0x6b7b5af d4d9cob_94dd872 47
2 1829 | 0x0af437fe51d2b691 671a42d_f71b647 a76f725 - -- la42d {71b647 a76{725 Ox5ac6af2c
0xabd0450 6ee980e S0ab2ee 0x453eaSe_d74a3b5_50ab2ee af
3 1833 [ 0x05e86ffcaba54d23 ae14835 ab3757c 89fcl114 - -- 90a2d ab3757c 89bc914 0x89e574b6
0x2f8ccdb_bf14967 c12b253 0x95aa32d_c583b9f 7a25930_74
52 2029 | 0x014d6a7fe218fcab 7ef7195 137el7f Tcef7ab - -- adlce _6ba43aa 7alfbd6 0xe2393209
0x8294¢57_4b513c0_c76e41f 0x0d9ac04_284d0f 375d7a0_95
53 2033 | 0x029ad4ffcc311956 108530e_8fbf75f 7f420fa - -- c0d30 _174b66d c276479 0xa51654b0
0x93cc2ce bff777d_f01c5¢9 a 0xfc35737_2fb1d79_724afSe_586
54 2037 | 0x0535al1ff9863d2ad a605a3 368cb36 Saaled3 - - 7aad 56dad9b 9717e0e 0x73b00e9d
0x5dda3ba_f850ba4 6330bd2 0xd54a82b_a40d79¢_e5b982¢ ee
55 2041 | 0x0a6b43ff30c7855b 51471de 0f381a3 fOb5cdb - -- 4848 1de227f 21275fa 0xd7b89c7f
0x5fcofct 0f481b9 28e7945 1 0x9270c19_8d62e20_0fbcOb6_d4
56 2045 | 0x04d68ffe618f0ab7 ec42cc db8cf36 d2b5473 -- -- 5108f 566a782 cb9b568 0x8bbebl8c
0x5fcofct 0f481b9 28e7945 1 0x9929da_9311d50_83706a7_9
57 2049 | 0x04d68ffe618f0ab7 ec42cc_db8cf36_d2b5473 - -- 93039f 26fa43c_dofH464 0x6ae57838
0x5fcofet 0f481b9 287945 1 0xa9a2bf5_953d012_dcec733_44
58 2053 | 0x04d68ffe618f0ab7 ec42cc_db8cf36_d2b5473 - -- 81a53 de7f357 cl173c2e 0x2a2993ef
0x5fcofct 0f481b9_28e7945 1 0xd7cf516_da7fd8d_5922a88 ee
63 2073 | 0x04d68ffe618f0ab7 ec42cc db8cf36 d2b5473 -- -- 95b88 e3a2lef b68f62d 0xf69dcel 1
0x5fcofct 0f481b9 28e7945 1 0x1flcb7b_3ef0296_7945b04 23
64 2077 | 0x04d68ffe618f0ab7 ec42cc db8cf36 d2b5473 -- -- Occ02 2575564 ed00cof 0x73e6b534
0x5fcofet 0f481b9 287945 1 0x5fcofct 0f481b9 287945 lec
65 2081 | 0x04d68ffe618f0ab7 ec42cc_db8cf36_d2b5473 - -- 42cc_db8cf36_d2b5473 0x67d0529a
0xd979a98 acc905e_c103198 0xd979a98_acc905¢ ¢c103198 {3
66 2085 | 0x09adlffccblel S6f 3d4b0d_4bfc68e 94e2561 - -- d4b0d_4bfc68e 94e2561 0xbdf01lael
0x75e2cc2_263ef54 12f4007_ 0x75e2cc2_263ef54 12f4007_a8c
149 2417 | 0x0f2¢686921141790 a8c7ce0 0862671 4512381 0x96 0x9bbd 7ce0 0862671 45f2381 0x4b969bbd
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0xddfd82e 9435151_e9f407d_ 0xddfd82e 9435151 _e9f407d_a3
150 2421 | 0x0e5cd8d24a282£20 a34bc54 a807337 8b9716b 0x22 0xe8c2 4bc54 a807337 8b9716b 0x3422¢8c2
0x8731da3_ae8f262_d50a6f7_ 0x8731da3_ae8f262_d50a6f7_2e
151 2425 | 0x0cb9b9a494507e40 2e8at8f 162834d a0db88a 0x2c 0xc686 8af8f 162834d a0db88a 0x492cc686
Line rekey started
clk Sym clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
0x75e2cc2_263ef54 12f4007_ 0x75e2cc2_263ef54 12f4007_a8c
-3 -- 0x0f2¢686921141790 a8c7ce0 0862671 452381 -- -- 7Tce0 0862671 452381 0x4b969bbd
Oxddfd82e 9435151 _e9f407d_ Oxddfd82e 9435151 e9f407d_a3
-2 - 0x0e5cd8d24a282120 a34bc54 a807337 8b9716b - -- 4bc54 a807337 8b9716b 0x3422e8c2
0x8731da3_ae8262_d50a6f7 0x8731da3_ae8f262_d50a6f7 2e
-1 -- 0x0cb9b9a494507e40 2e8af8f 162834d a0db88a -- -- 8af8f 162834d_a0db88a 0x492cc686
0x8731da3 ae8f262 d50a6f7 0x8731da3_ae8f262 d50a6f7 2e
0 2428 | 0x0cb9b9a494507e40 2e8af8f 162834d_a0db88a - -- 8af8f 162834d a0db88a 0x492cc686
0x4f1al95 203e725_aS55bed4 0x4flal95 203e725_a55bed4 3f
1 2429 | 0x09737b4920a0dc80 3fa962c 363cdle 21a68el - -- a962c 363cdle 21a68el 0Oxclc3f9a5
Oxfd2fe5d_ad23585_444bbf4 Oxfd2fe5d ad23585_444bbf4_bb
2 2433 | 0x02e6{69241416900 bbbfal7 3e813d6 10eb1b8 - -- bfal7 3e813d6 10eb1b8 Oxac7bf9bc
Oxa3f6f0e 27¢1d17 8068512 0Oxa3f6f0e 27e¢3d17_ 8068512 f2a
3 2437 | 0x05cded248a835200 f2a0c7a d8al348 52d69dd - -- Oc7a d8al348 52d69dd 0x19b28698
0xcb3d921 b529¢95 93a9b97 Oxaad31bb_bee9dfl bc82fbb 48
53 2637 | 0x009902720f55c8a2 _1€329a3 572434 8f4a029 - -- 95fd7 12e81d5 52becda 0xd7727bff
0x467c119 2bc3593 fde7bf3 0x9¢66f60_977cBae fcab7d2 bde
54 2641 | 0x013204e41cab9144 TedcAd7 3093f37 71ctbdb - -- f8b1 bedef54 e0560ce 0x5d776d85
Oxlee73c4_8c¢7937d_27defod 0x9561fe7_92cbele_4cb229b_bf
55 2645 | 0x026409¢83d570288 3934df5 3c8ac46 beSaTfe - -- 95573 49e8c09 38df9e8 0xbd905de0
0x56b8276_7052a09_36808da 0xe295¢cb7_5ccfad8 0739259 b2
56 2649 | 0x04c813907aae0510 ~d2c6e3d d4490c2 4dcd9d0 -- -- dd86d £77c182 328d7ab Oxe7f4a0ae
0x56b8276_7052a09_36808da 0x4613a4d_00e6788_d35c¢539_9
57 2653 | 0x04c813907aae0510 _d2c6e3d_d4490c2 4dcd9d0 - -- 558c93 c89cbof 1bbf4a7 0x760add56
0x56b8276_7052a09_36808da 0x6d75447_73bdb2d_3e70fd5_45
58 2657 | 0x04c813907aae0510 _d2c6e3d_d4490c2 4dcd9d0 - -- 0fd53_85f3e47 ddObf2e 0xf87efda7
0x56b8276_705aa09_36808da 0x4096dab_0f0b9bb_8102604_ae
59 2661 | 0x04c813907aae0510 d2c6e3d_d4490c2 4dcd9d0 - -- 08eb5_c551bfa_e0d526d 0x4ale9198
0x0e7bcb2_eb23419 3d1d6ef 0x0e7bcb2_eb234f9 3d1d6ef 29
150 3025 | 0x0alébf62cd31bc9a 29b1c26 51074c7 8ed335c 0x6b 0x5134 blc26 5f074c7 8ed335c 0xbd6b5134
0x17dc8e4_02e774b_0f4£683 0x17dc8e4_02e774b_0f4f683 77
151 3029 | 0x042d7ec59a635935 776adcf 895d394 3ea7c28 Oxe5 Oxblle 6adcf 895d394 3ea7c28 0x24eSblle
0x6024417_9d066de_933b5ba 0x6024417_9d066de_933bSba_7
152 3033 | 0x085afd8b3cc6926b 77eed7f c9a4e2a 90340e9 0xd8 Oxefcd Tee47f c9ade2a 903409 0Oxcld8efcd
Frame key calc started
clk Sym clk LFSR[59:0] BMO0[167:0] OF0[23:16] OF0[15:0] BM1[167:0] OF1[31:0]
3 - - - - 0xbd6b5134
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0x0e7bcb2_eb234f9 3d1d6cf 29
blc26 5f074c7 8ed335c

0x17dc8ed_02e774b_0f4683

0x17dc8e4_02e774b_0f4f683_77

-2 - - 776adcf 895d394 3ea7c28 - -- Gadcf 895d394 3ea7c28 0x24e5blle
0x6024417_9d066de_933bSba 0x6024417_9d066de_933bSba_7
-1 -- -- _77eed7f c9ade2a 90340e9 -- -- Teed7f c9ade2a 90340e9 Oxcld8efcd
0x6024417_9d066de_933bSba 0x6024417_9d066de_933bSba_7
0 3035 -- _77eed7t c9ade2a 90340e9 -- -- Teed7f c9ade2a 90340e9 Oxcld8efcd
0xc040e35_54294b7_0000000 0x8b95c¢94_6798019_e80bf24 3d
1 3036 - _7a3b0f9 _42b1dbd_000006a - -- d8f7f 8212841 fofclfb Oxfbce91dl
0x6666ade_47b5444 93d46aa 0x850a54e_9bfeeaf b3826ce 320
2 3040 - e4f374f 3c¢d0333 212d6ab - - e2fe 7f72bae 3351845 Oxeeede7a0
0x1232d67_ef6a7a5_6055678 0x208d15¢c_5e8e452_aa6072c_90
3 3044 - d509b9f 427d387 e30af77 - -- 9c¢7c¢7_2d7880a_79a1701 0xd38ba7b2
0x811566¢_dal4697_66f89db_ 0x1496¢59_3387aal_3da2fc7_cd
4 3048 - 84306fe 411d172 19e3620 - -- 41184 b3a9829 158eecbe 0x26090ed0
0xf7027a4_dc24164_29716¢cf 0xe80cf33_d794c6a_641034c_fd
5 3052 - fOcd06e 9fad21f 41cbe85 - 4aaba 4e47123 cdf36a7 0x9118f55¢

Table B-42. Cipher State in SST mode for 1-lane, Inter-BS Spacing
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clk stream cipher enc stream

-3 Oxlc 0x6559c03e Oxlc
-2 0x3c 0x6559c03e 0x3c
-1 0x3c 0x6559c03e 0x3c
0 Oxlc 0x6559c03e Oxlc
1 0x39 0xb79ee5fe 0xc7
2 0x00 0xb79eeSfe 0xe5
3 0x00 0xb79ee5fe 0x%e
4 0x39 0xb79ee5fe 0x8e
5 0x00 0x289af919 0x19
6 0x00 0x289af919 0xf9
7 0x39 0x289af919 0Oxa3
8 0x00 0x289af919 0x28
9 0x00 0xd25b5d6e 0x6¢
10 0x39 0xd25b5d6¢ 0x64
11 0x00 0xd25b5d6e 0x5b
12 0x00 0xd25b5d6c 0xd2
13 0x00 Oxed55dcde Oxde
177 0x00 0x10f21d66 0x66
178 0x00 0x10f21d66 0x1d
179 0x00 0x10f21d66 0xf2
180 0x00 0x10f21d66 0x10
181 0x00 0x37affe86 0x86
182 0x00 0x37affe86 Oxfe
183 0x00 0x37affe86 Oxaf
184 0x00 0x37atfe86 0x37
185 0x00 0x49152bc4 Oxc4
186 0x00 0x49152bc4 0x2b
187 0x00 0x49152bc4 0x15
188 0x00 0x49152bc4 0x49
189 0x00 0x1f068148 0x48
190 0x00 0x1f068148 0x81
191 0x00 0x11068148 0x06
192 0x00 0x1f068148 0x1f
193 0x00 0xb79cb954 0x54
194 0x00 0xb79cb954 0xb9
195 0x00 0xb79cb954 0x9¢
196 0x00 0xb79cb954 0xb7
197 0x00 0xfe492f2a 0x2a
198 0x00 0xfe492f2a 0x2f
199 0x00 Oxfe4922a 0x49
200 0x00 0xfe492f2a Oxfe
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201 0x00 0x53331e18 0x18
202 0x00 0x53331e18 Oxle
203 0x00 0x53331e18 0x33
204 0x00 0x53331e18 0x53
205 0x00 0x5c0e4039 0x39
206 0x00 0x5c0e4039 0x40
207 0x00 0x5c0e4039 0x0e
208 0x00 0x5c0e4039 0x5¢c
209 0x00 0x4a040224 0x24
401 0x00 0x96fc2396 0x96
402 0x00 0x96fc2396 0x23
403 0x00 0x96fc2396 Oxfc

404 0x00 0x96fc2396 0x96
405 0x00 0xbc51d239 0x39
406 0x00 0xbc51d239 0xd2
407 0x00 0xbc51d239 0x51
408 0x00 0xbc51d239 Oxbc
409 0x00 0x8908e8ac Oxac
410 0x00 0x8908e8ac Oxe8
411 0x00 0x8908e8ac 0x08
412 0x00 0x8908e8ac 0x89
413 0x00 0x1d74baa3 0Oxa3
414 0x00 0x1d74baa3 Oxba
415 0x00 0x1d74baa3 0x74
416 0x00 0x1d74baa3 0x1d
417 0x00 0xd8835587 0x87
418 0x00 0xd8835587 0x55
419 0x00 0xd8835587 0x83
420 0x00 0xd8835587 0xd8
421 0x00 0xaf70715f 0x5f
422 0x00 0xaf70715f 0x71
423 0x00 0xaf70715f 0x70
424 0x00 0xaf70715f Oxaf
425 0x00 0xc861665f 0x5f
426 0x00 0xc861665f 0x66
427 0x00 0xc861665f 0x61
428 0x00 0xc861665f 0xc8
429 0x00 0x2bbcf09a 0x9a
497 0x00 0xee629a59 0x59
498 0x00 0xee629a59 0x9a
499 0x00 0xee629a59 0x62
500 0x00 0xee629a59 Oxee
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501 0x00 0x0d25408d 0x8d
502 0x00 0x0d25408d 0x40
503 0x00 0x0d25408d 0x25
504 0x00 0x0d25408d 0x0d
505 0x00 0xc07ece76 0x76
506 0x00 0xc07ece76 Oxce
507 0x00 0xc07ece76 0x7e
508 0x00 0xc07ece76 0xc0
509 0x00 0xedf08af9 0xf9
510 0x00 0xedf08af9 0x8a
511 0x00 Oxedf08af9 0xf0
512 0x00 Oxedf08afd Oxed
513 0x00 0xb86284bb 0Oxbb
514 0x00 0xb86284bb 0x84
515 0x00 0xb86284bb 0x62
516 0x00 0xb86284bb 0xb8
517 0x00 0xb87439a6 0xab
518 0x00 0xb87439a6 0x39
519 0x00 0xb87439a6 0x74
520 0x00 0xb87439a6 0xb8
521 0x00 0xf701fled Oxed
601 0x00 0x7a6e587b 0x7b
602 0x00 0x7a6e587b 0x58
603 0x00 0x7a6e587b Ox6e
604 Oxbc 0x7a6e587b 0Oxbc
605 0x3c 0x09c7b3a7 0x3c
606 0x3c 0x09c7b3a7 0x3c
607 Oxbc 0x09c7b3a7 Oxbc
608 0x39 0x09c7b3a7 0x30
609 0x00 0xe99f1ab9 0xb9

15 January, 2010
Digital Content Protection LLC

Table B-43. 1-lane Encrypted Output in SST mode for Inter-BS Spacing = 607
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Appendix C. Confidentiality and Integrity of Values

Table C-1 identifies the requirements of confidentiality and integrity for values within the protocol.
A confidential value must never be revealed. The integrity of many values in the system is
protected by fail-safe mechanisms of the protocol. Values that are not protected in this manner
require active measures beyond the protocol to ensure integrity. Such values are noted in Table C-1

as requiring integrity.
Value Size Confidentiality Integrity Function
(Bytes) Required’? Required'?

Aksv 5 No No HDCP Transmitter’s Key Selection Vector

An 8 No Yes® Pseudo-random value sent to HDCP
Receiver/Repeater by transmitter

Bksv 5 No Yes’ HDCP Receiver/repeater’s Key Selection
Vector

Bx,By,Bz 84 bits Yes Yes Cipher state

Km,Km' 7 Yes Yes Secret value generated by HDCP
Transmitter and receiver/repeater during
authentication

Ks,Ks' 84 bits Yes Yes Secret session key

K;, Ki' 84 bits Yes Yes Secret frame key

Akeys™ 280 Yes Yes HDCP Transmitter’s device keys

Bkeys™ 280 Yes Yes HDCP Receiver/repeater’s device keys

LFSRO,1,2,3 13,14,16, Yes Yes Cipher state

17 bits

M;, M}’ 8 Yes Yes Integrity verification key and HDCP cipher
initialization value

Ro, Ro' 2 No No Value generated at the transmitter and
receiver that indicates the success of the
authentication exchange

SH-0,1,2,3 2,222 Yes Yes Cipher state

bits

REPEATER 1 bit No Yes Repeater capability status bit

MAX CASCADE E 1 bit No Yes Repeater topology error status bit

XCEEDED

MAX DEVS_ 1 bit No Yes Repeater topology error status bit

EXCEEDED

DEVICE_COUNT 7 bits No Yes Repeater topology status bit

DEPTH 3 bits No Yes Repeater topology status bit

Vv’ 20 No No KSV list integrity value generated by
repeater

T According to the robustness rules in the HDCP Adopter’s License.
" Only within the transmitter
** KSV position excluded (see Aksv, Bksv)
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\Y 20 Yes Yes KSV list integrity verification value
generated by transmitter

KSV List Varies No Yes List of downstream KSV gathered by
repeater devices

KX, Ky, Kz 84 bits Yes Yes Internal HDCP cipher values

Lt 128 No Yes Digital Content Protection LLC DSS Public
Key

Table C-1. Confidentiality and Integrity of Values
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Appendix D. Transmission of IDLE Pattern in SST Mode

In the SST mode, the HDCP Devices must keep encryption enabled during the transmission of IDLE pattern.
Figure D-1 depicts the transmission of the LINK VERIFICATION PATTERN during transition from active
video streams to IDLE pattern. The same approach applies to transition from IDLE pattern to active video
streams.

Transition point from
active to IDLE
strepms
U

&—  Active video stream IDLE stream

[}
inee patern ()T OO .00 ) 00 { 00 {00 X 00 {00 {00 ¥ 00 ¥ 00 Y 00 ¥ 00 )
o) Ca k)

Video Pattern .
(]

o, )
Link Pattern (Big (D) D X ) : (00 4,00 },00 00 00 {00 X0 X o0 X o0 Yoo X0)

Link Integrity . - -
Cheok Bit Vahra \ Value[i-1] X Value[i] X Value[i+1]

Value[i-1] extracted from previous VB-ID Value[i] never sentin  Value[i+1] is bit extracted from VB-ID that followed VB-ID containing
VB-ID as VB-ID is not Value[i-1]
available while it was
the bit of choice.

Value[i] is not
accounted for in count
of passed/failed
integrity check
symbols as it was
never sent.

Figure D-1. Transmission of LINK_VERIFICATION_PATTERN during transition from active to IDLE
streams

As illustrated in Figure D-1, during transition from active streams to IDLE pattern, VB-ID, Mvid and Maud may
not be transmitted following CPBS/CPSR. In such cases, the bit position of the

LINK VERIFICATION PATTERN is advanced but the corresponding bit is not transmitted as there is no VB-
ID available.
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Appendix E. Timing Diagrams in SST Mode

Figure E-1 and Figure E-2 depict the frame key calculation timing for a 2-lane configuration in
which the HDCP cipher clock is running at LS CLK/2, which results in two possible relative
phases between the end of the enhanced CPSR symbol and the HDCP cipher clock. Figure E-3,
Figure E-4, Figure E-5 and Figure E-6 depict the frame key calculation timing for a 1-lane
configuration in which the HDCP cipher clock is running at LS CLK/4, which results in four
possible relative phases between the end of the enhanced CPSR symbol and the HDCP cipher
clock.

Figure E-7 and Figure E-8 depict the 2-Lane line re-key timing diagrams for the two possible
relative phases. Figure E-9, Figure E-10, Figure E-11 and Figure E-12 depict 1-Lane line re-key
timing diagrams for the four possible relative phases.

Figure E-13, Figure E-14 and Figure E-15 depict the initial frame key calculation timing for 1-lane,
2-lane and 4-lane configurations respectively. In this situation both BMO and BM1 are initially
stalled after completing the initial authentication bootstrap operation.

Figure E-16, Figure E-17, Figure E-18, Figure E-19, Figure E-20 and Figure E-21 depict various
collisions that occur, i.e. a CPBS arrives during frame key calculation, a CPSR arrives during line
re-key etc, in a 4-Lane Main-Link Configuration and how they are handled.

Note: The states X, X;; etc in the timing diagrams indicate the BMO and BM1 register states at the

beginning of a particular cycle and are directly used to generate the corresponding encrypted
output at each cycle.
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Page 202 of 212




HDCP Amendment
Revision 1.1

for DisplayPort

0 1

- JBBER_C0C00C 10
(I

0

o

|
Cipher Phase n

I

|
HDCPEmbbAW |

|

15 January, 2010

Digital Content Protection LLC

50

QoaoEsed

]

-0
10

106

000000
T

o
o

129

- AV
i
oEe

|

130

|
|
Rekey Enable } L e
|
i
BMO X Xit XX‘ Init 1 K .. 48 Xfer 1 .- X 55 56 54 Xo > o
I
e
BM1 X Xis XX\ Xist Xis2 Xi wo Xivg Xiso Xisgt =+ X Xirt05 Xirt06 . X Xirt28 BMO Xo > o
Load State / .
. Initialize BMO Transfer B registers to K hdcpBlockCipher Transfer BMO
Only output bits state and reload B registers complete state to BM1

[7:0] are used

hdcpBlockCipher

Frame Rekey:

Figure E-3. 1-Lane Frame Key Calculation Timing Diagram (Phase 0)

0

| R
|
U
Cipher Phase n 1
|
|
|

1

OO0 00

o

- o

106

129

130

0000000
ouEna0ae

(=]
EIN=lEE
— ]

HDCP Enable ‘N F F W F \W F F
|
|
Rekey Enable } /
i
BMO X1 X Xi Init 1 [ - 48 Xfer 1 . ] 55 54 Xo
—
I
BM1 Xt X X Xt X2 [ oo Xiess Xiss0 Xist -+ ] Xist05 X106 . } X128 BMO Xo
i
Load State .
Initialize BMO Transfer B registers to K hdcpBlockCipher Transfer BMO
OnIy output state and reload B registers complete state to BM1
bits [15:0] are ]
i

used

hdcpBlockCipher

Frame Rekey:

Figure E-4. 1-Lane Frame Key Calculation Timing Diagram (Phase 1)

Page 203 of 212




HDCP Amendment for DisplayPort
Revision 1.1

15 January, 2010

Digital Content Protection LLC

AR T
- EERE D00 10
N0

Link Clock

Cipher Phase

HDCP Enable

- T
000
guea00s
1T

106

LS

- A
S
-

129 130

-

]

]
|

(=]
BINEEE
— 1

Rekey Enable
BMO X4 X Xi Init 1 [ .. 48 Xfer 1 .- ] 55 54 Xo
—
BM1 X4 X Xi Xist Xisz [ o Xiag Xisso Xisst =+ ] Xis105 Xit108 . } Xis128 BMO Xo
i
Load State .
Initialize BMO Transfer B registers to K hdcpBlockCipher Transfer BMO
Only output state and reload B registers complete state to BM1
bits [23:0] hdcpBlockCipher 4
are used

Frame Rekey

Figure E-5. 1-Lane Frame Key Calculation Timing Diagram (Phase 2)

0 2 49
o J WUV Y
- B8 000
|
couro TR T
|
|

HDCP Enable

50

WU
- 000G
-
7]

106

129

130

- TN
S
[ R

a

.
|

jal)

AT
.

Rekey Enable
BMO Xi Init 1 Xi .. 48 Xfer 1 . :X 55 56 56 X
R |
BM1 X Xi Xist Xisz Xi v Xig Xisso Xisst Xis105 Xit06 . :X Xis128 BMO Xo
J‘. ..................
|
Load State e
Initialize BMO Transfer B registers to K hdcpBlockCipher Transfer BMO
All output state and reload B registers complete state to BM1

bits are used

hdcpBlockCipher

Frame Rekey-

Figure E-6. 1-Lane Frame Key Calculation Timing Diagram (Phase 3)

Page 204 of 212

o
[~]
B



HDCP Amendment for DisplayPort

Revision 1.1

0

Cipher Phase

HDCP Enable

2 3 4 53 54 55
oo J YUV SUUUL

000 000
L TSR
nuiahnh

Rekey Enable

o=

15 January, 2010
Digital Content Protection LLC

65 66 67 68

U
)

L

00D
B
nhnig

o [ L o o

BM1 Xiz Xi

o e

Load State
Start hdcpRekeyCipher Transfer BMO
hdcpRekeyCipher complete state to BM1
7hdchekeyCipherH
Line Rekey

Figure E-7. 2-Lane Line Re-Key Calculation Timing Diagram (Phase 0)

0 1

2 3 4 53 54 55
oo [V AN

HDCP Enable

QH000000ES00010000

i
ISR REEENEEY

Rekey Enable

pinBhnnh
: |

BMO Xz | Xis X q 1

T Tl

olo

BMT Xz f X X Ko Ko Hoas ) Yoo

Load State

Start hdcpRekeyCipher
hdcpRekeyCipher

—hdchekeyCipher—)‘

complate

Transfer BMO

st

Figure E-8. 2-Lane Line Re-Key Calculation Timing Diagram (Phase 1)

Line Rekey

Page 205 of 212

te to BM1



HDCP Amendment for DisplayPort

Revision 1.1

0 1

g

-

15 January, 2010
Digital Content Protection LLC

2 3 54 55
S0200ENE80000

M T

w

AUV AU
oo 00
0030000AEARNA00R00
M

pEaEg

Rekey Enable

\

-

BMO :X Xi1 X Xi 1 2 3 ... 54 X 55 b6 56 Xo > .
BM1 :X Xit X Xi Xivt Xz I Xisg »+ Xissa X Xisss Xisse Xiss7 > .- :X Xisea BMO X0 > -
Load State e
Start hdcpRekeyCipher Transfer BMO
hdcpRekeyCipher complete state to BM1

hdcpRekeyCipher

Line Rekey:

Figure E-9. 1-Lane Line Re-Key Timing Diagram (Phase 0)

0 1

2 3 54 55
R TR

Cipher Phase

w

HDCP Enable

.

- LT

56

w

65

VAN AN
OO 0o
gogacogoENoapaaaRg
i

LT

.

66

Rekey Enable \
BMO 1 2 X 3 54 X 55 b6 56 Xo
BM1 Xist Xisz2 X Xiss Xissa X Xisss Xisso Xiss7 [ . :X Xisga BMO Xo
Load State e
Start hdcpRekeyCipher Transfer BMO
hdcpRekeyCipher complete state to BM1
hdcpRekeyCipher ﬁ‘
Line Rekey

Figure E-10. 1-Lane Line Re-Key Timing Diagram (Phase 1)

Page 206 of 212



HDCP Amendment for DisplayPort

Revision 1.1

0

-

2 3 54 55
RUR00UREIAR0000

A

[ LT

A

57 64
DUR00NRAES0000

15 January, 2010
Digital Content Protection LLC

LT

Rekey Enable

VY
L
=)

65

-

BMO X4 X Xi g 1 2 X 3 54 X 55 p6 54 X' > o
BM1 Xi1 X Xi Xit Xirz X Xirz Xivsa x Xisss Xivse Xivs? > .. :X Xivga BMO Xo > .
Load State o
Start hdcpRekeyCipher Transfer BMO
hdcpRekeyCipher complete state to BM1
hdcpRekeyCipher )4
Line Rekey
Figure E-11. 1-Lane Line Re-Key Timing Diagram (Phase 2)
0 1 56 65 66

-

Q03BN A0E
-

200000800

[

||

oL
L]

UV
i
gnan

-

|

1 2 X 3 [ .. 54 X 55 66 56
BM1 Xi Xist X2 X Xiss [ w Xisa X Xisss Xisss Xiss? > .. :X Xisga BMO Xo ) ..
Load State e
Start hdcpRekeyCipher Transfer BMO
hdcpRekeyCipher complete state to BM1
hdcpRekeyCipher J‘
Line Rekey

Figure E-12. 1-Lane Line Re-Key Timing Diagram (Phase 3)

Page 207 of 212



HDCP Amendment for DisplayPort

Revision 1.1

0

Cipher Phase

HDCP Enable

00010
SR 1
M)

-0
i)

15 January, 2010
Digital Content Protection LLC

106

L]

OO
g8a000000a0000E

129 130

-

.
|

(=]
| JLEHE
— 1 0=

Rekey Enable
BMO Stalled Init 1 [ .o 48 Xfer 1 . ] 55 56 X > .
BM1 Stalled Xo X1 Xi i X43 X49 X5o . :X XMOA Xmos - :X Xi4127 BMO X'o > £
Load State o
Initialize BMO Transfer B registers to K hdcpBlockCipher Transfer BMO
state and reload B registers complete state to BM1
hdcpBlockCipher ﬁ‘
Frame Rekey
Figure E-13. 1-Lane Initial Frame Key Calculation Timing Diagram
0 2 3 4 49 50 51 52 104 105 | 106 | 107 127 128 130 131 132

Cipher Phase

HDCP Enable

miclei=h

Rekey Enable

G- o
|

S R
phERhhih&ihip

mElclel=

\

O U
pO00ES0000

lclal=L

00DoDos

BMO Stalled Init 1 X 2 X 3 K . < 48 Xfer 1 X 2 X . X 54 X 55 56 56 Xo X X4 X X, >
BM1 Sta"ed XU X1 X X2 X X3 K N X XAS X49 XSO X X51 X N X X103 X X104 X105 Xme X N X X126 X X127 BMO XU X X’1 X X’Z > -
Load State
Initialize BMO Transfer B registers to K hdcpBlockCipher Transfer BMO
state and reload B registers complete state to BM1

hdcpBlockCipher

Frame Rekey

Figure E-14. 2-Lane Initial Frame Key Calculation Timing Diagram

Page 208

of 212




HDCP Amendment for DisplayPort 15 January, 2010
Revision 1.1 Digital Content Protection LLC

0 1 50 106 | 107 127 128 | 129 | 130 131

snnnhnnEhnhEhnhEn e

S 10 0 O

Cipher Phase < 0

HDCP Enable
Rekey Enable / \
BMO Stalled Init 1 X::X 48 | Xfer 1 >:X 55 56 56 X X X' >

BM1 Stalled Xo X4 X::X Xeg | Xao Xso >:X Xioa | Xios | Xios >:X Xizs X Xizz | BMO [ X'o X X'y >
Load State

Initialize BMO Transfer B registers to K hdcpBlockCipher Transfer BMO
state and reload B registers complete state to BM1
hdcpBlockCipher-

Frame Rekey

Figure E-15. 4-Lane Initial Frame Key Calculation Timing Diagram

0 1 2 49 50 51 105 106 107 127 128 129 130 131

- EEEEC - ) IEEE )

( 0 0 0 o\ )
\

HDCP Enable

Rekey Enable / \
S 3 £ 3 T KN S 0 £ EE 2 3 BRGNS 6 £
e o e o o e e e )

BMO Xiz Xfer

Xis

BM1 Xz | X2 Xisas | Xisso

i+2

L L

Initialize BMO Transfer B registers to K hdcpBlockCipher Transfer BMO
state and reload B registers complete state to BM1
hdcpBlockCipher
Frame Rekey | Line Rekey—>

Figure E-16. CPBS Detected Immediately After Completion of Frame Key Calculation in 4-Lane Configuration

Page 209 of 212



HDCP Amendment for DisplayPort 15 January, 2010
Revision 1.1 Digital Content Protection LLC

0 1 2 49 50 51 105 106 107 127 128
- EEEE ) @

129 130 131

CPBS arrives during
frame key
< 0 0 0 0 > calculation so it is
ignored
HDCP Enable
Rekey Enable e / s \

Load State

Initialize BMO Transfer B registers to K hdcpBlockCipher Transfer BMO
state and reload B registers complete state to BM1
hdcpBlockCipher

Frame Rekey ‘

Figure E-17. CPBS Detected During Frame Key Calculation in 4-Lane Configuration
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Figure E-18. CPBS Detected Immediately After Completion of Line Re-Key in 4-Lane Configuration
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Figure E-19. CPBS Detected During Line Re-Key in 4-Lane Configuration
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Figure E-20. CPSR Detected Immediately After Completion of Line Re-Key in 4-Lane Configuration
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Figure E-21. CPSR Detected During Line Re-Key in 4-Lane Configuration
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